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1 DOCUMENT PURPOSE

The State of Alaska as the grantee for the State Health Information Exchange (HIE)
Cooperative Agreement provides this document to satisfy the requirement to submit an annual
update to the Strategic and Operational Plans (SOP) submitted at the inception of the grant
agreement.

This document follows the requirements described in the Program Information Notice (PIN)
ONC-HIE-PIN-002 issued February 8, 2012, setting forth the Annual Update submission
information.

The organization of the document is described in the section below.
1.1 Document Organization

The information in the sections below combine the content from the Alaska Health Information
Technology (HIT) Strategic Plan (Master HIT Strategic Plan vNov2010.doc), the Alaska HIT
Operations Plan (Master HIT Operations Plan vNov2010.doc) and the Alaska HIT Strategic Plan
Addendum (HIE 2011 State Plan Addendum v 1.5) in the domain specific sections as well as
the planning sections.

The Landscape information from the strategic plan is not updated nor included in this document.

The requirements outlined in the PIN to document changes in strategy are included in the
narrative of each domain in a section labeled “2012 Update.”

The requirements prescribed in the PIN to describe the current PIN Priority Strategies are
included in Section 8.

The PIN requirements to present the Sustainability Plan are addressed in Section 9.

The table for tracking progress on key meaningful use HIE capabilities in their state and setting
annual goals is included in Section 10.

The description of the approach to assess the Privacy and Security Framework, identified Gaps
and plans to address the gaps are included in Section 11.

The description of the plans to evaluate the HIE Operations, the Lab Survey conducted in
December 2011 and the Pharmacy Survey conducted in January 2011 are included in Section
13 and related appendices.

Page 1
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2 CHANGES TO HIE STRATEGY

This section includes both a table and narrative. The table contains only changes; the narrative
contains a description of the previous and current strategies as well as the changes. This
section combines the previous three documents into this one plan.
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Domain/Sections

Table 1:

Short Description of
Approved portion of SOP
that Grantee is
proposing to change
(include page numbers)

State HIE Cooperative Agreement Program
Strategic and Operational Plan Update

Changes to Alaska HIE Strategy

Proposed Changes

Reason for the Proposed
Changes

Budget Implications of
Proposed Changes

Overall HIE Strategy
including Phasing

Update the strategy to
include the implementation
and rollout of Direct
Secure Messaging (DSM)
prior to the implementation
of the HIE services

Governance Section 3 of this document | Updated organization Changes in the structure of | None identified
and Section 6.1 page 57 of | charts for: HIT the Alaska DHSS, changes
the HIT Strategic Plan Governance, State HIT in the AeHN personnel,
document submitted in Office, Alaska eHealth and changes in the State
November 2010 Network (AeHN) Board, HIT office.
and the State Designated
Entity
Technology Section 4 of this document | Describes the These details were not

and Section 6.3 page 69 of
the HIT Strategic Plan
document submitted in
November 2010

Section 5.5 page 49 of the
HIT Operations Plan
submitted in November
2010

Section 3.5 page 14 of the
HIT Strategic Plan
Addendum v1.5 submitted

implementation
components of the HIE
implementation

Describes the details of the
state’'s DSM
implementation

Describes the plans for
State of Alaska systems
integration with the HIE

available at the time of the
previous plan submission

DSM was implemented in
2012.

These plans were
developed in 2011, after
the previous plan
submission.
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Domain/Sections

Short Description of
Approved portion of SOP
that Grantee is
proposing to change
(include page numbers)

Proposed Changes

State HIE Cooperative Agreement Program
Strategic and Operational Plan Update

Reason for the Proposed
Changes

Budget Implications of
Proposed Changes

in March 2011

Financial Section 5 of this document | Remove previous Including in this document | Unknown
and Section 6.2 page 64 of | Sustainability plan the plan to develop a
the HIT Strategic Plan strategies, fees, and Program Sustainability
document submitted in estimates plan that will provide
November 2010 updated information
. regarding strategies, fees
Elle'l(':tgge?gigr?g%é\ 3n of the and estim_ates basv_ed on
. . the planning described in
submitted in November Section 9
2010
Business Operations Section 6 of this document | SDE is re-negotiating the Unknown

and Section 6.4 page 72 of
the HIT Strategic Plan
document submitted in
November 2010

Section 5.6 page 54 of the
HIT Operations Plan
submitted in November
2010

contract with AeHN to
allow the SDE additional
interaction with the HIE
vendor and to hold AeHN
accountable for specific
deliverables that are
required of the SDE in the
PINs and required to
document the program
operations

Legal/Policy

Section 7 of this document
and Section 6.5 page 77 of
the HIT Strategic Plan
document submitted in
November 2010

Document alignment with
Health and Human
Services (HHS) Privacy &
Security Framework

Incorporation of technical

Data sharing initiatives
within DHSS

Release of PIN-HIE-003
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Domain/Sections

Short Description of
Approved portion of SOP

that Grantee is
proposing to change
(include page numbers)

Section 5.7 page 60 of the
HIT Operations Plan
submitted in November
2010

Proposed Changes

standards for security

State HIE Cooperative Agreement Program
Strategic and Operational Plan Update

Reason for the Proposed

Changes

HIE vendor selected,
known solution, DSM
implementation

Budget Implications of
Proposed Changes

Strategies for ePrescribing

4.4.1 page 44 of the HIT
Strategic Plan document
submitted in November
2010

3.1 page 11 of the HIT
Strategic Plan Addendum
v1.5 submitted in March
2011

Included Alaska Pioneer
Homes plans to participate
in ePrescribing to support
Medicare providers
meeting Meaningful Use

New initiative since
previous submission of
SOP

None

Strategies for Structured
Lab Results Exchange

3.2 page 12 of the HIT
Strategic Plan Addendum
v1.5 submitted in March
2011

Pilot a point-to-point Lab
Exchange solution that
includes Direct as the data
transport mechanism

Participation in ONC
sponsored Lab Summit
(May 2012). Details to
follow the completion of
the Summit.

Sustainability

The Core document is
required as a part of the
first SOP update. Changes
will be indicated in
subsequent SOP update.

Privacy and Security
Framework

The Core document is
required as a part of the
first SOP update. Changes
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Short Description of

(TIEEL [PEEN € S22 Reason for the Proposed = Budget Implications of

Changes Proposed Changes

Domain/Sections that Grantee is Proposed Changes
proposing to change
(include page numbers)

will be indicated in
subsequent SOP update.

Evaluation Plan The Core document is
required as a part of the
first SOP update. Changes
will be indicated in
subsequent SOP update.
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2.1  Overall HIE Strategy including Phasing

The State of Alaska initiated Health Information Exchange (HIE) in July 2009, prior to the
inception of the American Recovery and Reinvestment Act (ARRA) and the Office of the
National Coordinator (ONC) Cooperative Agreement Program. The State continues to support
the HIE Program and patrticipate in the development of the HIE Program Strategy. The strategy
put forth in the Strategic Plan submitted to ONC in November 2010 is outlined in Section 2.1.1
below; updates to the strategy are included in Section 2.1.2.

2.1.1 Alaska HIE Strategy November 2010

The State Designated Entity (SDE) vision for the future of HIT is a multi-year vision that consists
of existing and planned projects and initiatives that will significantly contribute to Alaska’s
healthcare transformation. The vision for HIT demonstrates the SDE's aspirations to develop
improvements in delivery, cost containment and outcomes in healthcare management. By
leveraging implementation of new technologies such as a modernized Medicaid Management
Information System (MMIS), extending web based access to providers and recipients, Electronic
Health Records (EHRSs), and HIE networks, SDE will do its part in supporting a healthcare
system for Alaska that places individual Alaskans, their families and communities at the center
of their healthcare experience and ultimately shift the focus from treatment to prevention.

The ultimate goal of the state of Alaska is to improve access to healthcare and quality of
healthcare for Alaskans. Specifically, the mission of the DHSS is to promote and protect the
health and well-being of all Alaskans.

The Alaska Health Care Commission (AHCC) identified HIT — HIE, EHR and
telemedicine/telehealth - as an essential cornerstone of healthcare delivery system
transformation for Alaska because it is required for successful implementation of virtually all
potential specific strategies for healthcare improvement — from cost and quality transparency, to
fraud reduction, to supporting evidence-based clinical practice. The AHCC recommended that
the Governor and Alaska Legislature take an aggressive approach to supporting adoption,
utilization, and potential funding of HIT, including HIE, EHR and telemedicine/telehealth that
promise to increase efficiency and protect privacy.

In order to resolve the barriers to interoperability and create an integrated Electronic Medical

Record (EMR) system, the AeHN is working towards development of a functional statewide HIE
service. HIE is the coordination of appropriate electronic health information for the health needs
of patients and providers. HIE tools organize, integrate, and retrieve data from existing sources
of multiple electronic health records associated with a single patient using secure data transfer.
Security of confidential patient information is governed by patient and facility permission levels.

A number of state and federal initiatives have been implemented or are planned, to support
efforts to improve utilization of electronic health information in the management of healthcare
needs in Alaska statewide. The key initiatives are depicted in Figure 1 below.

Page 7
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Figure 1 Alaska HIT Projects

2010 - 2013
Alaska Orion Health HIE Implementation
2008 - 2013 _A_

(" FCC Pilot Project A
AN
N
2000 - 2005 1/1/2006 - [L2/31/2013
Alaska Federal Health Care Access Network (AFHCAN) Telemedicine Project AeHN Cpnducts Educational Forums for Alaskan Providers
AN N

r Y I N
E ! !
i |

1/1/2000 2007 12/31/2013
MMIS DDI Begins 2010

Alaska Selects AeHN as/HIE Board

2004

Southeast Alaska Regional Health Consortium (SEARHC) Tefebehavioral Health Program Begins

Jan 2011

Alaska EHR Incentive Program \Opens

2009

Alaska Electronic Health Record Alliance (AEHRA) Survey Complete
Jan 2012

Direct Secure Messaging Implemented

April 2010
Alaska Regional Extension Center Program Established

2.1.2 2012 Alaska HIE Strategy Updates

Beginning in November 2011, AeHN and Orion Health developed plans to implement Direct
Secure Messaging (DSM) to provide an immediate solution supporting the exchange of
summary of care documents among health care professionals in Alaska. DSM was implemented
in January of 2012, with the first “live” messages exchanged in March 2012. At June 1, 2012
over 480 Direct mailboxes have been provisioned to hospitals, primary care practitioners, State
staff and other health care professionals planning to exchange health information. Due to the
level of effort required to quickly implement and support the DSM rollout, efforts to expand the
HIE pilot stalled in December 2011. AeHN and the SDE plan to restart the HIE pilot, evaluate
the previous HIE rollout approach in the fall of 2012. As discussions regarding the HIE
Sustainability Plan are finalized, the SDE expects to receive input that would further refine the
HIE implementation schedule and functionality.

In addition, the SDE is participating in the development of a Lab Exchange Pilot using DSM to
distribute lab results. Information regarding the pilot participants is included in Section 8.2 of this
document. Further details regarding this pilot, currently in the design phase, will be included in a
future addendum to this plan.

AeHN and the SDE will develop a Program Sustainability plan that will provide updated
information regarding adoption strategies, fees and revenue estimates based on the planning
described in Section 9 of this document.

Page 8
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3 GOVERNANCE

3.1 Governance Description

The State has entered into several agreements with the Centers for Medicare and Medicaid
Services (CMS) and the Office of the National Coordinator (ONC) for Health Information
Technology (HIT) that require the State to coordinate all health information technology efforts.
The Governor of Alaska named Alaska Department of Health and Social Services (DHSS),
Division of Health Care Services (DHCS) as the SDE to implement Alaska's Health Information
Exchange (HIE) under the ONC Cooperative Agreement Program. DHSS has selected the
vendor Alaska eHealth Network (AeHN) to be the non-profit governing board that will procure
and manage Alaska's HIE.

As the SDE, State HIT Coordinator and AeHN begin to define the stakeholder relationships and
technologies essential for success, the following guiding principles will form a basis for
subsequent decision-making and will keep all decisions tied into central themes. These
principles introduced by the Markel Foundation® and adapted for use by the Alaska HIE will
ensure that all SDE, State HIT Coordinator and AeHN decisions consistently focus on the goals
of improving community health and implementing technological interoperability.

Openness and Transparency
There should be a general policy of openness about developments, practices,
and policies with respect to personal data. Individuals should be able to know
what information exists about them, the purpose for which it is being used, who
can access and use it, and where it resides. All work of DHCS and the State HIT
Coordinator will be part of the public domain, except for any information that
would jeopardize the security of the system.
Purpose Specification and Minimization
The purposes for which personal data are collected should be specified at the
time of collection, and the subsequent use should be limited to those purposes or
others that are specified on each occasion of change of purpose.
Collection Limitation
Personal health information should only be collected for specified purposes,
should be obtained by lawful and fair means and, where possible, with the
knowledge or consent of the individual.
Use Limitation
Personal data should not be disclosed, made available, or otherwise used for
purposes other than those specified.
Individual Participation and Control
Individuals should control access to their personal information. Individuals should
be able to obtain from each entity that controls personal health data, information
about whether or not the entity has data relating to them. Individuals should have
the right to:
= Have personal data relating to them communicated within a reasonable
time (at an affordable charge), and in a form that is readily
understandable;

Y From http://www.markle.org/markle programs/healthcare/index.php
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= Be given reasons if a request (as described above) is denied, and to be
able to challenge such denial; and
= Challenge data relating to them and have it rectified, completed, or
amended if found to be inaccurate.
Data Integrity and Quality
All personal data collected should be relevant to the purposes for which they are
to be used and should be accurate, complete, and current.
Security Safeguards and Controls
Personal data should be protected by reasonable security safeguards against
such risks as loss or unauthorized access, destruction, unauthorized use,
modification, or disclosure.
Accountability and Oversight
Entities in control of personal health data must be held accountable for
implementing these information practices.
Remedies
Legal and financial remedies must exist to address any security breaches or
privacy violations. Breach policies are drafted and will need to be adopted as the
HIE project moves forward.
Make it “Thin”
Only the minimum number of rules and protocols essential to widespread
exchange of health information should be specified as part of a Common
Framework. It is desirable to leave to the local systems those things best handled
locally, while specifying at a statewide or national level those things required as
universal in order to allow for exchange among subordinate networks.
Avoid “Rip and Replace”
Any proposed model for health information exchange must take into account the
current structure of the health care system. While some infrastructure may need
to evolve, the system should take advantage of what has been deployed today.
Similarly, it should build on existing Internet capabilities, using appropriate
standards for ensuring secure transfer of information.
Separate Applications from the Network
The purpose of the network is to allow authorized persons to access data as
needed. The purpose of applications is to display or otherwise use that data once
received. The network should be designed to support any and all useful types of
applications, and applications should be designed to take data in from the
network in standard formats. This allows new applications to be created and
existing ones upgraded without re-designing the network itself.
Decentralization
Data stays where it is generated. The decentralized approach leaves clinical data
in the control of those providers with a direct relationship with the patient, and
leaves judgments about who should and should not see patient data in the hands
of the patient and the physicians and institutions that are directly involved with his
or her care.
Federation
The participating members of a health network must belong to and comply with
agreements of a federation. Federation, in this view, is a response to the
organizational difficulties presented by the fact of decentralization. Formal
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federation with clear agreements builds trust that is essential to the exchange of
health information.

Flexibility
Any safe and secure hardware or software can be used for health information
exchange as long as it conforms to a Common Framework of essential
requirements. The network should support variation and innovation in response
to local needs. The network must be able to scale and evolve over time.

Privacy and Security
All health information exchange, including in support of the delivery of care and
the conduct of research and public health reporting, must be conducted in an
environment of trust, based upon conformance with appropriate requirements for
patient privacy, security, confidentiality, integrity, authentication, audit, and
informed consent. Alaska will utilize the information gleaned from participating in
the ONC national Health Information Security and Privacy Collaboration (HISPC)
project to guide privacy policies and procedures.

Accuracy
Accuracy in identifying both a patient and his or her records with little tolerance
for error is an essential element of health information exchange. There must also
be feedback mechanisms to help organizations to fix or “clean” their data in the
event that errors are discovered.

Interoperability
Interoperability of electronic health records will take into account the ability to
move health information securely and utilizing national standards from a State
HIE to a national HIE through participation in a Nationwide Health Information
Network (NwHIN) when this service becomes available.

Meaningful Use
DHCS as well as the Regional Extension Centers (REC) will require compliance
with federal and state requirements established for the “meaningful use” of
electronic health records when this criterion becomes available.

Leverage Resources
The DHCS will leverage the existing resources that were developed through
federal and private funding sources, including HISPC privacy and security
policies/documents and Federal Communications Commission (FCC) broadband
rollout.

Structure

AeHN conducted a review of more than 100 Regional Health Information Organization (RHIO)
and HIE projects in other states to guide the structure and organization of the program. Special
lessons were drawn from intensive study of sustainable models in states with needs and goals

similar to those of Alaska. The structure for Alaska will consist of a State HIT Governance
Committee composed of key staff from DHSS, particularly from DHCS, and the AeHN Board
which is filled by volunteers from stakeholder groups as shown below. The State HIT

Governance Committee will set the vision and direction for the State of Alaska. The AeHN
Board will establish protocols for decision-making and communicating with SDE Executive

Management, and soliciting feedback from its advisory workgroups. In addition to these boards
there is also the general structure of the AeHN Operational team included in Figure 2 below.
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Overall, this structure will create a health information organization that is consistent with federal
and state guidance.

Figure 2: HIE Governance

State of Alaska
Governor

Department of
Health and Social Services
(DHSS)

State Designated Entity

State HIT Governance Advisory Groups
Committee (Al Bk (Provider/Clinician/

Deputy Commissioner for
Health Policy and
Medicaid
(Chair & Executive
Sponsor)

Director of
Health Care Services

ITS Business
Applications Manager

Senior and Disabled
Services Division Director

Division Director Division
of Public Assistance

State Health Information
Technology Coordinator

Tribal Health
Program Manager

Deputy Commissioner
Family, Community, &
Integrated Services

Division of Public Health
Epidemiologist

Division of Public Health
HIT Lead

Deputy Commissioner for
Health Policy and
Medicaid
(Chair & Executive
Sponsor)

Representative
Alaska State Hospital &
Nursing Home Association

Representative
Alaska eHealth Network

Representative
University of Alaska

Non-Voting Member
State Health Information
Technology Coordinator

Community/Consumer)

Representative
Premera Blue Cross Blue
Shield of Alaska

Representative
Alaska Primary Care
Organization

Representative
Providence Health &
Services in Alaska

Representative VA
Healthcare System

Representative
Yarmon Investments

AeHN will report directly to the SDE on HIE implementation and other activities as required by
state and federal legislation. The Executive Director of AeHN and the State HIT Coordinator will
work jointly to advance the use of connected health information technology and ensure
meaningful use of electronic health records throughout Alaska. AeHN will provide data to SDE
to ensure that the State Medicaid HIT Plan (SMHP) is implemented in line with CMS

requirements.
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AeHN’s non-profit status will allow Alaska to solicit and optimize government subsidies,
foundation grants and private donations as primary funding strategies during startup and initial
operations for the Alaska HIE. Various subscriber fees will also be solicited, with emphasis on
insurers, tribal entities and Medicaid as initial targets.

Figure 3: Alaska eHealth Network Board

Alaska eHealth Network
501 (c)(3)
Board of Directors — stakeholders
representing consumers, providers,
payors, state, federal, tribal, private

Advisory Workgroups
Consumer, Clinical,
Technical, Outreach

. State HIT Coordinator
Szt Clll Medicaid HIT Plan

Executive Director Workforce Development
Alaska Universities, Dept.
of Labor, AVTEC

Health Information .
. Health Information
SEIEMES PN & Technology Director
Security Officer ay

(Vacant)

Health Information Health Information
Exchange Data Quality Exchange Education

& Risk Manager & Training Manager

k (Vacant) /

AeHN Operational Staff

3.2.1 HIT Governance Roles and Functions
The State HIT Governance Committee key roles and functions are:

= Executive sponsorship for the project
= Approve the overall project charter
= Set the strategic vision and direction for HIT
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Provide timely project direction to ensure DHSS business requirements and interests are
represented

Decision authority for major (>$100k) change to cost, schedule, scope or resource
allocation during the project

Communicate and distribute information to DHSS, the Administration, and the
Legislature

Set project priority amount competing department level initiatives

Review project progress by meeting with project director/manager, and contractors
monthly against planned timeframes, specifically:

0 Review project status

0 Request changes to State regulations as necessary to support implementation
0 Ensure commitment of participants and all stakeholders

0 Ensure commitment of appropriate resources

o Encourage and facilitate organizational change

Executive Sponsor key roles and functions are:

3.2.2

Provides executive support and liaison to department executives

Conducts monthly contract management meetings as required with vendor(s)
Conducts quarterly executive review meetings with vendor

Reviews progress and executive-level risks and addresses elevated project issues
Reviews major scope changes and requests for contract changes

Approves executive-level external project communications

Oversees project budget and expenditures

Reviews and decides management-level escalated issues, proposed major project
scope changes and project risks

AeHN Board Roles and Responsibilities

The AeHN Board key roles and responsibilities are:

Cf—j cognosante

Establish protocols for decision making and communicating with DHSS
Solicit feedback from advisory workgroups

Review and ratify operational structures

Help DHSS develop strategic and operational plans

Prepare and maintain all budget and oversee financial aspects of the Alaska HIE and
report this data to DHSS

Report all HIE implementation and other HIT activities to DHSS
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Will work jointly with the State HIT Coordinator and DHSS to advance the use of
connected health information technology and ensure meaningful use of electronic health
records throughout Alaska

3.2.3 State HIT Coordinator

The State HIT Coordinator, Paul Cartland, plays a critical role in the partnership between SDE,
AeHN, NwHIN, ONC and Alaskan stakeholders. The State HIT Coordinator not only manages
Alaska's HIT projects, but is also a voting member of the State HIT Governance Committee and
is a non-voting member of the AeHN Board. The State HIT Coordinator will help communicate
SDE vision for the State of Alaska and provide coordination between all stakeholders.

The State HIT Coordinator key roles and functions are:

Approve project structure, coordinate project resources

Manage project and project team

Manage and review project status, budget, staff assignments and resource needs
Provide status and other requested reports to the State HIT Governance Committee

Report progress, escalate appropriate issues, and implement State HIT Governance
Committee's recommendations/decisions/directives

Communicate regularly with other DHSS project managers (e.g., vendor project
managers, Deputy Project Manager, Independent Verification and Validation (IV&V)
Manager)

Coordinate communications between teams

Oversee and monitor project progress by meeting with the project director/managers on
regular basis to review assessment progress against planned timeframe; specifically:

0 Review the project status information in advance of meetings
o0 Provide decisions, as needed, representing all system users
0 Monitor project milestone and deliverable progress
o]

Provide approval/acceptance authority for sign-off at milestone/deliverable
completion

o Provide review and approval for detail scope, change, and issue management
items, recommending required funding

0 Remove obstacles to the assessment progress, providing decision/resolution in
cases of unrecognized issues

o Provide recommendation/direction to project director and managers when project
is at risk, off schedule, or out of scope

o0 Administer issue and change request process

Oversee project management processes (structure, plan, control, assess, report, and
conclusion)

Page 15
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3.2.4  State HIT Program Office

The State HIT Program Office is managed and directed by the State HIT Coordinator. The State
HIT Program Office will be actively involved with the EHR Incentive Payment Program, HIE
program and product implementation and coordination and collaboration with state HIT projects.

DHSS manages the Medicaid EHR Incentive Payment Program for Alaska using resources
located in the HIT Program Office (Office). The Office will support the review and approval of
Provider Incentive Program requests by potentially eligible providers. The Office will also
provide coordination and State-level oversight of the REC (AeHN).

The Office will oversee the activities of the AeHN Board of Directors and Executive Director and
staff to ensure that the responsibility as the SDE is carried out in accordance with the
expectations and commitments of the State.

Figure 4: State HIT Program Office

Governor

William Streur
Commissioner
Health and Social Services

. . Ree Sailors Nancy Rolfzen
Wgrd Hur!burt M:D' Kimberli Poppg-Smart Deputy Commissioner Assistant Commissioner
Chief Medical Office/ Deputy Commissioner Family. Community & Finance Management
Director Public Health Medicaid and Health Policy Y, ) ty inag
Integrated Services Services
s I
i AeHN
i (HIE Board) | T T T T |
b | HIT Coordinator i Technical i
i P ]: —[ PaulCartland qft — — — — ] Assistance
i I 4 \ | contractor |
AeHN i | v e e :
(REC) ™ T _____ I _____|
|
___________ | |
I | HSS IT
! I
! I
! I
| Beth Davidson | | | VACANT | Privacy & Security
| Project Analyst Research Analyst | Office
: | IT Liaison
|
! I
: Tony Kuse | | | JoLynn Cagle |
| Accountant IV Med Asst Admin IlI : Security/Privacy
| | Data Steward Analyst
\
N ,/

State HIT Program Office
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3.2.5 AeHN Organizational Structure

The Alaska HIE Governance Model describes a health information organization that is
consistent with federal and state guidance. The Alaska HIE complies with Alaska not-for-profit
regulations and is a qualified 501(c)(3) entity with a Board of Directors made up of key
stakeholders from the community and health care leaders. Organization bylaws define the
governance and set organizational policy. The organizational charter of the Alaska HIE reflects
the mission and vision of the initial planning partners.

The Board establishes protocols for decision-making, communicating with the Alaska HIE
executive management, and solicits feedback from its advisory workgroups. The Board has
reviewed and ratified the operational structure illustrated in Figure 5.
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Figure 5: State Designated Entity

State of Alaska
DHSS

DHSS / DHCS
Advisory Groups
1
Board of Directors |~ //
/
/
DHSS / DHCS / Workgroups
/
/7
1 AeHN 1

Development / Fund

Marketing Raising
Government .
. Finance
Relations
Project Management Technology

Stakeholder
Relations

Administration

Board positions are filled by volunteers from the stakeholder groups defined by Alaska Senate
Bill 133 enacted as AS 18.23.310. The Board must include representation from each of the
following areas:

Commissioner, DHSS

Hospitals and nursing home facilities
Private medical providers

Community —based primary care providers
Federal health care providers
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Alaska tribal health organizations

Health insurers

Health care consumers

Employers or businesses

Non-voting liaison to the Board of Regents of the University of Alaska

Non-voting liaison to the State commission established to review health care policy
(AHCC)

The DHSS Commissioner is responsible for ensuring the AeHN board meets the
requirements of the legislation. The Commissioner, or a DHSS Commissioner appointed
representative, is a voting member of the board.

3.2.5.1 Decision-making Authority

The AeHN Board of Directors approves the budget and all major capital expenditures with
specific level of authority designated to the Executive Director as determined and set forth within
the bylaws.

The AeHN Board of Directors has hired an Executive Director to manage operations. The
Executive Director is responsible for recruiting and staffing the operational positions, working
with the Board to implement the strategic plan for the Alaska HIE, and leading the development
and implementation of selected technologies and monitor daily operations. The Executive
Director prepares and maintains the budget and oversees all financial aspects of the Alaska
HIE.

The AeHN Board reports directly to the SDE and State HIT Coordinator on HIE implementation
and other activities as required by state legislation. The Executive Director of the Alaska HIE
and the State HIT Coordinator work jointly to advance the use of connected health information
technology and ensure meaningful use of electronic health records throughout Alaska. Alaska
HIE will provide appropriate health and provider data to the State HIT Coordinator to ensure that
the SMHP is implemented in line with CMS requirements.

3.2.6  Advisory Workgroups

Advisory Workgroups have been convened from volunteers among the community and
participating stakeholders to provide guidance and input to the AeHN Board of Directors (BOD).
Alaska HIE Advisory workgroups are responsible for developing standards, policies and
processes and providing guidance to the AeHN Board of Directors. Workgroup members have
been recruited from AeHN member organizations. The formal structure and membership of the
Advisory Workgroups are determined by the AeHN BOD.

Current and future advisory workgroups include:

Consumer Advisory Group: This volunteer group is comprised of interested community
members who review the guiding principles and services of the Alaska HIE and provide
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feedback and suggestions that enable the Alaska HIE to gain the support of the
community. Consumer engagement will ensure that the directions established are
accepted by the community leading to a high adoption and utilization rate. This advisory
group is the forum for community participation and feedback on content and services.

Responsibility/Focus Areas:

0 Review and advise on all policies and procedures related to the confidentiality of
the HIE clinical data and the privacy protection for patients

0 Address HIPAA, State law requirements as well as other federal and State
guidelines and initiatives, and public health data laws

0 Recommend roles and responsibilities relating to protecting health information
0 Recommend educational strategies to ensure consumer confidence in the HIE

Clinical Advisory Group: This group is comprised of clinicians, health care leaders and
payers who participate in the review of functionality, connectivity, standards, privacy and
security, and provide feedback on the services and practices of the Alaska HIE for
providers and their patient clients.

Responsibility/Focus Areas:
0 HIE Functionality
o Portal Standardization

The SDE and AeHN will work collaboratively with additional workgroups involved in health
information technology and health information exchange as needed.

3.2.7 Operational Workgroups

Operational Workgroup — AeHN has created several critical workgroups to assist in the
operational management of the HIE. It is recommended that each workgroup be chaired by a
board member. However, if that is not possible, the board of directors can delegate the chair
authority to a director-level position within AeHN.

Legal Workgroup — This group is responsible for reviewing the policies and procedures as
related to privacy, security, potential risk and compliance with federal and state legal
requirements. The Legal Workgroup advises the Executive Director and the Board regarding
issues related to potential risk to the organization and to DHSS.

Technology Workgroup — This group consists of members from key provider, clinician and
stakeholder organizations. The Technology Workgroup works with the hardware and software
vendors and AeHN staff to agree upon and publish information technology infrastructure
specifications, connectivity standards, policies and guidelines. The Workgroup will also be a
forum for joint resolution of issues and strategic thinking to recommend suggestions for
improvements

Education and Communications Workgroup — This group would be responsible for the
coordination and communication between AeHN, DHSS and the HIE partners on consumer
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engagement, strategy and operational issues. This Workgroup is one of the primary drivers for a
coordinated message to multiple stakeholders. The Group will also recommend strategies that
promote awareness, understanding and interest in EHRs and HIE among providers, patients
and other consumers.

3.3 2012 Governance Update

In the preceding sections, the organization charts have been updated where necessary to
reflect changes in the individuals in key roles. Vacant positions have been updated as well.

Additional members have been added to the State HIT Governance Committee to reflect
organizational changes within the DHSS and expanded emphasis on HIT activities.

Updates to the names of advisory groups and committees have been updated to reflect
committees currently in place based upon the AeHN website.

4 TECHNOLOGY

4.1 Overview of Alaska Approach

The SDE's technical infrastructure will support Alaska's HIE vision and objectives. SDE and
AeHN will be collaborating and using resources from NwHIN; management information systems
such as the Medicaid Management Information System (MMIS) and Division of Public Health
(DPH) immunization and disease reporting systems; Department of Defense (DoD); Department
of Veterans Affairs (VA); and other stakeholders to implement the Alaska HIE and ensure that
appropriate standards and certifications are met. This relationship will facilitate communication
and marketing between all stakeholders, allowing Alaska to implement a quality HIE that
incorporates master patient indexes, data registry, data translation and interoperability services
to not only ensure meaningful use of electronic health records, but also improve health care
outcomes for all Alaskans.
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Figure 6: Statewide Technical Architecture

HIE vendor demos started the week of August 30, 2010. There were many demo evaluation
participants who scored each demo. Evaluation participants were a mix of DHSS staff, DHCS
staff, AeHN staff, providers, hospital representatives and other stakeholders. Evaluation
participants were expected to score each demo, but participants’ scores only count if they
attended and scored every demo session. A smaller group of stakeholders, a proposal
evaluation committee, reviewed all evaluation scores and determined two vendors that were
recommended to the AeHN Board for final selection. At this point in time, the AeHN board has
begun negotiations of a contract with the final selected HIE vendor. Once an HIE vendor
contract is signed, the technical infrastructure section of this plan will be updated accordingly for
the vendor's specific architecture.

4.2 Technology Architecture

Core HIE services are intended to provide the primary infrastructure that supports:

Page 22

minds on heaith

(5 cognosante’



1(—_70_513[4‘;
5&? S 'tv

Tt

v State HIE Cooperative Agreement Program
Strategic and Operational Plan Update

1. Enterprise Master Patient Index (MPI) secured through anonymous resolution or other
encryption algorithm, uniquely identifying the correct patient, ensuring that access to the
right information about the right patient is correct, thus increasing confidence in the
exchange capability. This allows Alaska HIE participants to search for a specific patient’s
records at another facility commensurate with appropriate patient and other required
approvals.

2. Health Information Exchange (HIE) messaging service, which transfers medical
information, provides for authorized inquiries and receipt of medical information utilizing
an interface engine or other mechanism for data translation. For authorized Treatment,
Payment and Operations (TPO) functions, the HIE will connect providers anywhere in
Alaska to the necessary health data defined under the Health Insurance Portability and
Accountability Act (HIPAA) wherever it may be located. This service would automatically
support electronic medication reconciliation and patient demographics, for non-TPO HIE.
The HIE will support transfer of health information to authorized recipients based on
consumer consent (Alaska Senate Bill 133 requires an opt-out default). The HIE can
push or pull data.

3. An audit trail which ensures all transactions will be completely auditable and reportable,
and provides reports to any data owner on request.

4. A privacy management function which supports the ability for consumers to determine
which providers and payers can access personal health care information. The privacy
management function will also be used for the consumer to make choices about other
data functions.

5. Composite record viewing which provides software to temporarily view or print patient
composite information for participating organizations which do not have an EHR that can
provide this service. Patient information summary application will be based on the
Continuity of Care Document (CCD) which presents combined and/or juxtaposed
information from one or more source of patient information.

6. Secure Data Repositories which will allow Alaska HIE participants to receive,
accumulate, and analyze information about their beneficiary population based on HIPAA
and other applicable laws.

7. Secure messaging capability from various types of organizations including: providers,
payers, vendors, and public health workers to individuals based on preferences and
health status.

8. Electronic Prescribing which is a recognized solution for reducing medication errors. The
Alaska HIE solution will allow providers to utilize ePrescribing and medication
reconciliation.
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Figure 7: HIE Overview
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4.3 HIE Technical Components

Clinical Portal

A modern, secure web-based physician portal is the foundation of an HIE. The Clinical Portal
ensures that the right information is accessible by the appropriate users at the right time by
providing a single point of access to a unified view of patient information across the
organization. Depending on the clinician’s role and place of work, this can include patient
records and medical histories, laboratory and radiology results, ECG/EKG data, medication
records, and any other applications that have been integrated into the portal.

The Clinical Portal includes world-class privacy and security standards for effective health
information exchange while still protecting the patient’s right to privacy.

Integration Engine

The Integration Engine combines powerful messaging capabilities with a simple and easy to use
interface, which means HIT administrators can quickly and easily create interfaces with new
health care organizations, agencies and national programs.

The Integration Engine standards based technology enables it to integrate existing information
systems within an organization, without the costly need to replace, as well as being able to
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connect to other regional networks such as the Centers for Disease Control and Prevention
(CDC), Medicare and private laboratories.

Clinical Data Repository (CDR)

The CDR is a data repository designed specifically for the health care industry. It enables the
creation and maintenance of a secure, single patient record that can be securely accessed and
updated by hospital clinicians and administrators and authorized external parties like primary
care providers, insurers, social services agencies and specialist consultants. The data
repository is maintained separately from the Enterprise Master Patient Index (EMPI) and Record
Locator Service (RLS) to add an additional layer of security.

Enterprise Master Patient Index (EMPI)

The EMPI solution embeds Initiate Systems Catalyst EMPI application, which includes two
major software components: Initiate Catalyst Platform and a prebuilt patient registry used to
solve a variety of identify management needs and founded upon Initiate’s heralded algorithm
matching excellence. The EMPI delivers single, trusted and complete version of records in real-
time and enables users to obtain a complete and accurate view of all data associated with
persons, objects, locations and events.

Health HIE Module

A typical HIE is comprised of many individual systems sharing clinical information. In order for
these systems to communicate efficiently, an HIE relies on systems using trusted data
exchange standards. These systems are increasingly communicating summaries of clinical data
in a CCD format, as described by Certification Commission for Health Information Technology
(CCHIT), Health Information Technology Standards Panel (HITSP), HIE and “meaningful use”
criteria.

The HIE module supports bi-directional document exchange in CCD-format as a way to
integrate with EMR/EHR, Personal Health Record (PHR), and ePrescribing systems throughout
the HIE

The CCD contains the most relevant administrative, demographic, and clinical content about a
patient covering one or more health care encounters. Clinicians can use a CCD message to
quickly and easily share key patient summary data with each other, with other systems, and with
the patient. This allows the next health care provider to clearly understand what is known about
the patient, and what care has already been given. This knowledge can help to improve the care
of the patient by reducing redundant or unnecessary clinical care.

Notifications and Subscriptions Module

Notifications and Subscription Management is a key feature of the HIE solution that enables
real-time alerting in response to information flowing through the HIE. With patients visiting
multiple health care organizations throughout their community, it is important to keep authorized
clinicians informed about the patient’s ongoing care and treatment regardless of where they are
in the system. Notification tools allow the HIE to distribute relevant alerts and clinical information
while still keeping the providers in control. At its core, notifications is a subscription and delivery
engine specifically targeted for the HIE.
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Users can subscribe to pre-defined events such as a hospital admission and subsequent
discharge, or finalized laboratory results available for review using the Clinical Portal. As
messages flow through the HIE, they trigger alerts, messages, or document exchanges
delivered to a portal messaging inbox, e-mail account, iPhone, or an EMR system.

The notifications tools improve efficiencies allowing for better clinical outcomes and reducing
health care costs by ensuring that each provider has access to a comprehensive dataset when
treating the patient.

4.4  Interoperability

The key components of interoperability include:

Record Locator Service (RLS): The Alaska HIE provides a record locator service independent
from each institution’s clinical databases. The RLS serves as a type of proxy for patient
demographics and accurate record linking across all institutions in the region. RLS
standardization enables health care applications to use an interface application to identify,
access, and use disparate terminologies. For cost efficiency, there will be one RLS which holds
the universe of records that can be queried using the RLS service. The lack of clinical data at
the RLS protects the RLS from theft of clinical data, and allows interactions to be optimized for a
single, simple case.

The RLS participates in two types of transactions. First, the addition, modification, or deletion of
listed patient record locations from the entities that store patient data and second, requests for
information about a particular patient from entities that want those locations.

All transactions to and from the RLS are logged and audited. The RLS must have a valid SSL
certificate, and may only communicate with requestors who support encrypted web
communications (https). The RLS is designed to take a query from authorized users in the form
of demographic details. The RLS supports synchronous queries where the data is returned in a
single round trip and asynchronous queries where the data is delivered in a new session some
time after the original query.

Anonymous Resolution: Larger health care institutions operate a Master Patient Index to keep
track of patients and their records. When more than one institution in a region participates,
multiple problems arise with matching patient records. Anonymous resolution provides matching
algorithms necessary to join individual patient records and minimize incidental disclosure
(presenting a false match) while protecting the identity of the patient through encryption. A
“Break the Glass” procedure in which a physician or other inquirer can request an emergency
exception to allow examination of records below the minimum probability level requires
authorization and review.

Messaging Services: All message senders/receivers are authorized and authenticated. All
messages are signed, encrypted actively acknowledged or rejected by the receiver in real time.
All messages must meet conformance tests for use case specific standards that can support the
exchange of clinical information between disparate information systems capable of different
levels of interoperability.
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Interfaces to Legacy and EHR Systems: The Alaska HIE maintains a logical separation of
clinical from demographic (identifying) data. The RLS itself does not hold clinical data or
metadata. All clinical data is controlled by the entities that created the data, or who hold copies
because they provide patient care. In order to provide interoperability of health data between
disparate systems, it is necessary to maintain interfaces and an interface engine for compatible
data transfers.

Data storage: The technology design of the Alaska HIE assumes that the clinical data itself
may be served from cached or other copied versions of the "live" clinical data. The RLS also
assumes that it is acceptable to centralize the physical storage of this data, to control costs and
guarantee service levels. However, the data itself is controlled by the providing institution which
functions as the authoritative data source.

Centralized Servers: The SDE, State HIT Coordinator and AeHN understand that not all
providers participating in HIE will choose to maintain the infrastructure necessary for
interoperability. For these circumstances the Alaska HIE provides a centralized server that
collects data from the EHR location site as needed. The hosted clinical data is segregated from
the RLS for security purposes.

Network Connectivity: The combination of increased size and heterogeneity of Alaska’s
health care networks is making inter-network management extremely difficult. The AeHN and
the Technology Work Group are working on standard protocols for all network devices, identify
peering standard and design a common platform for connectivity to a statewide health care
network.

Auditing and Reporting: An audit log is maintained of all entities that have published records
on behalf of an individual patient and all users that have received record locations in response
to requests regarding an individual patient.

4.5 HIE Standards

A statewide, stakeholder representative Technology Committee provides oversight in the
selection of standards utilized by the HIE. The committee is guided by the NHIN interoperability
standards and will develop a reference table of standards which may become part of the
reference table. Current standards that may be included in the reference tables include:

Message Standards — Health Level 7 (HL7)(2.5.1,2.5.x etc.), Extensible Markup
Language (XML)

Document Standards — CCR, CCD

Language Standards — LOINC, SNOMED® (Systematized Nomenclature of Medicine),
International Classification of Diseases and Related Health Problems, Ninth and Tenth

Revision (ICD-9, ICD10), RxNorm, National Council for Prescription Drug Programs
(NCPDP)
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SDE, State HIT Coordinator and AeHN patrticipants have been engaged in previous ONC
funded efforts to encourage standardization of HIT. During the HISPC, Alaska participated in the
exchange of CCD records between private providers utilizing message and document standards
established by HITSP.

The HISPC project also provided an opportunity for the AeHN to develop policies and
agreements for health data transactions based on Data Use and Reciprocal Support
Agreements (DURSA). These agreements were trialed across multiple state settings during the
project. The SDE, State HIT Coordinator and AeHN will follow future actions of ONC to ensure
that policies continue to meet national guidelines

4.6 2012 Technology Update

Since the Alaska Strategic and Operational plans were approved in 2011, AeHN has contracted
with an HIE vendor, completed a pilot HIE integration and implemented Direct Secure
messaging to support the exchange of referrals, clinical data and CCDs among over 300
Alaskan providers. In addition, the State of Alaska IT department has identified a solution to
connect the State’s HIT systems to the HIE product. The sections below describe these
technical accomplishments in more detail.

4.6.1 HIE Implementation in Alaska

The Orion Health information Exchange Solution is the selected HIE vendor for Alaska. Orion
Health provides a centralized HIE model that allows facilitates the Exchange of clinical data
between care givers. Orion supports syntactical and semantic mapping of clinical data resulting
in standardized, “analytically ready” data that is presented in common clinical nomenclature for
clinicians. The Orion system also supports the creation of Continuity of Care Documents (C32)
that allows the bi-directional sharing of either encounter-based or patient summary CCDs.

The current implementation of the Orion HIE includes the following components:

Orion HIE Security Module

Orion HIE Authorization Module

Orion Rhapsody Interface Engine

Orion Master Patient Index and Record Locator Service (RLS)
Orion Centralized Data Repository

Orion Concerto Clinical Viewer

Within the Orion Concerto Clinical Viewer, clinicians will have the ability, once the Orion Direct
Implementation is completed, to push CCD documents using the link to the Direct Secure
Messaging to other participating providers.
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Figure 8: Alaska eHealth Network Health Information Exchange (HIE) Solution*
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Orion Health has set up a development, production and testing environment to support the
implementation of the statewide HIE. In summer 2011, Orion Health, AeHN, two clinics and one
hospital in Fairbanks, Alaska, conducted a pilot of the HIE on boarding process. Data from the
clinics and the hospital was evaluated and loaded into the HIE clinical repository. Interfaces for
these facilities were developed and tested supporting the following Health Level 7 (HL7)
messages:

= Admit discharge transfer (ADT)

= Observation result (Unsolicited) (ORU)

= Pharmacy/treatment encoded order (RDE)
= Scheduling information unsolicited (SI1U)

Further HIE implementation activities were placed on hold in November 2011 to focus on the
Direct Secure Messaging implementation.

Page 29




State HIE Cooperative Agreement Program
Strategic and Operational Plan Update

4.6.2 Description of Direct Messaging Service Implementation

In order to reduce implementation risks and promote rapid clinician adoption of the Direct
solution, Alaska has selected to implement the HISP independent of the current Alaska HIE.
The selected Alaska HISP vendor, Orion Health, has completed the initial the implementation of
the HISP. The initial implementation of the Direct architecture, depicted below in Figure 9,
allows trusted users to exchange secure messages containing referrals, clinical data and CCDs.

Figure 9: Alaska Direct Messaging Service Implementation
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Originally, Orion Health had proposed to support the Direct messaging service through a
partnership with MaxMD. Orion Health discovered technical limitations with this approach and
evaluated alternatives, working directly with the ONC and other HISP organizations. The
agreed-upon alternative approach is that Orion Health has become a self-managed HISP for
DIRECT services and no longer deploys a partner for the secure communications. The Orion
Health HISP has incorporated the DIRECT project open source software and, as such, is now a
certified HISP with the ONC. In addition, the new implementation of the Orion Health Direct
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product will improve the capability to track and report on usage, and simplify the management of
Portal Users and DIRECT users.

DHSS is also evaluating through limited pilot use of Direct Secure Messaging (DSM), ability to
replace the “YouSendit” functionality. DSM provides full encryption of the message and the
payload, where “YouSendit” encrypts only the attachment.

4.6.3 State of Alaska HIT Systems Integration with HIE

The State’s objectives for the HIE Program is described as:“Widespread access to an Alaska-
wide Health Information Exchange (HIE) system that improves quality, safety, outcomes and
efficiency in health care by making vital data available to patients, providers and payers when
and where they need it.”

In order for Alaska to realize the state objectives, the State’s health systems must connect and
exchange data in an integrated and secure fashion. Currently, the State systems that can
provide the data needed to support Alaska’s HIE goal are isolated systems with little to no
interoperability. To achieve Alaska'’s goals, the following State systems need to be integrated
with the statewide HIE solution.

The Master Client Index (MCI)

The MyAlaska.com portal, providing citizen authentication

The Master Provider Index (MPI), planned by the State, but yet to be implemented
The Laboratory Information System (LIMS) supporting the State Labs

AK-STARS, the public health disease reporting system

VacTrAK, the public health immunization registry

Alaska has closely examined several options for how to integrate the state systems and the HIE
solution. Based on the options, Alaska has determined to move forward with connecting the
disparate state data systems through an independent Interface Engine (IE) using Microsoft
BizTalk. This will allow Alaska to create an independent hub for orchestration, routing, and
transformation of data.

Benefits to Alaska for using this approach:

Allows Alaska to leverage existing DHSS IT knowledge base and staff by using the
State’s BizTalk I/E (a separate instance than that used in the Orion HIE infrastructure).
Alaska has current experience with BizTalk and has staff experienced in the
implementation of the product.

Ensures independence from any particular state system. It provides a single point to
manage all interfaces and all translation and transformation functions, without having to
rely on the capabilities of individual components.

Ensures independence from the HIE infrastructure and the support issues. The State,
therefore, manages priorities for creating and maintaining interfaces to State
components.
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Leverages the power of the Interface Engine to provide connectivity and support
message exchange with

The following diagram depicts the Logical Architecture of the Interface Engine implementation
for Alaska:

Figure 10: State of Alaska HIT Interface Engine Logical Architecture
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Alaska plans to develop the Interface Engine technical implementation in 2012, beginning with
the components that support providers to become Meaningful Users of HIT.

4.6.3.1 Master Client Index Expansion

One of the key integrations for this phase of the project is the integration of state systems with
the Master Client Index (MCI). Alaska is in the process of building a comprehensive Master
Client Index. Alaska has already implemented the Visionware-Multivue product as the core
technology of the MCI. Multivue provides a proven MCI solution and is currently implemented as
part of the HIE solutions for Alabama, Kentucky, and Wyoming. Alaska, like other states, has
multiple databases and programs that track, store, and provide information about individual
citizens. Each of these systems has their own exclusive set of data elements used to uniquely
identify citizens. Each system also has a methodology for collecting demographic data, and
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standards for data quality, which often makes it difficult to uniquely and correctly identify the
individuals (patients) across disparate systems and create a “holistic” comprehensive view of
individuals, the services they receive, and their needs. Additionally, individuals often move,
change names, or have a number of life-changing events that occur, further complicating efforts
to accurately combine information about a given individual.

Alaska is in the process of integrating multiple data sources, demographic information, and
client identifier information from multiple systems. The MCI will integrate across a number of
Alaska programs and systems, including the Medicaid Eligibility Information System (EIS),
Department of Justice Management Information System (JOMIS), Online Resource for the
Children of Alaska (ORCA), the Permanent Fund Dividend (PFD), and Alaska Behavioral Health
and Substance Abuse System (AKAIMS), to name a few. This approach supports the HIE
efforts, with a broad, common view of an individual client and a strong basis for uniquely
identifying individuals.

The next step in this process is to link several key state Public Health databases to the MCI
solution, including:

Alaska LIMS
VacTrAK
AKStars

While other State IT assets will also be considered for future MCI integration, these three
systems have been given priority in order to support the ability of providers to become
meaningful users of certified electronic health record technology. Integrating these systems into
the MCI will support tracking of public health measures as well as address the mandates from
ONC to address laboratory interoperability and electronically updating immunization registries.
Alaska feels that moving forward with the integration of these systems into the MClI is a high
priority for the expansion of the Alaska HIE.

4.6.3.2 Alaska LIMS

The Alaska Lab Information System is a Chemware product. The State has developed a
provider portal that will soon be available for providers to submit orders and receive results.
Integration with the HIE would allow providers to order labs and receive lab results electronically
through HIE from an EHR, providing an improvement over the portal solution for providers with
an EHR solution. Currently one provider has access to the portal.

46.3.3 VacTrAK

VacTrAK, the Alaska Immunization registry is a Scientific Technologies Corporation (STC)
product. VacTrAK is capable of sending and receiving HL7 messages. Currently, a number of
Alaskan providers have point to point interfaces with VacTrAK to manage immunization records
and vaccine inventory. An important benefit to future Alaskan HIE users is to understand patient
immunization “status” and submit required immunization records to the State registry. In addition
to reducing the burden on individual providers, patients could rely upon CCDs to contain up-to-
date immunization records, rather than maintaining paper records.
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46.3.4 AK Stars

AK Stars is also an STC product; AK Stars receives reports of State-required disease reporting.
Integration between Alaska LIMS and AK Stars automates State-required disease reporting for
lab results identified within the State labs. The solution leverages Rhapsody to route
transactions to AK Stars and the CDC. Integration of AK Stars with the HIE would reduce the
burden on providers to support separate reporting.

4.6.4 Western States Consortium

The Pacific Northwest Health Policy Consortium (noted in the Strategic Plan Section 5.8 page
56) was unsuccessful in its grant proposal. The group was renamed the Western States
Consortium and a new proposal was submitted in August 2011. The group plans to work across
multiple states to overcome policy challenges to the exchange of health information between
states. Delegates from Oregon, California, Arizona, Hawaii, Utah, Nevada, Alaska, New Mexico
and the Indian Health Service intend to focus on the practical and technical barriers to ensuring
the privacy and security of interstate exchange, with a particular focus on using and possibly
combining at a regional level, state-level provider directories and trust services, to promote
privacy and security and facilitate interstate exchange.

The Western States Consortium has developed mutual agreements that will enable a common
provider index definition, supporting future exchange among the participating states. All states in
the group are collaborating on the definition; California and Oregon are expected to pilot the
shared directory in 2012; the remainder of the states will follow.

5 FINANCE

5.1  Current Funds at 2010
Funds estimated to be available at 2010 through 2013 included:

$3.6M, ONC Regional Extension Center — EHR assistance for providers
$3M, HIE for State of Alaska — Provides interoperability for providers

$10M, FCC Rural Health Care Pilot — Provides network connectivity to rural and urban
non-profits

On April 6", 2010, AeHN received $3,632,357 from the ARRA to establish one of 60 nationwide
health information technology RECs.

5.2 Background

The primary challenge for most HIEs across the country is developing and implementing
strategies to achieve financial sustainability. Many HIEs have successfully obtained initial grant
funding to initiate their projects, but grant funding is not a long-term solution for HIE financial
sustainability. Recurring revenue streams must be developed to operate and grow HIE services.
Generating a reliable revenue stream is dependent on demonstrating value and benefit to
stakeholders and users.
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Since HIEs are essentially still in the early stages, the incidence of documented return on
investment generated by a HIE is still limited. On the other hand, a large body of research
indicates that HIT can dramatically reduce health care costs. Stakeholders must collaborate to
jointly define and assess the potential value created by the Alaska HIE. This value assessment
will guide development of an appropriate fee-based model to generate sustainable revenue for
the Alaska HIE.

The AeHN in collaboration with the SDE and State HIT Coordinator will continue its work to
identify long-term funding to become the neutral entity that creates and operates HIE between
key stakeholders.

The eHealth Initiatives — Connecting Communities Toolkit defines the following Common
Principles regarding finance, incentives, and values obtained from HIE:

1. The HIE functions selected by community-based entities will be the decision of each
individual community-based entity following a thorough evaluation of community-based
needs and opportunities for health and health care efficiency improvement on a local
level. The expectation when choosing these functions is that the entire community will
eventually participate.

2. HIEs will need to rely upon a sustainable business model for survival. The sustainable
business model will be built upon a combination of prudent resource management and
revenues contributed by the stakeholders who benefit from the health benefits and
efficiency improvements of the HIE.

3. Incentives—either direct or indirect—are defined as upfront funding or changes in
reimbursement to encourage and acquire and use HIT. In order to be effective,
incentives—either indirect or direct—should:

o0 Engage key stakeholders in the development—payers, purchasers and clinicians

o0 Focus on quality and performance, improved patient health outcomes, the HIT
infrastructure required to support improvements and efficiencies, and the
sustainability of HIE within communities

0 Reward the use of clinical applications that are interoperable, using agreed-upon
data standards and over time require that the interoperability of such applications
be leveraged

o0 Avoid reductions in reimbursement that would have the effect of discouraging
providers from acquiring and using HIT

0 Address not only the implementation and usage (not purchase) of HIT
applications but also the transmission of data to the point of care

0 Encourage coordination and collaboration within the region or community

0 Seek to align both the costs and benefits of HIE/HIT and be of meaningful
amounts to make a positive business case for providers to invest the resources
required to acquire and use HIT for ongoing quality improvement

0 Transition from a focus on reporting of measures that rely on manual chart
abstraction and claims data to measures that rely on clinical data sources and
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connectivity of standards-based, interoperable HIT applications at the point of
care

These principles provide the framework for the development of a sustainable business model for
the Alaska HIE.

5.3 Building and Sustaining Health Information Exchange

Support in varying levels will be sought from foundations, investors, state and federal agencies,
tribal entities, consumer organizations, businesses, members of the AeHN Steering Committee
(hospitals, employers, insurance companies, and the State Health Commission), physicians,

and other caregivers. Sources of funding for a HIE can be segregated into two main categories:

1. Partner Funding: Partner funding includes grants and donations generally provided one-
time or as a lump sum. Contributions may be monetary or in-kind. Sources are
government agencies (both federal and state) and philanthropic entities (foundations,
etc.).

2. Ongoing Fees

a. Transaction Fees: Transaction fees are charged based on usage (user logins,
pages viewed, etc.). In order to implement transactional fees, sophisticated
tracking mechanisms must be implemented to support billing. Transaction-based
fees may discourage usage because fees increase with usage. Organizations
experiencing budget constraints may discourage HIE usage, thereby decreasing
the effective value of the HIE service.

b. Subscription Fees: Subscription fees are a very straightforward approach to
generating revenue and represent a manageable and preferred alternative.
Subscriptions do not discourage usage since fees charged are independent of
utilization.  Subscription fees are challenging because they require a good
understanding of startup and operating costs. Developing a fair distribution of
fees across various users must be aligned with the benefits those users will
receive in order to cover HIE costs.

c. Consumer Fees: With consumers assuming more and more of the financial
burden related to their health care, they are becoming increasing more intent on
also managing their health care information. Personal Health Records are
gaining momentum as part of this increase in health care consumerism.
Additionally, consumer access to a HIE may encourage new features that allow
consumers to define which health care providers may query their records.
Increased access to clinical records by lay consumers will also require
transformation of those records into terms more understandable to the general
population. Consumer fees may be paid directly by consumers or be partly or
fully subsidized by employers and payers (including the government, e.g.
Medicare and Medicaid)

5.4 Funding Strategies

The initial State Cooperative Agreement Strategic Plan identified a set of funding strategies
including partner funding and ongoing subscription and transaction fees. The plan to develop a
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Sustainability Plan will review these strategies and ensure that there is alignment between the
funding strategies, the HIE functionality and the participants’ ability to support the fee structures.
While the funding strategies described in the initial Strategic Plan are expected to be validated,
the Sustainability Plan resulting from the expanded effort will contain additional detail in addition
to renewed commitment from the stakeholder groups.

5.5 2012 Finance Update

Current Funds
Current funds planned to be available to the Alaska HIE program through 2014 include:

$4,963,063 ONC State HIE Cooperative Agreement Program Grant Award
$2,727,500 State of Alaska appropriation for HIE

$1,200,000 State of Alaska HIE Program Appropriation, SFY 2012
$3,300,000 State of Alaska HIE Deployment appropriation SFY2013

The Sustainability Plan for the HIE Program as well as the HIE implementation in Alaska are
under development. A detailed discussion of this plan and expectations of the plan are included
in Section 9 of this document. Revenue projections from membership, subscription and other
fees will be adjusted with the revision and approval of the Sustainability Plan.

The State of Alaska and AeHN are in the process of renegotiating their contract; the
negotiations are expected to be completed in May 2012. The contract between Orion Health
and AeHN may also require revision based upon the outcomes of the process to define the
program’s Sustainability Plan. Each of these activities may impact the program’s operational
budget. However, the specific revisions are unknown at this time.

6 BUSINESS AND TECHNICAL OPERATIONS

6.1 Preparatory Activities
Statewide initiatives that will be leveraged for the operations of the Alaska HIE include:

Activities of the HIT REC — to assist providers in the selection and implementation of
electronic health records (EHRS), work flow redesign and ongoing support to ensure
meaningful use of EHRs

Denali Commission Broadband Mapping and Access Project - to identify broadband
funded efforts and to identify gaps in broadband coverage

Federal Communications Commission (FCC) Rural Health Care Pilot Project — to
connect disparate health care networks across the state including rural networks and
non-profit urban networks, and provide Internet 2 connection for broadband link to
Continental U.S. state health care entities

University of Alaska HIT Program Expansion — to prepare and train workforce for rapid
deployment and use of EHRs
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HISPC — to address federal and state issues related to security and privacy of health
information when utilized in electronic health records and transferred via a health
information exchange network

HRSA Technology Grant — to provide health information exchange pilot for Alaska
Native serving entities

Health Information Exchange Request for Information — to identify interested vendors
and current solutions and to inform the Request for Proposal to select an HIE Vendor

Master Patient Index (MPI) — to identify and authenticate patients records across the
state

The State of Alaska DHSS has selected AeHN to manage the Alaska HIE and will provide
funding to continue the development of an HIE infrastructure. Private funds have also been
secured to develop this HIE initiative. The Alaska HIE will follow changes to both federal and
state regulations as well as other issues that might influence its development. The primary
objectives of the Alaska HIE are:

Provide a PHR as the vehicle for patients to access and maintain their health records to
become better informed, active participants in their health care

Provide the core infrastructure to allow health information exchange within a secure,
patient controlled environment

Provide clinicians anywhere in Alaska access to patient data to support clinical decisions
Establish funding required to sustain long term self-sufficient operations

Develop an independent organization to provide long term contract operation of the
above services

Implement the outreach and communications plan targeted towards enrolling 85% of
Alaskans.

6.2 Key Personnel

The Alaska HIE operates with a minimum staff. Most services are outsourced or consolidated
with existing Alaska HIT functions. At a minimum the following personnel have been hired or
have been recruited in the first year of operations:

AeHN Executive Director — This position will manage the operations of the HIE and work as the
liaison between Alaska Medicaid and Alaska HIE participants.

AeHN Health IT Director — This position is responsible for implementation of applications within
the AeHN and will work with vendor to provide documentation and user materials, testing and
process deliverables. This person is also responsible the private network and internet (Virtual
Private Network (VPN)) connections between partners and the telecommunications companies

HIE Data Quality & Risk Manager — This position is responsible for data quality management
and the program’s risk management.
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Office Manager — This position supports the project team by managing documents and meeting
minutes, and provides team office administrative support and logistics.

HIE Privacy and Security Officer — This position is responsible for establishing, implementing
and monitoring privacy and security policy, procedures.

6.3 Outreach and Communications

Marketing, communication and consumer education are core strategies to the success of the
Alaska HIE. The AeHN marketing and communications plan has the following underlying
strategic goals:

To spread the story of the Alaska HIE and the positive benefits of an interoperable
Personal Health Record for every Alaskan

To build partnerships and relationships with patients and providers of health services
throughout Alaska

To strengthen AeHN's role as the state representative for HIE

To position the Alaska HIE as an example of best practices in the HIE arena, the agency
of choice for patients, payers and providers for sharing health data

To support the Alaska HIE and all its service programs with strong, well-targeted
marketing materials through a variety of media

To create a unified, identifiable brand ensuring any representative of the SDE, State HIT
Coordinator and AeHN is familiar with the Alaska HIE vision and carries the same
consistent message

6.3.1 Outreach Committee

An Outreach Committee and a Consumer Advisory Group provide input into the development of
the materials for outreach and education. The Consumer Advisory Group p also provides key
insight to the Outreach Committee identifying areas of interest to the key target audience — the
consumer. The Consumer Advisory Group provides key insight into planning and will focus on
the needs and perspectives of the consumer.

Other key components of the plan are to achieve broad clinician use of EHR data at the point of
care. Clinicians need to understand the need for transparency of health care performance
information as targeted by the legislature and be comfortable encouraging patients to become
active participants in their own health care plans.

6.3.2 Key Messages
All marketing and communications strategies strive to carry these key messages:

Informed patients reduce the load on the health care system
Privacy and security of health information is paramount

Improved health status of Alaskans means fewer lost work days, lower health
infrastructure costs and a better quality life
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Clear, appropriate information leads to safe and timely patient care with fewer medical
errors and quick response to epidemics and bioterrorism

Immediate access to all necessary patient information decreases medical staff workload,
leading to lower costs
6.3.3 Target Audiences

Patients and consumers of health care services
Physicians, clinicians and health care providers
Payers and insurers

Employers

Public Health Departments

Government Agencies

Alaska Legislators

Pharmacies

Foundations

Media

Federal organizations, including the Indian Health Service, Department of Health and
Human Services (DHHS, CMS and CDC)

National organizations
Other HIEs

6.3.4 Outreach and Education Tools

All marketing and communication tools have been developed to deliver the message of secure,
private health information exchange. When necessary, the tools have been targeted to the
specific audience.

Newsletter

AeHN has been producing a quarterly newsletter since January 2008. The newsletter promotes
HIT activities from across the state, identifies the goals and objectives of the HIE effort and the
funding objectives, and keeps providers informed of state and national initiatives and
requirements The newsletter includes contact information for membership and identifies a web
site for frequent updates and Really Simple Syndication (RSS) feeds. The newsletter is
distributed to clinicians, health care providers and large consumer groups such as American
Association of Retired Persons (AARP).

Internet

Increasing Internet penetration has led to the incorporation of the World Wide Web into a global
media strategy alongside print and audiovisual media. In order to provide immediate updates
and a forum for public comment, web pages are updated frequently as activities unfold. Public
forums allow a variety of users to express comments and concerns related to HIE while also
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allowing for the accurate dissemination of information about the Alaska HIE. Site visitors are
also able to sign up for an electronic version of the printed monthly newsletter here.

Press Releases

News releases and media stories go out to all statewide news media and to professional
organizations to announce the effort and provide web contact information. All news releases
and the website include the benefits of the EHR/HIE for the public.

Advertisements

Current advertisements are targeted toward providers to ensure the broadest possible
participation in the Alaska HIE. Once the PHR is ready for outreach, the staff will develop an
advertising campaign utilizing newspaper, direct mail, magazine, web, radio and television
venues to reach all consumers in the state.

Regional Kick Off Conferences

(Joint event co-sponsored with the REC) Regional kick off events are planned in the three major
population locations: Anchorage, Fairbanks and Juneau. These will be public forums to provide
information and education regarding the personal health record, deliver the results of the EHR
pilot, provide the selected vendors a forum for presentations and workshops, promote the
adoption of EHRs statewide, and solicit public comment and feedback.

Consumer Subscription Application Utilities

The Outreach and Communications Workgroup works closely with consumers to ensure that
web applications are continually updated with consumer driven web functionality. Ongoing
support for the Alaska HIE product depends on the development of fresh, relevant web tools for
accessing health information incorporated as they become available.

Printed Collateral: Brochures, FAQs, and Subscription Applications

A marketing packet of materials for use in promoting the personal health record and
interoperability with EHRs has been developed. Mass mailings of materials to consumer groups
and physician offices will put the materials in the hands of the consumers.

Presentations

The SDE, State HIT Coordinator and AeHN staffs are available for presentation at various
events and meetings throughout the state, and will maintain a list of speakers and their
availability. Speakers are provided with an outline of key elements to encourage a standard
message.

Other tools include sponsorship marketing, cooperative marketing with partners of the Alaska
HIE, pod casts, weblogs, streaming video, interactive web materials, and vendor fairs.
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7 LEGAL AND POLICY

7.1 Background

The State of Alaska received funds through Research Triangle International (RTI) to participate
in the HISPC project, working in close conjunction with 33 states on privacy and security issues
related to the exchange of health information. This effort, part of a nationwide grant funded by
the Agency for Health Research and Quality (AHRQ) and the ONC for HIT, helped form the
basis for the State legislation (Senate Bill 133, now AS 18.23.310) that established the Alaska
HIE. The policies and agreements developed under HISPC continue to be refined to meet
ARRA requirements for HIE and meaningful use of EHRs through ongoing legal solutions and
standardization activities that include:

Organizing support among legislators, identifying sponsors and encouraging legislative
efforts to standardize Alaska laws regarding confidentiality and medical records

Drafting sample language for uniform medical records statutes and regulations, including
updates to current laws when necessary

Enacting laws and regulations in support of HIE and EHRs, exploring the possibility of
immunity or statutory limitation on liability, such as a cap on damages for the HIE and
participating providers

Reviewing and, when necessary, enacting state laws regarding the privacy and security
of health information and available safeguards and penalties

Identifying applicable legal exceptions and safe harbors from fraud and abuse liability for
providers and patients

7.2 Legal Domain Roles and Responsibilities

AeHN, the non-profit organization contracted to develop the Alaska HIE, has established two
primary workgroups that support the Legal Domain:?

The Legal Work Group, consisting of AeHN staff, consulting subject matter experts
(SMEs) from the health information technology and provider communities, and the State
HIT Coordinator, hold the leadership role in the legal and policy matters affecting the
State HIE, such as identifying and mitigating barriers to health information exchange.
AeHN continually works to ensure its efforts are aligned with the Health and Human
Services (HHS) Privacy and Security Framework through its own set of guiding privacy
principles as documented in the Network Responsibilities AeHN Policy 2.500. These
principles are modeled on the Nebraska Health Information Initiative Privacy Rules, and
the Connecting For Health "Model Privacy Rules and Procedures for Health Information
Exchange," with a number of differences based on state law, physical and technical
safeguards available through AeHN, and AeHN's unique operating environment.

The Privacy and Security Compliance Work Group addresses privacy and security
issues related to HIE within the state and between states, issues of noncompliance with

2 Reference: AeHN Workgroup Policy 4.100
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federal and state laws and policies applicable to HIE, adherence to AeHN Privacy and
Security Policies, and management of an annual external security audit of the health
information exchange system from a recognized, independent technology audit firm. The
DHSS Security Officer is a member of this work group.

These two work groups, together with the Consumer Advisory Group, have oversight for HIE
privacy and security policies, processes, and agreements with assistance from the AeHN Legal
Counsel and Technology Committee as needed. AeHN may also engage legal counsel
experienced in contractual and health care law in the State of Alaska to provide guidance in the
development of trust agreements, letters of intent to participate and subscriber fees along with
the contractual agreements between the parties.

The State HIT—- Governance Committee, Deputy Commissioners, and DHSS Commissioner
Streur are the leadership who approve privacy and security policy from the State perspective.
State decisions affecting the HIE flow from the Commissioner (or his designee, the State HIT
Coordinator) to the AeHN Board of Directors (BOD) and staff for incorporation into existing or
additional policies and procedures as necessary.

The HIE Vendor (Orion Health) is required to comply with certain privacy and security
requirements through its contract with AeHN. Orion Health's performance is closely reviewed by
AeHN staff and the Privacy and Security Compliance Work Group (a DHSS group) and Legal
Committee. Regular security reports can be produced by Orion Health and provided to
Participants upon request.

The AeHN BOD, in its role supporting HIE Governance, approves operational privacy and
security policies related to the HIE. The AeHN Privacy and Security Officer, as designated in
AeHN Procedure 2.2086, is the single AeHN employee assigned final responsibility for the
confidentiality, integrity, and availability of the ePHI held by AeHN, including the HIE. The AeHN
Privacy and Security Officer will report to the AeHN Board on a regular basis to help ensure
compliance with all privacy and security policies.

7.3  Privacy

Building appropriate privacy protections into the design of the State HIE is crucial to gaining the
necessary public trust to make it successful. Privacy focuses on the individual's ability to control
the collection, use, dissemination, and disposition (when no longer needed) of their personally
identifiable information (PII) while security provides the mechanisms to ensure confidentiality
and integrity of information, and the availability of IT systems. Adequate security controls help
protect an individual's privacy, but are insufficient protection on their own — they must work in
conjunction with the individual’s ability to control access to his/her own PII.

The HHS Privacy and Security Framework, established in 2008, enumerates principles to
address the privacy and security challenges related to electronic health information exchange,
regardless of the legal framework that may apply to a particular organization. In addition to
emphasizing the need for adequate security safeguards, HHS has adopted the following
principles, realizing that HIPAA and State law, as applicable, also provider implementation of
these principles:
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1. Individual Access: Consumers should be provided with a simple and timely means to
access and obtain their personal health information in a readable form and format.

2. Correction: Consumers should be provided with a timely means to dispute the accuracy
or integrity of their individually identifiable health information, and to have erroneous
information corrected or to have a dispute documented if their requests are denied.

3. Openness and Transparency: The policies, procedures, and technologies that directly
affect individuals and/or their individually identifiable health information should be open
and transparent.

4. Individual Choice: Individuals should be provided a reasonable opportunity and
capability to make informed decisions about the collection, use, and disclosure of their
individually identifiable health information.

5. Collection, Use, and Disclosure Limitation: Individually identifiable health information
should be collected, used, and/or disclosed only to the extent necessary to accomplish a
specified purpose(s) and never to discriminate inappropriately.

6. Data Integrity: Persons and entities should take reasonable steps to ensure that
individually identifiable health information is complete, accurate, and up-to-date to the
extent necessary for the person’s or entity’s intended purposes and has not been altered
or destroyed in an unauthorized manner.

7. Accountability: These principles should be implemented, and adherence assured,
through appropriate monitoring and other means, and methods should be in place to
report and mitigate non-adherence and breaches.

7.3.1 Consent Model

In an effort to avert any potential concerns regarding personal privacy, and to avoid any
possible conflict with legal privacy requirements mandated by HIPAA and the State of Alaska
(i.e., Senate Bill 133, now AS 18.23.310), Alaska HIE has adopted a default “opt-out” state for
all consumer participants. Opt-in and opt-out are defined as:

Opt-in: The consumer must elect to share health care information securely across the
HIE, subject to appropriate auditing and monitoring capabilities.

Opt-out: A consumer’s health care information is automatically shared across the HIE
unless the consumer explicitly requests to be removed from the data sharing system.

This means that each consumer will have to personally and intentionally change their sharing
option in order for their health data to be removed from the health information exchange.

Accordingly, AeHN will implement an aggressive, positive communication and marketing
program to encourage Alaska residents to remain in the system. It will also work assertively and
cooperatively with clinicians and communities across the state to identify and implement any
changes necessary to allow a default condition of opt-out for Alaska residents. It will be crucial
to ensure that consumers understand the detriments of opting out, and that proper policies and
procedures are in place to ensure that consumers’ choices are recognized and respected. The
Consumer Advisory Workgroup will play a key role in enacting these policies and procedures
and protecting the rights of Alaskans.
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7.3.2  Privacy Impact Assessment

To further understand the impacts of privacy and alignment with the HHS Privacy and Security
Framework, the State undertook in winter 2011, a privacy impact assessment related to the
sharing of PII/PHI across State systems. The HIE was not included as a system, but the sharing
of data by the Medicaid environment was clearly a lens through which the sharing of information
was viewed.

This activity established prioritized set of key questions that represent decision points and
clarifying activities that the State should address during subsequent activities regarding the
sharing of State data, many of which are similar to the issues and risks being faced by the
AeHN as it establishes a Privacy and Security Framework for the State HIE, such as secondary
disclosure of PII/PHI and the activities needed to maintain data quality and integrity. The activity
also raised the question of which State systems selected as the foundation for data sharing
should utilize the State HIE.

A similar review will be undertaken by AeHN regarding the HIE to formulate a definitive
approach to these principles that are also enumerated in ONC-PIE-003. Resultant actions will
include:

Poalicies, processes, and procedures, where required, will be established to allow
individuals access to their own information held by the HIE and to request corrections as
appropriate

Paolicies, processes, and procedures will be documented that allow for the disposition of
Pll data when no longer needed, as well as retention schedules for this data

Where appropriate, the HIE and/or the system that consume information from the HIE
will include the capability to retrieve an individual’'s information and present it in an
understandable format (e.g., human readable CCD)

Consumers should be provided with clear notice of what information is being collected
by the HIE, the purpose of the collection, and how the information is to be used and
shared, including some instances such as various registries where the collection of
information is mandatory and no information regarding the collection is forthcoming

7.3.3 Required Agreements for Patient Protection

The Alaska HIE Governance Board has reviewed and approved the following documents and
policies for implementation incorporating the updated HIPAA requirements and adapting to the
current needs of the health care community:

Privacy and Confidentiality Policy
Policy and Procedure for Addressing Breaches of Confidentiality
Identification and Authorization Policy

Participation Agreements for Provider, Consumer, Payer, Government (non-payer, such
as CDC) and business associates of Participants (i.e., Providers)

The AeHN Legal and Privacy and Security Compliance Work Groups will continue to:
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7.3.4

Identify standards including a standard list of demographic information for patients to
assist in their identification and authentication

Standardize authorization policies and procedures across all participant organizations

Standardize policies, procedures and training regarding general confidentiality of all
patient information, including financial and other personal information including, but not
limited to health information

Standardize policies, procedures and training regarding use and disclosure of health
information in accordance with federal law (including HIPAA) and state law

Standardize policies and procedures regarding reporting and mitigating unauthorized
access to records

Standardize policies and procedures regarding ongoing auditing and monitoring,
including patient access to monitor their own records

Implement guidance and policies for appropriate patient use of the HIE, including patient
rights with regard to health information

Identify proper access and permission levels for patients and varying levels of staff
Draft data use policies to identify appropriate uses of data for public health

Participation Agreement

The AeHN HIE will not be accessed by any individual or organization without a prior-executed
Participant Agreement. Participants will be asked to sign a standard Participant Agreement,
which may be tailored to the specific needs of an organization through addendums. The
Participant Agreement enumerates terms and conditions, with particular attention to the
responsibilities of AeHN and the responsibilities of constituents. These responsibilities are
further detailed in the Network Responsibilities AeHN Network Policy 2.500.

A standard Participant Agreement has been developed that addresses the:

1.

a M 0N

6.

Treatment of a patient of or by Participant.

Payment for health care services.

Health care Operations.

Mitigation of a breach of confidentiality or unauthorized access of PHI.
Auditing and monitoring compliance of Participant’s Users

Providing information as required by law or regulation.

In addition to standard contractual language such as official contacts, warranties, and extension
terms, the participation agreement addresses the topics in the table below regarding
commitment of the various parties involved in the HIE:
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Table 2: Participation Agreement Topics

HIE Commitments Participant Relationships Data Use

Between the HIE

Commitments

and Participant

e Services currently e Confidentiality e Business Ownership
available e Privacy associate Data types

e Access compliance language (content) to be
mechanisms and e Security e Business exchanged
security compliance Associate Acceptable

e Reliability (e.g. e User Language use and online
service level requirements e Integrity of behaviors
commitment) hardware, (individual

e Quality assurance software and records,

e Monitoring networks aggregate

e Security levels . Pcrit()jcess to :ﬁiril(i)rrltgl]ng’ data

address '

. Appea}ls process breaches external

e Constituent reporting)
supp_ort and Disposal of
service . data

e Implementation
and training

7.3.5

Data Sharing Agreements

Through participation in the Inter-Organizational Agreements (I0OA) Collaborative (a part of the
Alaska HISPC project) with five other states, Alaska developed both public entity-to-public
entity, private entity-to-private entity, and public entity-to-private entity Data Sharing Agreements
(DSASs). One of the primary goals in drafting the DSAs was to enable the secure flow of
information between parties, with special attention paid to the privacy of such information. The
DSAs were also specifically drafted to avoid the need for significant negotiation between the
parties. Further legal work will transform these DSASs to be used as trust agreements between
the various participants in the HIE to facilitate intra- and interstate electronic HIE. Tailoring,
negotiating and procuring these agreements will be a responsibility of AeHN and the SDE.

The AeHN will:

= Tailor Business Associate agreements to HIE purposes and only use as necessary and
appropriate for the parties involved

= Provide education regarding proper use and application of business associate
agreements

= Determine whether it would be more successful to allow patients and providers to opt-in
or opt-out, and which system would be more efficient and cost effective

= Standardize forms for use by all participating organizations and patients

= Determine whether it would be beneficial to enter into DSAs with other states and
outside organizations, and if so, assist in negotiating such agreements
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The AeHN will be responsible for obtaining the signed DSAs from participating organizations.

Data use policies to identify uses of data for public health will also be developed and
implemented as required by state and federal law. Additional policies and procedures related to
the sharing of Public Health data were identified during the Privacy Impact Assessment (PIA)
sessions in winter 2011. AeHN will further develop these policies and procedures by:

Setting minimum authorization standards for all participant organizations

Standardizing policies, procedures and training regarding general confidentiality of all
patient information, including financial and other personal information including, but not
limited to health information

Standardizing policies, procedures and training regarding use and disclosure of health
information in accordance with HIPAA and state law, including use and disclosure by
personal representatives and/or health care power of attorneys

Identifying proper access and permission levels for varying levels of staff
The summarized results of the PIA are included in Appendix A.

7.4  Security

Security works with privacy to ensure that the protective safeguards are in place by establishing
a catalog of practices consistent with the HIPAA Security Rule except in those cases where
state law preempts by providing stricter privacy protections. The AeHN will incorporate any
forthcoming guidance on HIPAA, particularly the technical safeguards guidance described in the
HITECH Act. Note: See the Privacy and Security Framework Gap analysis for proposed actions
and updates related to the Security Safeguards.

7.4.1 Administrative Safeguards

AeHN has established administrative safeguards, supported by policies and procedures
covering the following topics:

Security Management Process, including risk analysis and management
Assigned Security Responsibility

Workforce Security

Information Access Management

Security Awareness and Training

Security Incident Procedures

Contingency Plan

Evaluation

7.4.2 Physical Safeguards

AeHN has established physical safeguards, supported by policies and procedures relating to:
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Facility Access Controls
Workstation Use
Workstation Security
Device and Media Controls

7.4.3 Technical Safeguards

AeHN has established technical safeguards, supported by related policies and procedures, and
incorporated the resulting requirements into the technical infrastructure. The policies and
procedures describe:

Access Control

Audit Controls

Integrity of Data

Person or Entity Authentication

Transmission Security
The Alaska HIE will incorporate a Public Key Infrastructure (PKI) or other mechanisms as
deemed necessary to support digital signature and encryption in its messaging services.
7.4.4  Organizational Requirements

Business Associate Agreement language was incorporated into the Participant Agreement
through exhibits to that agreement.

There may be situations where it is appropriate to enter into a Business Associate Agreement
separate from the Participant Agreement (e.g., vendor will be providing services to AeHN and
may thus see protected health information, but is not a Participant in the HIE.) In this case,
AeHN will:

Tailor Business Associate agreements to HIE purposes and only use as necessary and
appropriate for the parties involved

Provide education regarding proper use and application of business associate
agreements

7.4.5 Breach Notification — HHS Interim Final Rule

AeHN Procedure 2.409 establishes the breach notification process with respect to the HHS
interim breach rule (Ref: HITECH Act § 13402, Notification in the case of breach). AeHN is
exploring whether this policy/procedures needs to be revised and expanded to further protect
consumer health data and comply with state and federal reporting requirements, particularly the
pending Omnibus Rule (now in clearance) and the Alaska Personal Information Protection Act.

DHSS and AeHN are also developing breach notification procedures that include the processes
established by the selected HIE vendor, Orion Health.
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2012 PIN PRIORITY STRATEGIES

Strategies for ePrescribing

The State of Alaska is applying the following strategies to support expansion of ePrescribing as
a key health information exchange capability:

8.2

Monitoring the ePrescribing capabilities of the pharmacies on a monthly basis

Completed ePrescribing survey to a) validate the Surescripts data and b) identify
barriers to ePrescribing by pharmacies (See also Section 13.3.1 describing ePrescribing
survey conducted in December 2011)

The HIT Program Office is working closely with Providence Health Systems, the VA in
Alaska, the DoD in Alaska and ANTHC to develop periodic ePrescribing data where the
Surescripts network data is not available. Each of these entities relies heavily on
ePrescribing and allows paper or fax based prescriptions on an exception basis.

The HIT Program Office is also working closely with the Pioneer Homes Administration,
as described in Section 9.2.3 to monitor the implementation of upgraded pharmacy
software, including e-prescriptions and integration with an electronic Medication
Administration Record solution. Practitioners with patients in the Pioneer Homes facilities
will be able to send electronic prescriptions to the Pioneer Homes pharmacy; nurses
working in the facilities will have access to pharmacy orders even when the pharmacy is
closed at night and on weekends.

Strategies for Structured Lab Results Exchange

Alaska participated in a Lab Summit sponsored by ONC on May 30-31, 2012 and is developing
a pilot project to support the exchange of structured lab results using Direct.

The Lab Summit team includes representatives from:

HIT Program Office, State of Alaska

State Lab, State of Alaska

Chemware (State Lab LIMS vendor)

Providence Health Services Hospital Lab

La Touche Pediatrics

Allscripts (La Touche Pediatrics EHR vendor)

Orion Health (State of Alaska HIE & Direct HISP vendor)
Anchorage Neighborhood Health Center

Orchard Software ( Anchorage Neighborhood Center LIS Vendor)

As the pilot plan is further refined this plan will be updated with the details of the technical
solution and pilot performance measurements.
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8.3  Strategies for the Exchange of Continuity of Care Documents

AeHN has worked through the contract with Orion Health to implement Direct Secure
Messaging in Alaska. Orion Health is providing Health Information Service Provider (HISP)
services to AeHN. AeHN has collaborated with the State HIT Program Office to identify
appropriate use cases and develop training materials. The primary use case initially promoted is
a referral from a primary care physician to a specialty practice. Several variations of the basic
referral use case have been developed since the implementation in January 2012.

As of May 15, 2012, over 300 individual mailboxes have been provisioned and over 60 unique
users have exchanged live messages. Although the exact payload of each message is not
available, some providers report that they are exchanging CCDs extracted from their EHR
solutions. Orion Health reported in March 2012 that they would be a “self-managed HISP for
DIRECT services and no longer deploy a partner for the secure communications”. Orion Health
further noted that more robust reporting capabilities would be available to customers in the fall.

State of Alaska participants include staff from Division of Juvenile Justice, Division of Behavioral
Health, Senior Disability Services, Division of Public Health, Alaska Psychiatric Institute and the
Health Information Technology office. These users are piloting the DSM solution to determine if
it is a viable alternative to YouSendIt which currently supports the exchange of secure email
messages. DSM offers and advantage over YouSendIt by encrypting messages as well as the
attachments.
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9 SUSTAINABILITY PLAN

9.1 Creating Conditions and Demand for Health Information Exchange

The DHSS vision states: “All individuals and families are healthy, safe & productive.” The DHSS
Mission statement is: “To promote and protect the health and well-being of Alaskans.” “The
overriding theme for the future direction of the Alaska Department of Health & Social Services is
helping individuals and families create safe and healthy communities.” This theme is consistent
with the goals and objectives of the ONC and CMS.

The state Medicaid agency is a critical participant in the expansion of health information
exchange and improvements in health information technology in Alaska. The Department’s
participation in exchange began prior to the enactment of the ARRA and will continue to expand
in the coming years.

Alaska has identified several key exchange opportunities that support the goals and objectives
of the state and are aligned with the strategies of the ONC. The projects supporting health
information exchange and the ONC PIN priorities are described in the sections below.

9.1.1 Medicaid Health care Delivery Pilots

The DHSS is taking steps to improve access to quality health care in Alaska. Alaska Medicaid
provides health insurance coverage to approximately 18 percent of Alaska’s population. As in
other states, Alaska’s Medicaid program is challenged to meet increasing costs and demands
for services. The following strategies are designed to allow for systemic improvements in both
access and service delivery:

Promoting technology for sustainable and effective health care delivery.
Supporting workforce development

Enhancing management of high-cost health needs

Improving quality and access of care for underserved populations
Promoting rural infrastructure development

One of the Alaska Medicaid program’s key challenges is to develop new comprehensive
Medicaid regulations that clarify coverage and payment rules for the program and provide for
greater accountability for both the department and health care providers. The DHSS is currently
in the process of developing new rate model pilots that will be piloted in late 2012. These
models change the Medicaid delivery system from a service based model to one that will be tied
to providers’ quality and performance measures and will require the tracking of recipients across
the health care delivery system, including behavioral health. HCS expects providers will expand
the use of electronic health records and depend upon tools such as Direct Secure Messaging
and HIE to support recipient care coordination and improvements in health outcomes.

91.2 Patient Centered Medical Homes

3 http://www.hss.state.ak.us/publications/DHSS AnnualReport.pdf
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An RFP was released December 28, 2011, requesting consulting services for the DHSS on the
development of medical homes, with proposals due January 19, 2012. The consultant is
assisting the DHSS in evaluating models of medical homes suited to Alaska’s unique
circumstances, a plan for establishing criteria for pilot projects and recruitment of at least four
pilot sites: urban, rural, tribal, and non-tribal. Integrated mental health services will be a part of
the pilots.

These pilots are expected to expand the use of electronic health records and collaboration
among Alaskan providers on behalf of their clients.

9.1.3 EPrescribing Expansion

Pioneer Homes is developing the ability to leverage ePrescribing and electronic medication
tracking that will contribute to greater participation in health information exchange. The Pioneer
Homes Pharmacy uses Prodigy Data Systems, Inc (PDS) as the pharmacy software vendor.
PDS will use the Surescripts network for ePrescribing transactions. In addition, the pharmacy is
in the process of an electronic Medication Administration Record (eMAR) system procurement
that will be integrated with the PDS. The eMAR will allow nursing staff access to the electronic
medication orders that would otherwise only be available in the pharmacy, during regular
business hours. Pioneer Homes’ practitioners are anticipating the ability to deliver e-
prescriptions to the facility’s pharmacy in concert with new Medicare Meaningful Use
requirements. In addition, the facilities will also gain compliance with ePrescribing and
medication administration agreements with the VA.

9.1.4 Office of Children’s Services Developmental Screening

The Office of Children’s Services is supporting a pilot of an Infant learning tool for standardized
developmental screening. This tool, developed by Brooks Publishing, is a web-based
guestionnaire for children (ages birth to three years old) that provides developmental screening.
The program is working with 17 grantees across the State that act as hubs that can grant
sublicenses to individual providers. The questionnaire is automatically scored, identifying where
there may be a need for developmental services. The provider can initiate a referral for
developmental services available within the Department to provide assistance to families in
securing services to meet those needs. The results of the assessment are available
electronically for the participating developmental service delivery providers. In some cases, the
results are also printed and faxed to the service providers in a traditional referral pattern.

9.15 Health Care Commission Recommendations

DHSS is considering two additional “policy levers” that have been recommended by the Alaska
Heath Care Commission.

9.1.5.1 All-Payer Claims Database

The Alaska Health Care Commission’s 2011 Report recommended that the State perform a
study of the feasibility of implementing an All-Payer Claims Database (APCD) in Alaska. The
State expects to release an RFP to conduct the feasibility study in the second quarter 2012.
APCDs are large-scale databases that systematically collect and aggregate claims data from
public and private payers. The Commission and the State recognize that APCDs are valuable

Page 53

Cf—j cognosante



&P‘E'-O:Eég-f
State HIE Cooperative Agreement Program
Strategic and Operational Plan Update

sources of information about outpatient services and health care payments for those states that
have implemented them. The Commission identified the following areas where an APCD may
support the State’s cost containment and health care quality improvements:

Support public reporting on price and quality of health care services

Analyze population health management efforts of providers and payers

Support clinical performance measurement reporting for payers

Measure clinical quality improvement efforts by providers

Quantify community health analyses by public health officials

Design and implementation of payment and delivery system reforms for policy makers

Assess health care utilization, cost and quality trends for hospital and community health
planners

An APCD can also serve to minimize the reporting burden on health care providers as the
aggregated data from payers is an efficient alternative to collecting data directly from individual
providers.

Alaska will work with the Health Care Commission and other stakeholders to seek methods to
include Medicare, Medicaid, Commercial payers and self-insured companies in the APCD.

9.1.5.2 Mandated Participation in the State’s Hospital Discharge Database

The Health Care Commission further recommended that the State encourage “full participation”
in the Hospital Discharge Database by each of Alaska’s hospitals. The information in the
Hospital Discharge database is used to support needs assessment, policy development,
planning, program evaluation, and tracking of health status. The current participation in the
database is voluntary and includes inpatient discharge data from 10-17 of the State’s 25 Acute
Care and Critical Access hospitals. Alaska is considering mandating participation in this
database.
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9.2 Business Sustainability of Services directly Offered or Enabled

The Grantee shall also submit a thorough and thoughtful business plan for the sustainability of
any services directly offered or funded by the Grantee. The starting place for this plan is not
“how do | generate enough income to maintain my organization at the current level of operation”
but rather “which services will fill market gaps, and offer valuable, affordable exchange options
that will be widely adopted and used.” This plan should:

a. Offer a clear description of services offered and fees for those services to different
participants.

i. Describe how these fees were set, including adoption assumptions.
ii. Include data on the current adoption and use.
b. Provide evidence that there is demand for these services from participants
i. Describe who will be adopting services and to perform what exchange tasks
ii. Describe how services will provide value in a competitive market

As a condition of the grant, ONC expects that all grantees will meet the Meaningful Use
exchange needs of eligible providers, including those serving Medicaid patients and rural and
underserved communities. We recognize that there is a potential tension between offering
services that are self-sustaining and servicing communities and providers with the fewest
resources.

One way Grantees can resolve this tension is by offering affordable and easy-to-adopt
exchange options.

9.3 Business Sustainability
A viable Business Sustainability Plan is critical to the success of the Alaska HIE initiative.

The Governor and State Legislature have a clear understanding of the future benefits of the HIE
and the pivotal role that health care management plays in the state. As a result, the State has
invested both politically (through the enactment of Senate Bill 133, now AS 18.23.310) and
financially in this initiative.

AeHN has been directed by the HIT Coordinator to develop a Business Sustainability Plan. The
State HIT Coordinator has specified the contents of the plan (Appendix B) and is actively
working with AeHN to carry out the activities necessary to develop a viable plan. The Business
Sustainability Plan is currently constrained by certain decisions made prior to the inception of
the Cooperative Agreement that may need to be revisited by the stakeholders.

1. Identify key stakeholder groups and participants in those groups.

2. Convene meetings with the individual stakeholder groups to identify critical HIE
functionality, and determine the economic value of each function.
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3. Analyze the HIE functionality identified by the stakeholder groups compared to the
planned implementation of the Orion Health software solution, identifying any gaps
and/or functionality no longer deemed desirable.

4. Establish HIE patrticipation fee structures to agree with the costs associated with the
desired functionality and the value identified by the stakeholder groups.

5. Create a mechanism to add or remove features in the future using this repeatable
process.

The steps in this plan are included in the Project Plan provided in Section 11.
As noted in the Project Plan, certain of the activities to support the development of a viable
sustainability plan are underway. In particular, stakeholder groups have been meeting to

discuss the features that will be economically supported by payers, providers and other
stakeholders.

9.4 Direct Secure Messaging Sustainability Plan

AeHN has contracted with Orion Health to provide DSM and act as the initial Alaska HISP as
outlined in detail in Section 8. The primary costs associated with the implementation and
support of DSM are included in the table below.

Table 3: DSM Operating Expenses and Income

2012 2013 Two year
total

Estimated Income 90,000 90,000
Estimated Expenses:

Orion 100,000 100,000

AeHN Staffing 80,000 80,000 160,000

Help Desk 10,000 10,000 20,000
Total Expenses 190,000 90,000 280,000
Income less Expenses (100,000) 0 (100,000)

AeHN has proposed a fee structure of $100 per DSM account for “non-Members”. Alaska
estimates that approximately 1400 DSM accounts would be required to support the recovery of
the initial costs and cover the on-going two year expenses.(as reflected in Table 3 above).The
State is reviewing the viability of this plan as it is unlikely that an additional 600 fee based
accounts will be established. The State will propose alternate fee structures to ensure a
sustainable model is in place.
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Note that the State of Alaska has made a commitment to reimburse AeHN for up to $100,000
for the first 1000 DSM accounts established.

10 TRACKING PROGRESS

This section contains the table HIE Performance Measure data as required by ONC.

As indicated in the State HIE PIN released on February 8, 2012, State HIE cooperative
agreement recipients are responsible for tracking progress on key meaningful use HIE
capabilities in their state and setting annual goals toward which they will work.

The data for the measures included in the table are generated from three different data sources:

2011 National Ambulatory Medical Care Survey (NAMCS) EMR Supplement: The
National Center for Health Statistics conducts this survey of physicians who work in
ambulatory care settings annually by mail.

2011 American Hospital Association Annual Survey’s Health IT Supplement: The
American Hospital Association administers this annual survey of hospital Chief
Information Officers (ClOs) online and by mail. We report on non-federal acute care
hospitals.

Surescripts: A leading e-prescription network

The program will have difficulty establishing annual targets until such time as the 2012
survey data for the national surveys is available in order to determine the impact of program
efforts on these metrics.
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Table 4: Tracking Program Progress

Report in first SOP Update June 7, 2012 Report January 2013

Program Priority

Status as of December
2011

Target for December

2012

Status as of December

Target for December

2013

% of pharmacies participating in
ePrescribing

93.30%

92.79%

% of labs sending electronic lab results to
providers in a structured format

50%

52.63%

54.63%"

% of labs sending electronic lab results to
providers using LOINC

Unknown at this time®

Unknown at this time®

% of hospitals sharing electronic care
summaries with (a) unaffiliated hospitals
and (b) unaffiliated providers

16.08%

20.00%°

24.00%

% of ambulatory providers electronically
sharing care summaries with other
providers

29.48%

31.00%

36.00%

Public Health agencies receiving ELR
data produced by EHRs or other
electronic sources in HL7 2.5.1 format
with LOINC and SNOMED®

0%*

0%

100%*

Immunization registries receiving
electronic immunization data produced by
EHRs in HL7 2.3.1 or 2.5.1 formats using
CVX codes.

100%°

100%

100%

Public Health agencies receiving
electronic syndromic surveillance data
from hospitals produced by EHRs in HL7
2.3.1 or 2.5.1 formats (using CDC
reference guide)

0%°

100%°

100%°

Public Health agencies receiving
electronic syndromic surveillance
ambulatory data produced by EHRs in
HL7 2.3.1 or 2.5.1 formats.

0%’

0%

0%’

'The State estimates that the percentage will increase by approximately two percentage points based upon anticipated results of the Lab Pilot.
*The initial surveys of Alaskan Labs did not collect sufficient detail regarding LOINC capabilities. A follow up survey is planned in August 2012 that will gather

additional
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®Detailed data from the 2011 American Hospital Association Annual Survey’s Health IT Supplement is not available to the HIT Program Office; therefore there is
not a clear understanding of the Hospitals that ARE reporting exchange of electronic care summaries. The Alaska program is tracking hospitals patrticipating in
DSM as having this capability. Alaska has 25 hospitals, 4 are participating in DSM, and each incremental hospital represents 4% of the total.

*Alaska Division of Public Health has one LIMS system that will be capable of receiving electronic data.

®Alaska has one Immunization registry that is currently receiving electronic immunization data produced by EHRs.

®The Alaska DHSS Division of Public Health does not currently participate in the CDC syndromic surveillance program, with the exception of one hospital using
BioSense. Alaska has applied for acceptance into a BioSense project that will expand this participation.

"Alaska understands that the BioSense tool does not currently accommodate ambulatory reporting; this target may be adjusted in the future when this feature
becomes available.
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11 PRIVACY AND SECURITY FRAMEWORK

The State of Alaska HIE policy and security framework is comprised of the following:

All relevant statewide policies and practices adopted by recipients relative to the
Statewide HIE

All relevant policies and practices for health information exchange services funded in
whole or in part with federal cooperative agreement funds that represent the HIE Privacy
and Security Framework

11.1 State Privacy and Security Framework

The State Privacy and Security Framework relating to the Statewide HIE is guided by Senate
Bill 133, enacted into law as Sec. 18.23.300 seq. that established the creation of a health
information exchange for the State of Alaska. Section 18.23.310 of this legislation deals with the
confidentiality and security of information. The law prescribes that:

(a) The department shall establish appropriate security standards to protect the
transmission and receipt of individually identifiable information contained in the system
established under AS 18.23.300.

The standards must:

o Establish controls over access to and collection, organization, and maintenance
of records and data that protect the confidentiality of the individual who is the
subject of a health record

0 Establish a secure and traceable electronic audit system for identifying access
points and trails

0 Be able to meet the most stringent applicable federal or state privacy law
governing the protection of the information contained in the system

o Allow for a patient who is the subject of a health record contained in the system
to a) opt out of the system, b) consent to the distribution of the patient's records
contained in the system, c) to be notified of a violation of any confidentiality
provisions, and d) be able to view upon request an audit report as to who
accessed to that individual’'s records

The State HIE is providing services to covered entities. HIPAA does not preempt State laws that
relate to the privacy of individually identifiable health information (IHIl) and are more stringent
than its regulatory provisions. DHSS is currently updating its HIPAA preemption analysis from
2007 to develop a consolidated set of regulations around the sharing of PII/PHI in the State of
Alaska and from which State policies and practices relative to the State’s use of the HIE will be
established.

11.2 Alaska HIE Privacy and Security Framework

The relevant policies and procedures for health information exchange services funded in whole
or in part with federal cooperative agreement funds that represent the HIE Privacy and Security
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Framework have, for the most part, been developed by AeHN and can be found here
http://www.ak-ehealth.org/aehn-policies-and-procedures. Policies and Procedures noted in this
document are included in Appendix C for reference, however are reflective of those items
available on the website in May 2012. Additional security procedures and detailed practices are
available upon request. These policies and procedures have been reviewed and reference
against the various domains in the PIN in the sections below.

11.3 PIN-HIE-003 Requirements

The ONC-HIE-PIN-003, dated March 22, 2012, provides Privacy and Security Framework
Requirements and Guidance for the State Health Information Exchange Cooperative Agreement
Program. The following section is based the guidance included in the PIN “Appendix A” that
outlines two templates. These templates help to determine which domains and specific
guidance are applicable to the HIE architectural approach that a Cooperative Agreement grant
recipient is taking and therefore must be addressed.

The State of Alaska is currently, through its contractor AeHN, implementing DSM, an HIE
architectural model that is considered point-to-point directed exchange. Therefore, the
subsequent analysis required by this PIN is limited to the following Privacy and Security
Domains:

Openness and Transparency

Collection, Use and Disclosure Limitation
Safeguards

Accountability

The remaining domains, however, will be reviewed and accommodated as the State continues
its initiative to expand services and store, assemble or aggregate individually identifiable health
information in a hybrid, federated model. Proposed activities are mentioned for those optional
Privacy and Security Domains in Alignment Description of Approach as per the PIN-003.

The overall approach to the AeHN Privacy and Security Framework is addressed by its
interpretation of fair information practice principles (FIPPs) as exemplified in its guiding privacy
principles, documented in Network Responsibilities 2.500. It is applicable to all elements of the
Framework.

These Network Responsibilities are modeled on the Nebraska Health Information Initiative
Privacy Rules, and the Connecting For Health "Model Privacy Rules and Procedures for Health
Information Exchange," with a number of differences based on state law, physical and technical
safeguards available through the State, AeHN, and Alaskan unique operating environments.
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Table 5: AeHN Guiding Privacy Principles

Privacy Principle Description

Openness and Clarity about procedures, policies, developments, and technology concerning
Transparency the handling of protected health information is vital to protecting privacy.
Individuals should be able to understand what information exists about them,
how the personal information is used, and how they can control use of that

information.
Purpose Specification Access to and use of patient health information must be limited to the type
and Minimization and amount necessary to accomplish specified permitted purposes.

Minimizing the use of patient health information will help decrease the
amount of privacy violations, which may occur when data is collected for one
legitimate reason and then reused for different or unauthorized purposes.

Disclosure Limitation Personal health information should be made available through the AeHN
System to Participants only by lawful means. Electronic collection of
protected information may be confusing to most individuals. Individuals
should be educated about the potential health and treatment benefits as well
as risks to their protected health information that are associated with
participation in the System. Individuals deciding not to participate should
have the opportunity to know the System-wide effect of such decision and the
potential disadvantages.

Access and Use Personal health information should be obtained by one Participant from the
Limitations System only pursuant to mutual agreement (included in the Participant
Agreement) that the information is being accessed for qualifying purposes of
the requesting Participant. Information recipients may use and disclose
protected health information obtained through the System only for purposes
and uses consistent with the Participant Agreement and consistent with their
obligations as covered entities under HIPAA. Certain exceptions, such as for
law enforcement or public health, may warrant reuse of information for other
purposes. However, when information obtained by a Participant through the
System is used for purposes other than those for which the information was
originally obtained from the System, the Participant so using or disclosing the
information should first apply the rules applicable to it as a covered entity
under HIPAA and as a contracting Participant.

Individual Participation Consistent with the scope of individual rights in HIPAA, individuals should
and Control have the right to request and receive in timely and intelligible manner
information regarding various parties that may have that individual's specific
health information. Individuals have a vital stake in personal protected health
information, such rights enable individuals to make informed decisions about
participation and provide another means to monitor for inappropriate access,
use and disclosure of protected health information. Individual participation
promotes information quality, privacy, and confidence in privacy practices.

Data Integrity and Quality | Health information should be detailed, complete, appropriate, and current to
guarantee its value to the various parties. The effective delivery of quality
health care depends on complete health information. Therefore, the System
must maintain the integrity of protected health information and individuals
must be allowed to view information about them and request to amend such
health information so that it is accurate and complete.
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Privacy Principle Description

Security Safeguards and | In an era of increased computer and Internet-related crime, security
Controls safeguards are vital to privacy protection. Electronic environments could be
susceptible to cyber-crime without adequate controls. Such controls are put
in place to prevent information loss, corruption, unauthorized use,
modification, and disclosure. Safeguards that can be implemented include
information scrubbing, identity management tools, hashing, auditing,
authenticating, and other means to ensure information privacy. Privacy and
security safeguards should be coordinated for the protection of patient health

information.
Accountability and Privacy protections have less value to an individual if privacy violators are not
Oversight held accountable for failing to follow procedures relating to such privacy

protections. Participants are unlikely to fully trust the System and fully
participate if they believe other Participants are not applying the same rules
and being held to the same standard of accountability. User and workforce
training, privacy audits, and other oversight tools can help to identify and
address privacy violations and security breaches by conditioning participation
and access authority on compliance with these and the individual
Participant's privacy policies, by excluding from participation those who
violate privacy requirements, and by identifying and correcting weaknesses in
privacy and security safeguards.

Remedies To ensure privacy protection there must be legal and financial remedies that
hold violators accountable for failing to comply with System policies. Such
remedies will give individuals confidence in the organization’s commitment to
keeping protected health information private, and mitigate any harm that
privacy violations may cause individuals. As a condition of continued
participation, all Participants in the System must have a common duty to
participate in investigation, mitigation and remediation steps for the integrity
of the System.

Reliance on Covered While AeHN should have a number of core policies and procedures for the
Entity Rules and benefit and confidence of all Participants, AeHN should not try to replace
Enforcement policies, procedures and methods already adopted by Participants as

covered entities under HIPAA. AeHN should identify, disseminate and
enforce only those policies and procedures necessary for coordination of
privacy breach response and other mitigating measures, but should
recognize that existing Participant policies govern in all other areas.

11.3.1 Stakeholder Awareness of Approach to Privacy and Security

Stakeholders and the public are made aware of the approach, policies, and practices in a
uniform manner across all Privacy and Security Domains using the following practices:

= All AeHN policies are available on the AeHN website at: http://www.ak-ehealth.org/aehn-
policies-and-procedures and in accordance with AeHN Transparency Policy, Alaska
eHealth Network Policy 1.300, where interested parties may request to be notified by
AeHN staff about AeHN'’s activities, including meeting information and materials,
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announcements and open solicitations. Interested parties may also sign up for inclusion
on an email distribution list through the AeHN website.

= Specific, detailed procedures that are sensitive in nature, such as security procedures
and the specific details of the implemented technical controls, are available upon request
to approved requesters

= Awareness is accomplished through the Outreach and Education Workgroup to include
the AeHN Newsletter and social media (e.g., the AeHN Facebook page)

11.3.2 Alignment, Gaps, and Remediation

Table 5 below summarizes the AeHN Privacy and Security Framework and its alignment with
the Security and Privacy Framework outline in ONC-HIE-PIN-003. Timelines for the proposed
approach to addressing each gap are provided in Table 6.
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Table 6: Privacy and Security Domain Alignment

Description of Approach*

Description of Gaps

Approach to Addressing Gaps®

Openness and
Transparency:
There should be
openness and
transparency
about policies,
procedures, and
technologies that
directly affect
individuals and/or
their individually
identifiable health
information.

This Domain is primarily
addressed by Network
Responsibilities Policy 2.500
with the following rules:

a.

AeHN Rule 200 re: Notice
of Privacy Practices.
Currently this rules pushes
the Notice of HIE Privacy
Practices back to the
Participant. This rule also
sets forth the sample
wording for a Participant
participating in the State HIE
to include in their Notice of
Privacy Practices. The
language is not specific for
merely the use of Direct
Secure Messaging and may
not have to be. AeHN places
the onus on the Provider to
distribute this information to
the individual.

AeHN Rule 400 re: Access

to and Use and Disclosure
of Information. According to
this rule, the capability to

Gap: AeHN may need to elaborate
further on a general, publically
available “notice of data practices” that
covers the specific policies that have
been developed that pertain to this
Domain.

Gap: Allowing the Provider to include
AeHN specific wording in their Notice
of Privacy Practices without requesting
a copy be provided to AeHN potentially
leaves the door open to misstatement
and issues in the case of an incident or
breach involving the HIE.

Gap: The suggested wording to be
included by the Participant in their
Notice of Privacy Practice does not
include suggested wording about the
ability for individuals to request and
review documentation as to who has
accessed their information or to whom

Develop and Publish Notice of Data
Practices: A general “notice of data practices”
should be made available and prominently
placed either on the initial landing page on the
AeHN site, the specific landing page for the HIE
(i.e., http://www.ak-ehealth.org/health-
information-exchange-hie ), or within its landing
page for AeHN policies and procedures.

Amend Network Responsibilities Policy
2.500, AeHN Rule 200 re Notice of Privacy
Practices: Amend the present policy language
to require a Participant provide a copy of the
language regarding the HIE that the Participant
includes in their Notice of Privacy Practices be
provided to AeHN for its review and reference.

Amend Network Responsibilities Policy
2.500, AeHN Rule 200 re Notice of Privacy
Practices: Amend the suggested wording to be
included by the Participant in their Notice of
Privacy Practice to include suggested wording
about the ability for individuals to request and
review documentation as to who has accessed

* See also Table 4.

®> See Table 6: Timeline for Addressing Privacy and Security Domain Gaps for proposed timeline.
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Approach to Addressing Gaps5

request the documentation
on disclosures is (or will be)
available. AeHN'’s auditing
capability, yet to be
developed per the posted
version of this policy, will
“document which
Participants posted and
accessed the information
about an individual through
the System and when such
information was posted and
accessed”.

However, this rule states that
“each Participant shall be
responsible to account only for
its own disclosures” and that “all
requests for an accounting of
disclosures will be forwarded
back to the Participants to
address for their respective
patients”. There is no provision
that an individual may request
an aggregated accounting of
disclosures related to the
individual and all involved
Participants can be requested
from AeHN.

Description of Gaps
it has been disclosed.

Gap: The ONC guidance for this
domain suggests that information
should be accessible to people with
disabilities (i.e., follow Section 508 and
possibly similar State of Alaska
requirements). The AeHN website
supports access to HIE privacy
information but its design does not
appear to address Section 508
requirements.

Gap: There does not appear to be a
provision for an individual to request a
consolidated Notice of Disclosures
related to the HIE. It could be argued
that this is not required until the HIE

can “store, assemble or aggregate IIHI.

However, there is the distinct
possibility that an individual would
request a log of all related Direct

messages pertaining to their treatment.

their information or to whom it has been
disclosed. This will also need to be backed up
by AeHN policy and procedural changes related
to an individual requesting Notice of Disclosure
directly from AeHN. See Gap below.

Address how to make HIE privacy
information accessible to an individual with
disabilities.

This would include information such as privacy
policies and the Notice of Data Practices.
Remediation could consist of procedures and/or
web site redesign to meet Section 508
requirements.

Update Network Responsibilities Policy
2.500, AeHN Rule 400 re: Access to and Use
and Disclosure of Information: Address this
issue immediately in policy and procedure as
relates to Direct Secure Messaging. Consider
additional impact when the HIE starts to store,
assemble or aggregate IIHI as well as future
requirements for functionality within the Patient
Portal.
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Approach to Addressing Gaps5

Collection, Use
and Disclosure
Limitation:
Individually
identifiable health
information
should be
collected, used
and/or disclosed
only to the extent
necessary to
accomplish a
specified purpose
and never to
discriminate
inappropriately.
This information
should only be
collected, used or
disclosed to
accomplish a
specific purpose,
and purposes of
information
exchange should
be specified

This Domain mainly addressed
by Network Responsibilities
Policy 2.500 with the following
two rules:

e AeHN Rule 400 re: Assess
to and Use and Disclosure
of Information. This rules
establishes the purposes for
which a Participant can use
requested protected health
information through the HIE.
It further specifies that “A
Participant may request and
use protected health
information through the [HIE]
only if the Participant has or
has had or is about to have
the requisite relationship
with the individual whose
protected health information
is being accessed and
used.” The rule goes on to
list the permissible purposes
of which treatment is one.

e AeHN Rule 600 Minimum
Necessary supports the rule
that a Participant can only
access the information
needed from the HIE that is
needed for the intended
purpose of the request.

Description of Gaps

Gap: The specific elements outlined in
the ONC PIN guidance (i.e.,
applicability to de-identified data,
public health officials receiving the
data, and cases where the patient has
authorized access to his/her for
treatment of another patient, such as a
relative) should be addressed by
AeHN in these policies.

Review appropriate policies for inclusion of
needed detail on collection, use, and disclosure
limitations and update as needed

Provide appropriate training to HIE
Participants on collection, use, and disclosure
limitations, both for Direct Secure Messaging
and other services, on the overall policies and
procedures related to the privacy elements of
this Framework

Safeguards:
Individually

AeHN is adhering to the HIPAA
Security Regulation in the

A review of the current policies and
procedures made available by AeHN
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Approach to Addressing Gaps5

Domain
identifiable health
information
should be
protected with
reasonable
administrative,
technical and
physical
safeguards to
ensure its
confidentiality,
integrity and
availability and to
prevent
unauthorized or
inappropriate
access, use or
disclosure.

Description of Approach4
development of their policies and
procedures and establishment of
safeguards. Key documents for
Safeguards include the following
AeHN Network Policies:

e Introduction to Security
Policies (2.000)

e Administrative Safeguards
(2.200)

e Physical Safeguards (2.300)

e Technical Safeguards
(2.400)

e Supporting security
procedures

¢ Network Responsibilities
(2.500)

In addition, the HIE technical
solution for Secure Direct
Messaging supports:

e Per PIN Guidance for this
Domain regarding
encryption: “HIE entities
should provide for the
exchange of already
encrypted IIHI, encrypt 1IHI
before exchanging it, and/or
establish and make available
encrypted channels through
which electronic health
information exchange could

Description of Gaps
and using the State HIE Security
Checklist as a guide revealed the
following gaps:

Gap: AeHN should have completed a
preliminary assessment of risks and
vulnerabilities to thoroughly evaluate
privacy and security risks and
vulnerabilities and use this information
to steer the subsequent development
of policies and procedures.

Gap: Many procedures, such as
security procedure 2.404 on
Encryption and Decryption that are
dependent on risk analysis which has
not been documented and will likely be
supplanted to comply with Safeguard
Domain guidance regarding
encryption.

Gap: "Addressable implementation
specifications" allow flexibility for an
entity implementing (or not
implementing) certain elements in the
HIPAA Security Regulation. However,
the decisions must be supported by
documentation as to why the
specification is not reasonable and
appropriate for the entity. This
supporting documentation can include
the results from the risk analysis, risk
mitigation strategy, security measures

Perform preliminary risk assessment to
establish baseline requirements and priorities
for appropriate safeguards and controls.

Update security procedures after completion
of risk assessment. See subsequent gaps under
this Domain.

Determine which addressable specifications
apply to the State HIE as part of the preliminary
risk analysis and document in State HIE
Security Checklist as authoritative source
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Approach to Addressing Gaps5

Domain
take place.” With the
September implementation
of the Orion Health Direct
solution, the “YouSendit”
functionality will be replaced
by DSM. DSM provides full
encryption of the message
and the payload, where
“YouSendit” encrypts only
the message.

e  Currently, the AeHN is
focused on the
implementation of DSM
which uses assurance Level
2 in accordance with
guidance from NIST 800-63
version 1.0.23

Description of Gaps

already in place, and the cost of
implementation.

Gap: Some procedures named within
the policies and/or other procedures
(e.g., Sanctions), such as sanction
procedures need to be further
developed. Procedures also appear
generic and, in some instances, still
retain the source information from
which they were adopted.

Gap: HIE Privacy and Security
Procedures should be available in a
coordinated manner to ensure that the
overall security objectives are met

Determine which security procedures are
required, prioritize development, and tailor
existing procedures to the actual requirements
of the operational Alaska HIE (e.g., use of Direct
Secure Messaging) to ensure completeness of
the security procedures.

Develop HIE Privacy and Security
Operations Handbook that lays out key
activities related to the AeHN HIE Privacy and
Security Framework with specific topics targeted
to the role of the user. At a minimum, topics
should include:
e Risk Analysis and Management

0 Risk Assessment and Evaluation

Approach

0 Risk Management

o Initial and Updated Outcomes
e System Life Cycle Security Planning and

Management
o Configuration Management/Change
Control

0 System Acceptance Test/Security
0 Review & Assessment of Security
Controls
e AeHN Security Documentation Update and
Availability Procedures
e Privacy and Security in Business/Operation
to include at a minimum:
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Description of Approach4
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Description of Gaps

Approach to Addressing Gaps5

o Consumer authorization/consent
procedures

o Workforce clearance, awareness,
and training

0 Access and authorization

o Physical concerns

o0 Incident reporting and breach
notification

o Contingency planning and “work-
arounds” when HIE services are
available

Accountability:
These principles
should be
implemented, and
adherence
assured, through
appropriate
monitoring and
other means and
methods should
be in place to
report and
mitigate non-
adherence and
breaches.

Throughout its policies,
procedures, and agreements,
AeHN is attentive to this
Domain. Key documents for
Accountability include:

e Administrative Safeguards

(2.200)

e Physical Safeguards (2.300)
e Technical Safeguards

(2.400) with supporting

procedure Breach

Notification 2.409

¢ Network Responsibilities

(2.500) with supporting

rules:

0 AeHN Rule 1000 re:
Mitigation that outlines
roles and responsibilities
in the event of a breach

0 AeHN Rule 1100 re:
Investigations;

Gap: It appears that a Direct Secure
Messaging Subscriber may, but does
not necessarily have to execute a
complete Participant Agreement to
participate in Direct Secure
Messaging. The Direct Secure
Messaging Subscriber agreement is
not completely aligned with the
Participant Agreement as it does not
address non-compliance or potential
breach. It should, at a minimum, follow
best practices for email systems that
carry sensitive information and should
be aligned with the full Participant
Agreement in those regards.

Gap: AeHN would benefit from a
coordinated ‘roadmap’ for how to
handle possible incidents, either due to
non-compliance or, real time events
that require immediate action.

Update the DSM Subscriber Agreement to
ensure alignment with other AeHN policies and
practices related to non-compliance and breach
notification.

Establish Privacy and Security best practices for
the use of DSM and train DSM Subscribers on
these practices.

Develop overall set of compliance and
breach notification procedures drawn from all
supporting documents

Provide compliance and breach notification
procedures to Subscribers/Participants as part
of HIE on-boarding activities
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Description of Approach4
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Approach to Addressing Gaps5

Incident Response
System that outlines the
response process in the
event of an incident that
may or may be an actual
breach
e AeHN Rule 1200 re:
Authorized User Controls
e AeHN Rule 1300 re:
Sanctions
e Alaska eHealth Network:
Participant Agreement
e Orion contractual terms

Description of Gaps

Provide secure access to current version of
the compliance and breach notification
procedures, including points of notification and
contact

Optional to Address: The State has implemented and is currently only operating to the HIE
Architectural Model that is Point-to-Point Directed Exchange). The following Domains, however,
will direct future efforts of DHSS and AeHN and hence have been included for completeness.

Individual
Access:
Individuals should
be provided with

identifiable health
information (IIHI)

Individuals should
be provided with
a timely means to

The AeHN Legal and Privacy
and Security Compliance Work
Groups will be reviewing the
impacts of these Domains,

a simple and especially as individual access
timely means to to information and correction are
access and critical processes that must be
obtain their supported by the Patient Portal
individually as well as in preparation for the

emphasis placed by the pending
Meaningful Use legislation that

in a readable emphasizes consumer access to
form and format. IHII.
Correction:

Not applicable
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Approach to Addressing Gaps5

dispute the
accuracy or
integrity of their
IIHI, and to have
erroneous
information
corrected or to
have a dispute
documented if
their requests are
denied.

Individual
Choice:
Individuals should
be provided a
reasonable
opportunity and
capability to make
informed
decisions about
the collection, use
and disclosure of
their individually
identifiable health
information.
Individuals should
be able to
designate
someone (family

Currently, this Domain is
addressed by in several policies
that include the Consumer Opt
Out Election Policy 2.100 and
Network Responsibilities Policy
2.500 with the following rules:

e AeHN Rule 300: Individual
Control of Information
Available through the
System which deals with an
individual being able to “opt-
out”.

e AeHN Rule 900: Request
for Restrictions

The AeHN Legal and Privacy
and Security Compliance Work

Not applicable
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Description of Gaps
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Approach to Addressing Gaps5

member,
caregiver,
domestic partner
or legal guardian)
to make decisions
on their behalf.
This process
should be fair and
not burdensome.

Groups will be reviewing the
impacts of this Domain and
Meaningful Choice on all AeHN
policies and procedures, the
Consumer Opt Out Election
Policy 2.100, the Networks
Responsibilities Policy 2.500,
and these rules in particular for
future phases of the State HIE
implementation where the HIE
will be storing, assembling, or
aggregating IHII.

Persons and
entities should
take reasonable
steps to ensure
that individually
identifiable health
information is
complete,
accurate and up
to date to the
extent necessary
for the person's
or entity's
intended
purposes and has
not been altered
or destroyed in an
unauthorized
manner

This is not yet applicable to the
operational State HIE
implementation (i.e., Direct
Secure Messaging) but is under
consideration by the AeHN Legal
and Privacy and Security
Compliance Work Groups for a)
development of appropriate
policies and procedures and b)
any additional technical privacy
and security controls required by
the HIE technology vendor
(Orion).

Not applicable
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The overall timeline for complying with the recommended actions is approximately six months
starting July 1, 2012 and is comprised of four main tasks. Table 6 gathers these actions in four
major tasks.

Table 7: Timeline for Addressing Privacy and Security Domain Gaps

Privacy &Security Domain Proposed Process to Close Gap

Task One: Documentation Review and Update. This includes all policies, procedures, and agreements
that that been identified as needing revision to remediate an identified gap. The proposed changes to
these documents do not require a privacy or security risk assessment in order to develop proposed
languages and gain approval. The task decomposes into four subtasks: 1) develop and amend
documents, 2) obtain approval, 3) publish documents and 4) provide or update training associated with
document type, if necessary

Openness and Transparency Develop and Publish Notice of Data Practices

Openness and Transparency Amend Network Responsibilities Policy 2.500, AeHN Rule 200 re
Notice of Privacy Practices

Openness and Transparency Update Network Responsibilities Policy 2.500, AeHN Rule 400 re:
Access to and Use and Disclosure of Information

Collection, Use and Disclosure Review policies for inclusion of needed detail on collection, use, and

Limitation disclosure limitations and update policies as needed

Provide appropriate training to HIE Participants on collection, use,
and disclosure limitations

Accountability Update the DSM Subscriber Agreement to ensure alignment with
other AeHN policies and practices related to non-compliance and
breach notification

Task Two: Improve Accessibility to Privacy and Security Information for Individuals with
Disabilities. This task decomposes into three major activities: 1) determine approach (e.g., procedures,
revision of AeHN website), 2) implement approach, and 3) disseminate information to HIE community.
Openness and Transparency Address how to make HIE privacy information accessible to an
individual with disabilities.

Task Three: Conduct Preliminary Risk Assessment to establish baseline security and relate privacy
requirements, justification for how to agproach HIPAA addressable specifications, and priorities for
updating existing security procedures.” This task decomposes into several activities: 1) conduct
assessment, 2) analyze results, 3) document recommendations, 4) prioritize procedures, 5) update and
publish procedures Results from the risk analysis will also be used to shape the compliance and breach
notification procedures that need to be established.

Safeguards Perform preliminary risk assessment to establish baseline
requirements and priorities for appropriate safeguards and controls.
Update Security procedures after completion of risk assessment.
Determine which addressable specifications apply to the State HIE
Determine what security procedures are required, prioritize
development, and tailor existing procedures

Accountability Develop overall set of compliance and breach notification procedures

® This preliminary assessment will be based on a review of existing documentation and inspection of HIE
configuration; it will not include a vulnerability assessment or penetration test at this time, although the results from
the preliminary assessment can be used as a basis for a third party vendor SOW engaged to perform such activities.
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Privacy &Security Domain Proposed Process to Close Gap

Task Four: Establish and Document Best Practices for Operational Privacy and Security to include
an operations handbook, compliance and breach notification procedures established as part of the
previous risk analysis, and especially for the use of DSM. The process for establishing and documenting
best practices will be an outcome from Task Three and will include three activities: 1) develop and
document best practices, 2) verify and approve documents, and 3) provide or update associated training,
if required.
Safeguards
Accountability

Develop HIE Privacy and Security Operations Handbook
Establish P&S best practices for the use of DSM and train
Subscribers on these practices.

Provide compliance and breach notification procedures to
Subscribers/Participants as part of HIE on-boarding activities
Provide secure access to current version of the compliance and
breach notification procedures

Figure 11 shows a proposed timeline and dependencies for each P&S Task. These tasks will
also be accommodated in the overall Project Plan.

Figure 11: P&S Remediation Timeline

D [@ [TaskName [Duration] start [ Finish |Predecessors [july [August [September |October  |November |December |january
1 P&S Task One: Documentation Review 60 days Mon 7/2/12 Fri9/21/12 ]
and Update
2 Develop and amend documents 1 mon Mon 7/2/12 Fri 7/27/12 i
3 Obtain approval 1 mondon 7/30/12 Frig/24/122 i
4 Publish documents Odays Fri8/24/12 Frig/24/123 ?&’24
5 Provide or update training associated 1 mon Mon Frig/21/124
with document type a/27/12
5 P&S Task Two: Improve Accessibility for 60 days Mon 7/2/12 Fri 9f21/12 L
Individuals with Disabilities
7 Determine approach 1 mon Mon 7/2/12 Fri 7/27/12 i
8 Implement approach 1 mondon 7/30/12 Fri 8/24/127 i
9 Disseminate information to HIE 1maon Mon Fri9/21/128 [
community 8/27/12
10 P&S Task Three: Conduct Preliminary 115 days Sun 7/1/12 Fri 12/7/12 =
Risk Analysis
11 Conduct assessment 20 days Sun 7/1/12Thu 7/26/12
12| Analyze results 10days Fri7/27/12 Thu 8/9/1211 ﬁﬁ
13 Document results Sdays Frig/10/12Thu 8/16/1212
18 | Risk assement baseline established 0days Fri8/17/12 Frig/17/1213 o 817
15 Prioritize procedures 1day Frig/17/12 Frig/17/1213 i'
[ 16 | Update procedures 4 monsdAon 8/20/12 Fri12/7/1215 %
17 | Establish and Document Best Practices 86 days Fri8/17/12 Sun
| for Operational Privacy and Security 12/16/12 1
18 Develop and document best practices 2mons Fri 8/17/12hu 10/11/1213 E
|19 | verify and approve documentation 2mons Fri8/31/12hu 10/25/12 18FS-30 days %
20 Provide or update associated training 1.8 monsFri 10/26/12un 12/16/1219 1
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12 PROJECT MANAGEMENT PLAN

This section contains an updated project management plans for the HIE program.

Figure 12 HIT Project Schedule

Ttk Nt % Tl Fish | SHen  Grbes | {sHeY  wdted | fmfet el | {MHef  ndbed | {mHaY  roted | jmbet | SoHa
Complete G [ G 3 Gt [l o [t 3o 3 [ 4 | [ty 3G 3 Gl 4 | i 1 (G 3 o 3 [ [ [ o [0 4 1 i 5 e 3
! = Hoalh infedmation Technology Project Flan Wn o HEOAM Fi 2R L4 LI B L B L Rl e s n
2 = Hacir e Haskh Aecoid [THA Inzaniive Progrsm wE AN N = T —F—F—F—F—F—F—F—FF
3 = bt Wesalth Rscord ([ bnsantive Frogram W% Maa 1A0E Mo 12933 -
0 « B et P ajeet Fracal Bepoitng 1 RN Mon U821 P e S S B S S A B
T * EHE inanitiva Beporting 7% MenAMIME P 12T =
B35 Waakth infoamation Dachangs Cosparative A ssment W FA Wed 20 L LI e aa s s s man ma pa e ma s e e
L] < [ Coogeerative gy eamen - SE B Wed VIAER Tho dTA1 ——
] = aullh infoimatisn Frefanga E) - SOE W R Thusand = -
4 + BB Assewsmand Vendor Procusament - Progesm [vskustion % Men1TEA1  Won TAAL =
Ly ) Tadhivoal Awsis Ll Fifami Fri 8841 ==
L] = P P etz S0 it & Ll Reauis I MentnEnE  Frifadag = =}
3 4 Staln Labaraiory % Wed AT  Tue 4ATAZ e
L] + Cracim Lab Shady L) P 1AAT Tue 0341 —
o | SBE Lab Soudy % Mendndad  Frifaaae = =
00 - P Bequiremaent: -Prescribing W FEAARE Mem 120017 = ]
i * 1 Preacuibang: Phatmacies P PR Mes 12102 = 7
ax # E-Presaribang: Proveders % Men ST FriTAdal (—
o + Pl Begquirement: Summary of Care Exchangs % Men 1AM FrifAdnz r—
54 + Statn Imptacen A% Meni1dM ThuseAl 7 -
ard 4 frate Mawted Chent il W Thadedl  Tha B9 = =
e + Maslai Provider Index (MY % MenddAml Wed 8102 e =
w1 + SDH Dt Privacy and Security Wee kraup W Men#IM Mon 047 e
] + S Meaningiul Uss Workgring N BT Mon BT ey
wH R — 5% Mo Bk Wed 123144 7 T T S T e St ST
113 * i Praject Mestngs W% Thu 18R Mem 120042 = 7
1= © Reb 5225 Activiien 1 Wed 1AM P TER2  ——
ne * AeHN NHIN Direct Implemantation 0% Men 11711 Fai /12 C—r
fie = Alashis DHCS HIE Evabuatien, Techmical Asststance, and Can B% Thu 673011 Mon 1202 e
14 = Cubar MT Ralatad Progacts: s Fridamd  FripTeas =
n £ Prepect Manapemsii (fics Tasks 5% Fii1amh wed 123174 =

12.1 Direct Secure Messaging Schedule

AeHN worked with Orion Health to implement DSM support the exchange of CCD’s and other
communication between Alaska providers.

Figure 13 : Direct Secure Messaging Project

AeHN NHIN Direct Implementation
1] Task Name tart Finish 4th Quarter | 1st Quarter | 2nd Quarter | 3rd Quﬂ
’5 Oct [Nowv Dec|Jan |Fe§|Mar\Apr |Ma;|Jun|JuIJA£
1 |AeHN Direct Szcure Messaging Project Mon 11/7/11 Fri7f6/12 ¥ ] L
| 2 | Build Direct Solution Thu 12/15/11 Tue 12/20/11 : 0% :
|73 | Test Direct Solution Wed 12/21/11Wed 12/21/11 @ 0%
| 10 | Demonstrate Direct Solution Thu12/22/11Thu12/22/11 = @ 0%
| 15 | Training for Direct Solution Thu 12/15/11 Fri 12/23/11 L 0%
|21 | Registration Process Wed 12/21/11Wed 12/28/11 oy 0% :
| 26 | collect Data & Document Provider Read iness/Target Opportunities  Mon 11/7/11 Frig/f29/12 P g 0%
| 30 | Define Strategies, Targets, Timelines for Direct Service Implementatior Thu 12/1/11 Fri6/29/12 ‘ = .Wo
| 38 | Execute Direct Solution Fri1f6/12  Frisf29/12 ‘ Py (%
| 45 | Monitor & Report DSM Usage Fri12/30/11 Fri7/6/12 : ———]
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12.2 HIE Implementation Schedule

AeHN and the HIE vendor Orion Health made progress in 2011 on the implementation of the
HIE SaaS project. However, beginning in November 2011, the implementation of DSM (depicted
above) consumed the available resources of both AeHN and Orion Health. The HIE
implementation effort is expected to be renewed once the DSM targets are met.

Figure 14: HIE (Resume) Implementation Plan
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12.3 Sustainability Plan Schedule

Section 9 provides a description of the approach to developing a more robust HIE Program
Sustainability Plan that will include participation from stakeholder groups based upon the
product features necessary and available from the Orion Health HIE solution set. Figure 15:
Sustainability Plan Update below captures the current plan development schedule.
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Figure 15: Sustainability Plan Update

Task Mame Start Finizh 4th Cuarter st Guarter 2nod Guarter | 3rd Quarter 4th Cuarter st Quarter
Oct [Mav [Dec | Jan [Feh [Mar [ 2pr [May [Jun | Jul [&ua|Sep | Oct [Mov [Dec | Jan [Fela [Mar [,
44 | [=] Sustainability Plan it Fri1/2012 Mon 10142 L
45 Idertify stakeholder groups Fri /2012 Fri 152012 1
46 =| Gather Primary Care Provider Input Thu 3/2212 | Fri6M512 ¥ ¥
47 Develop agends for primary care provider mesting Fri 412 Fri 4/M2 1
48 Develop presentstion materials for primary care Fri 62 Fri 46112 1
providers
49 Convene primary care provider meetings Thu 32212 FriBHaM2 | — ]
a0 Document primary care provider meetings Maon Si2112 FriBHaM2 a
51 + Identify Hospital Input Thu 4512 Fri 612942 .
a7 +| Identify Private Payer Input Fri3M1612 Wed 5/3012 & .
64 +| ldentify State participation Thu 3112 Wed 513012 L
B9 Conzolidate stakehalder meeting input Maon 352602 Fri Gr2aM2
70 = Update HIE Program Sustainability Plans Fri61M12 Mon 10112
71 Update Sustainabilty Plan Fesature list Maon Fizi2 Fri 7 3M2
?ﬁ 72 Update Sustainability Plan Fee Structure Maon Fizi2 Fri 7 3M2
;—:_' 73 Develop Program Budget based on Festures and Fees | Mon THEM2 Frigrnz
_:% 74 Analyze Program Budget compared to fees Mon 8612 Thu BHEM2
= 7a Idertify sfternate sources of HE funding FriGriz FrigfM2
76 Idertify financial gaps Maon G2 FriGfM2
Kk Finalize Sustainability Plan Won 611112 Fri 62212
T Board of Directars Review T ThuB23M2 Thu B23N2
74 Board of Directars Appraval T Thu 82012 Thu 9120112
&0 Submit to OMC Mon 10f1A12 Mon 10M1/112 & 101

12.4 Risk Management and Mitigation

The State Designated Entity (SDE), AeHN and its governing board recognize that the largest
risk to the successful deployment of HIE in Alaska is associated with its financial sustainability.
Therefore the highest emphasis has been placed on developing the sustainable revenue stream
and identifying associated risks and mitigations. Risks may often be avoided by successful
offensive posturing. In business and economics, that simply translates to excellent
communication and marketing strategies.

The AeHN is working on the following to minimize risk:

e Publicize (and brand) its products and services, along with their associated benefits, to
create foundations of knowledge and support in communities.

e Use the media to share success stories and testimonials.

e Develop monitoring criteria for key trigger points to ensure timely response to issues.

¢ Seek endorsements from National organizations, State and local government, provider
and consumer groups. Through endorsements, Alaska HIE will see the trust of the
population.

The more the SDE and AeHN is associated with positive concepts—value, leadership, forward-
thinking, front runner, pioneer, secure, private, less costly—the less distracting or debilitating
any risks will become.
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Despite such precautions, the following risks may potentially impact the State HIE’s ability to
successfully achieve individual components of this operations plan. Mitigation options are

offered to decrease or eliminate the risks.

Table 8 - HIE Risks

Potential Risk

Stakeholder
Group

Mitigation Options

Funding and
revenue are
insufficient or taper
off; costs outstrip
available economic
resources

Investors,
Participants

Ask stakeholders to sign Letters of Intent
demonstrating commitment to participate and/or to
match funds

Pursue additional federal, state and private sources
of grants and endowments

Investigate additional services such as backup and
hosting for small provider offices to offset costs and
bring in additional revenues

Adoption rates for
EHR technology is

Marketing for REC services to encourage adoption
Publicize success stories of EHR adoption

reality; bad press
from other states
bleeds over to taint
Alaska HIE

Providers Offer alternative (or interim) services such as Direct
slower than Secure Messagin
expected ging

Identify a champion (entertainer, politician, clinician)

Healthcare who will speak on the Alaska HIE'’s behalf and who
practitioners or will endorse the concepts
consumers lose Tout the Alaska HIE ’s successes
faith in the Alaska Document connectivity implementation guidelines to
HIE’s ability to make | Providers e _ yimp _ 9
PHRs and HIE a Consumers inspire confidence that technological obstacles can

be overcome

Document the achievements to date that speak to
the Alaska HIE’s strengths thru the Newsletter and
the website

(5 cognosante
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Potential Risk

Stakeholder

Mitigation Options

Group
Carefully distinguish the Alaska HIE’s products and
services from those of any competitor(s) and
Program conduct extensive marketing campaign
alternatives are Cite the Alaska HIE’ iti tral third part
offered by Investors ite e' aska S position as g neutral third party
competing Work with key stakeholders to gain early
organizations participation and acceptance eliminating or reducing
potential competition
Remain open and transparent as regards to privacy
and security policies and procedures
Create a marketing program which highlights the
Privacy or security patient- centric model
incidents undermine | Consumers Demonstrate how Alaska HIE werking-with-the
faith in PHRs and | Providers Alaska ElectronicHealth-Record-Alliance (AEHRA);
healthcare data Investors providers, payers and community members, have
exchange . . :
adopted national standards for privacy and security
to prevent improper or accidental disclosure in order
to protect consumers and clinicians
Adopt national standards for privacy and security
Computer viruses or and implement best practices for data control and
other breaches Consumers access
compromise the Providers Maintain disaster recovery procedures and “lock
data down” emergency policies for detection of intrusion
- Adopt national best practices for Regional Health
Clinical errors occur : . o . . .
and Alaska HIE is | Providers Information Organizations (RHIOs) including audit
blamed Consumers trails
Provide provisions in the participation agreements
Loss of records , . . . .
Providers with consumers, payers and providers which will
because Alaska HIE N _
Consumers govern the transition of data in the event of
goes out of | _ _
business nvestors dissolution
Program Identify early incremental implementation
alternatives are Providers opportunities that can be deployed and adopted
investigated by ickl
Investors quickly

potential
participants to

(5 cognosante
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Potential Risk

Stakeholder

Mitigation Options

Group
expedite the
process or reduce
individual risk
o Identify though REC program participants providers
:ijn?i':/le 3%32“3)” IS whose workflow is less sophisticated and DSM will
workflow Providers be af:cepted _ _ _
compatibility Investors Monitor ONC support of EHR/Direct integration that
concerns by will address workflow issues, ensure that providers
providers are aware of these efforts
Report and monitor all stability concerns to vendor.
L Ensure that Alaska solution current with vendor
DSM adoption is Providers supplied software updates
limited due to
Investors

stability issues

Maintain regular communication with the vendor at
multiple levels to ensure adequate support

<5 cognosante
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13 EVALUATION PLAN

The PIN outlines the requirements of the Evaluation Plan as noted in this section, it
is included here for reference purposes only.

1. Describe the approaches and strategies used to facilitate and expand health information
exchange in the program priority areas and other areas as appropriate for the State’s
strategy. Program priority areas that must be included are:

a. Laboratories participating in delivering electronic structured lab results
b. Pharmacies participating in ePrescribing
c. Providers exchanging patient summary of care records

2. Identify and understand conditions that support and hinder implementation of those
strategies (e.g. how did your governance model or engagement with stakeholders
support your strategy to increase lab exchange activity in your state?)

3. Analyze HIE performance in each of the key program priority areas (e.g. where did your
state/territory begin at the start of the program and how have you progressed?)
Grantees with operation health information exchange underway are encouraged to
assess participant adoption and use (e.g. measure provider adoption) and analyze its
impact (e.g. assess impact on care transitions, patient safety and duplicate lab test
ordering, etc.)

4. Assess how the key approaches and strategies contributed to progress in these areas,
including lessons learned.

The following elements are required for the evaluation plan that shall be submitted to ONC in
the first annual SOP update:

e Aims of the evaluation (as noted above), including key evaluation questions that the
Grantee seeks to address.

e Evaluation framework to assess the aims (e.g. context, process, outcomes)
e Evaluation methods including:

Study design: describe the study design which shall include both qualitative and
guantitative components. For quantitative analysis, the use of comparison or control
groups or designs that assess change over time (pre-post) is suggested to enhance the
validity of the findings.
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Study population: Describe the population to be included in the evaluation (e.g.
providers, pharmacies, laboratories, etc.) Specify inclusion and exclusion criteria as
appropriate, and the recruitment strategy

Data sources and data collection methods: Describe the data collection approach to
answer key evaluation questions, which may include implementing surveys, analysis of
existing survey data, focus groups, interviews and audit log data from HIE vendors.

Data analysis: Describe the analytic methods that will be used including sample size.
13.1 HIE Performance Evaluation Plan

This section describes the efforts conducted prior to the PIN release to evaluate the Alaska HIE
Program operations. Additionally, sections follow that describe the activities to evaluate the
State’s lab exchange participation and capabilities, as well as pharmacy participation in
ePrescribing. Each section describes the approach and methodology applied to conduct the
evaluation or survey, the population evaluated and the criteria used to select the population.
The results of the HIE Program Assessment; Lab Survey and Pharmacy Survey are included in
appropriate appendices.

13.2 Subsequent Program Evaluation

The Alaska HIE program conducted the first annual program evaluation in the Fall 2010,
receiving the report in October 2010. The initial evaluation did not have the benefit of the ONC
HIE PIN-003 guidance regarding program evaluation available due to this timing. Subsequent
evaluation activities will apply additional emphasis on the evaluation of the program’s goals,
achievements and strategies to support PIN priorities.

13.2.1 HIE Program Assessment

Cognosante has conducted an assessment of the Alaska HIE program as required under the
ONC Statewide Health Information Exchange Cooperative Agreement Program. The Agreement
requires an annual assessment of the program operation. The Alaska DHSS solicited a third
party independent assessment. Cognosante was selected to conduct the Assessment. This
document represents the results and recommendations of the Assessment of the Alaska HIE
Program.

The Assessment Criteria was established based upon ONC's five Domains indentified in the
Funding Opportunity Announcement (FOA) on August 1, 2011. The assessment was conducted
between August 1 and September 29, 2011. The assessment activities included document
review, individual stakeholder interviews, group discussions (in particular with Orion Health),
Internet research and discussions with HIT Program Office staff.

13.2.1.1 Findings

The assessment findings are detailed in this HIE Assessment Results and Recommendations
document, organized by the ONC Domain areas in both visual (dashboard) and written formats.
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Table 9: Overall Assessment Finding Dashboard

Domain Ove_rall Comments
Rating
Governance Three of five areas were assessed as Red, Yellow, and Green. Top
concerns are:

1. Lack of stakeholder / community trust in governance process

2. Lack of transparency in the decision making process, generally due
to restricted access to documentation surrounding the decision-
related process and outcomes

3. Lack of consistent communication and reporting procedures

Finance Two of four areas were assessed as Red, the other two were not assessed
(Grey).
Top of concerns are:
1. Lack of sustainability plan.
2. Lack of clear value proposition to attract and retain HIE participants.
Technical Three of four areas are assessed as Green; one area was assessed as
Infrastructure Yellow.
Top concerns are:

1. No performance or availability SLAs have been established.

2. Processes and procedures for user provisioning, including role
access determination, are delegated exclusively to administrators in
participating organizations.

3. Consent is limited to opt-in, opt-out, and opt-out with break-the-glass
capability.

Business Five out of nine areas were assessed as Yellow, three as Red, and one as
and Grey. Top concerns are:

Technical 1. No active risk management plan, process, or manager(s) on a high
Operations YELLOW risk project

2. Project needs to clarify network infrastructure impacts on delivery of
services

Legal/Policy Two of four areas were assessed as Red, two as Yellow. Top concerns are:

1. DHSS lacks a consensus-driven framework for HIE-related privacy,
security, and legal concerns against which HIE operational policies
and procedures can be aligned.

2. AeHN does not appear to have conducted a risk analysis of its
business/technical operations and logical architecture to create
policies and agreements specific to the services initially offered.

3. Existing AeHN documents are deficient in many areas such as
establishing key roles and responsibilities, enforcement of
sanctions, and the management process for creating and
maintaining approved policies and procedures.

Key: BB - Acute Yellow — Moderate | Green — Positive | Grey — Not
Concern Concern Assessed
Page 84

<, cognosante




State HIE Cooperative Agreement Program
Strategic and Operational Plan Update

Cognosante finds that the Alaska HIE Program faces critical challenges in four of the five
domains. Three domains (Governance, Finance and Legal/Policy) are rated as “Red” or having
predominantly Acute Concerns, one (Business and Technical Operations) is rated “Yellow” or
having Moderate concern and the final domain (Technical Infrastructure) is rated “Green” or
Positive, having no significant concern.

13.2.1.2 Key Findings and Areas of Concern

DHSS and the Alaska eHealth Network (AeHN) have made substantial progress in establishing
the Alaska HIE program under the direction of the ONC and the AeHN BOD in the first year of
the Cooperative Agreement.

Cognosante finds that the governance model is appropriate in size and representation,
and in particular is in agreement with the design identified in Senate Bill 133, now AS
18.23.310, where the Alaska Legislature affirmed the program organization.

Cognosante finds that the technical solution is well supported by Orion Health, in
addition to the Software as a Service (SaaS) model proving to be appropriate for the
state’s needs and technical capabilities. The assessment finds the technical
infrastructure, architecture and standards are in alignment with the contractual and grant
agreements and support the state’s identified requirements.

Cognosante identified several significant areas of concern.

Cognosante finds that there are areas that will require significant focused attention such as risk
management, transparent decision making, financial sustainability and developing a defined
privacy and security program; in order to successfully carry out the Strategic and Operational
plans outlined in the grant application and subsequent plan updates. Cognosante specifically
identified the following significant areas of concern:

The existing governance decision-making and communication elements of the program
lack the required level of transparency. Information regarding decisions, including both
financial and programmatic decisions, is not readily available outside of the AeHN BOD
members. This deficiency has and may continue to lead to diminished participation by
key stakeholders that perceive a lack of influence over this process.

The program has not formalized a communication management plan. The result appears
to be a disproportionate focus on presentations regarding membership activities,
coupled with diminished focus on the value, services and requirements of the HIE.
Potential HIE participants may benefit from additional understanding of program
operations from multiple communication delivery methods.

The program has not been able to identify a financial sustainability plan. Both the State
leadership and the ONC have been very clear that HIE operations will need to be self-
supporting. Participants in the HIE must understand the ongoing costs of the service as
well as the economic value available in order to maintain sufficient membership levels to
sustain the considerable costs of SaaS and operational support identified by AeHN.
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The program has not formalized a risk management plan. The result appears to be
reactive rather than proactive response to program issues.

The program requires additional attention to the development of a formalized privacy
and security plan. Given the sensitive nature of the information exchange it is essential
that this plan be highly visible and garners the trust of a broad set of program
stakeholders.

Many areas have been assessed as “Moderate Concern” these areas require additional
monitoring and course correction to avoid a future assessment of “Acute Concern.”

13.2.1.3 Recommendations

Cognosante has documented over 30 individual recommendations for the State to consider in
remediation and/or improvement of these concerns. Taken separately, these individual
recommendations may appear overwhelming and somewhat disjointed. However, when taken in
the context of the five ONC domains, Cognosante feels that these individual recommendations
can contribute to an overall strategy and the development of a cohesive plan for definite
improvement by the next annual assessment in 2012.

Cognosante recommends the following actions:

1. A senior HIT Program Office staff member should be empowered to concentrate on
primary corrective actions and program oversight to ensure that the State can fulfill its
obligations in the Cooperative Agreement.

2. DHSS should review the detailed findings and associated recommendations contained in
this assessment and focus HIT Program Office efforts on the three “red” areas, revising
project/program documents accordingly and establishing criteria that can be used by the
State and its contractor, AeHN, to definitively measure progress towards the goals of
that phase

3. DHSS should develop a remediation plan that increases the focus on the critical
corrective actions that will directly result in improvements in how the Alaska eHealth
Network (AeHN) non-profit entity meets its management responsibilities for Health
Information Exchange (HIE). This plan will need to achieve a) improved oversight by the
State into AeHN activities, b) greater accountability of AeHN to the State and
stakeholders in its management of the HIE, and c) greater transparency of the
governance and other processes to stakeholders and the HIE community at large.

Cognosante believes that additional focus on the critical corrective actions will result in
improved State management of the HIE program.

13.2.1.4 Assessment Overview

This section presents an overall assessment of Alaska HIE program against the five essential
domains defined by the ONC guidelines for HIE. The domains are:

1. Governance
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2. Finance

3. Technical Infrastructure

4. Business and Technical Operations
5. Legal/Policy

This assessment is intended to provide a baseline from which the State’s progress towards a
mature and sustainable HIE can be monitored, evaluated on an annual basis and reported to
stakeholders.

The recommendations contained in this document are based on the analysis, findings, and
recommendations by Cognosante working in coordination with the State HIT Coordinator. Gaps
and areas for improvement have been identified and recommendation made based on best
practice. This document, therefore, is intended to provide the State of Alaska with
recommendations based an assessment strategy that is repeatable and will take into account
additional organizational, operational, and technical factors that are critical to successful HIE
implementation and adoption.

13.2.1.5 Scope

Cognosante and DHCS defined the assessment scope to include all Alaska HIE Program
operations and to specifically exclude financial operations (i.e., budgeting and financial audit
topics) with the exception of the sustainability plan and exclude the responsibilities of AeHN as
the Alaska REC.

13.2.1.6 Purpose

Developing the capacity for a Statewide HIE in Alaska is an incremental process that requires
demonstrated progress across five essential domains as defined by ONC: governance, finance,
technical infrastructure, business and technical operations, and legal/policy. The State is
involved in planning and implementing activities to achieve HIE. The purpose of this document
is to document the evaluation activities, findings and recommendations across all five HIE
domains as guided by the goals, strategies and objectives of State HIE.

The Funding Opportunity Announcement (FOA) for the Cooperative Agreement requires the
State to complete an annual self-assessment of the activities conducted under this program.
The assessment will impact future program management and enable continuous improvements
to the program. Additionally, ONC plans to collaborate with the states and provide technical
assistance in order to ensure that lessons learned are implemented in a way that promotes
quality and efficiency improvement through secure and appropriate electronic exchange of
health information.

13.2.2 Methodology and Approach

This section describes the Alaska HIE Assessment methodology and approach as agreed upon
by DHCS.
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The assessment criteria were defined to support the ONC grant requirements as well as the
contractual agreements between DHSS and AeHN. Cognosante selected the five domains
defined by the ONC in the FOA.

Cognosante developed a set of desired documentation that represented information supporting
the domain criteria. In addition, Cognosante identified key stakeholder positions that had
experience with either the AeHN BOD or the program at large, these stakeholders would inform
the assessment regarding perception, activities and communication penetration.

Cognosante focused the assessment information gathering on six key activities:

= |Individual stakeholder interviews

= Review of key documentation

= Group question and answer sessions with Orion Health staff
= Internet research

= Interaction with AeHN Board of Directors at August meeting in person and September
2011 Annual meeting via conference line

= Discussions with the HIT Project Office to provide historical perspective and context
13.2.3 Assessment Criteria Definition

To support these activities, Cognosante leveraged the ONC expectations to develop an
Assessment Criteria document that was submitted and approved as the basis of the
assessment. An Outline of the information contained in the Assessment Criteria document is
presented in Appendix D.

The assessment areas of focus criteria were subsequently mapped to the ONC Five Domains
as follows:

Table 10: Assessment Areas of Focus Mapped to ONC Domains

Domain Assessment Area of Focus

Governance Governance

Finance Sustainability

Technical Infrastructure HIE Architecture and Standards
Business and Technical Operations Project Management

Procurement & Contracts Management
Risk Management

HIE Implementation

HIT Program Alignment

Meaningful Use

Legal/Policy Privacy and Security

Stakeholder Analysis — Cognosante has identified stakeholders associated with the HIE
program as depicted in Appendix E.
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13.2.4 Assessment Activities
The sections below describe the detailed assessment activities, purpose and limitations.
13.2.4.1 Stakeholder Interviews

Cognosante conducted twenty individual stakeholder interviews to assess the perceptions of the
HIE program operations; identify areas of program strength and areas of potential program
weakness.

Cognosante recommends that a broader selection of interview candidates is provided for the
next annual assessment including consumer focus groups and HIE participant and non-
participant health care providers.

13.2.4.2 Documentation Reviews

Cognosante requested program artifacts that should be in place to support a program of the
size and scope of the HIE implementation and maintenance effort. Most of the documentation
was requested through the HIT Program Office from AeHN. AeHN agreed to provide the
requested documentation, however Cognosante observes that the requests appeared both
difficult to fulfill and in many cases, the documentation did not exist. Much of the documentation
was provided in the last week of the assessment period, creating both a delay in the
assessment report and a potentially incomplete review of each document. Further
documentation was submitted after the Cognosante Project Manager informed the HIT
Coordinator that additional documents could not be considered for this assessment period.
Cognosante encourages AeHN and DHSS to continue to develop and collect these program
documents in an organized, consistent manner.

Documents submitted relating to the operations of the REC were not considered relevant to the
HIE Program Assessment.

13.2.4.3 Orion Health Sessions

Initially, Cognosante requested a set of standard technical documents. In the absence of these
documents, Cognosante engaged in a series of discussions with the Orion Health team.
Cognosante prepared a set of questions, further described in the Technical Domain Section of
this document. The discussions with Orion Health regarding the technical infrastructure,
application of national standards and technical aspects of privacy and security, were productive
and well supported by Orion Health staff. Additionally, certain detailed technical documents
were provided that were deemed too sensitive to retain by Cognosante or the State.
Cognosante did leverage the overall technical concepts in these documents in completing this
assessment.

13.2.4.4 Internet Research
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Cognosante reviewed information available from AeHN and the State of Alaska to assess this
aspect of public facing communication. In addition, Cognosante leveraged the considerable
online resources made available by ONC, CMS and HISPC.

13.2.45 Interaction with AeHN Board of Directors

Cognosante was invited to present the Assessment Criteria and concepts at the August 2011
BOD meeting in Anchorage, Alaska. In addition, Cognosante staff participated in the AeHN
BOD Annual meeting held in September, via conference line. In these meetings and the review
of BOD meeting minutes, Cognosante staff was able to discern the general tenor of the BOD
meetings. Several BOD members were among the 20 individual stakeholder interviews.

13.2.4.6 Discussions with HIT Program Office

During the Assessment, the State HIT Program Office provided background information,
selected and provided introduction to interview candidates and provided program
documentation for Cognosante’s review. Due to the HIE program responsibility assigned to the
State’s HIT Coordinator as contract manager for the AeHN contract, the Coordinator is also
assessed in this document related to the program oversight.

13.2.4.7 Reporting Tools

Cognosante developed a set of repeatable reporting tools that can be leveraged consistently in
each annual assessment. The reporting tools include:

Dashboard indicator for each “high level” area (Red Yellow Green Grey)
Explanatory detailed assessment and assignment of status for each relevant bullet

Set of recommended actions that should be monitored and included in the subsequent
HIE assessment

13.3 Lab Exchange Approach and Strategies
13.3.1 Lab Survey

This section contains a description of the results and an analysis of the survey conducted by
Cognosante on behalf of the Alaska HIE Program, during the week of December 12, 2011 of 62
labs around the State of Alaska to determine their implementation and use of Laboratory
Information Management Systems.

Sixty-two labs were identified by the HIT Coordinator to contact with a set of nine questions.

High-level call results:

Cognosante made an attempt to contact each of the labs on the list with the exception of
Quest

Forty-three of the contacted labs completed the survey
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Sixteen labs either declined to complete the survey or did not return repeated phone
calls

Quest and Laboratory Corporation of America locations (total of three) are not included
in the results, the State has an understanding of these large corporate lab capabilities to
exchange lab results

Survey results:

Most labs (Thirty-one of thirty-eight) conducting clinical diagnostic testing reported
having a Lab Information System (LIMS)

Nearly 10% of the sample outsource at least some of their testing to Quest or Lab Corp

The primary barrier cited to electronically exchanging structured lab results is the lack of
system interoperability

While over half of the labs report exchanging lab results externally using “electronic”
means, most reported that the volume was less than 2% of the results. It should also be
noted that respondents confused electronic exchange of results with faxing results.

Survey participants identified a need for education and a desire for standardized LIMS
solutions

Of those labs contacted without a LIMS solution, most identified cost as the primary
barrier to adopting a LIMS

There was some interest in participating in National Lab initiatives
13.3.2 Lab Webinar

This section describes the results of the electronic polling conducted during the February 16"
Lab Webinar conducted for Alaskan Labs. The purpose of the webinar was to increase the level
of awareness regarding electronic lab exchange and provide an educational opportunity for the
participants.

Over eighty lab managers were directly invited to attend the webinar.
Twenty-six participants registered for the webinar in advance.

Fourteen individuals participated in the webinar along with eight persons from the DHSS (HIT)
Program Office, Deloitte, LLP and Cognosante, LLC.

13.3.2.1 Presentation Objectives and Approach

During the presentation, the participants were asked to respond to online polling questions to
indicate their response.

The presenter was able to clarify several questions. The respondents were given about two
minutes to respond to each question by clicking on the appropriate response.

The Lab Webinar Polling Results are included in Appendix F.
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13.4 Pharmacies Participating in EPrescribing Approach and Strategies
13.4.1 Pharmacy Survey
This section contains a description of the Pharmacy survey conducted in December 2011.

This section includes the results and an analysis of the survey conducted by Cognosante during
the week of December 19, 2011 of 12 pharmacies around the State of Alaska to determine their
ability to participate in ePrescribing.

The HIT Coordinator identified twelve pharmacies to contact with a set of ten questions. The
twelve pharmacies selected, according to the most recent Surescripts data, are all of the Alaska
pharmacies that are not classified as “Medical Device Manufacturer” and that are not
participating in the Surescripts network exchanging electronic prescriptions. The twelve non-
participating pharmacies represent just over 11% of all Alaska pharmacies identified by
Surescripts. Also excluded are federal pharmacies such as the VA and military bases. These
pharmacies are supported nearly 100% by ePrescribing, unless they receive a prescription from
an external provider that doesn't participate in ePrescribing.

Survey response results:

All pharmacies were contacted except | Care Pharmacy, whose phone has been
disconnected. This pharmacy is apparently out of business.

All 11 pharmacies contacted completed the survey

Survey results:

Approximately 45% of the surveyed pharmacies indicated that they have ePrescribing
capabilities

Most pharmacies who have ePrescribing capability are at the early stages of adoption

Some pharmacies who have the capability only use electronic transactions within their
own organization; others have the capability but don’t use it, preferring instead to
continue to use their manual processes

When there is a federal or state mandate in place to communicate information
electronically, the pharmacies comply. The main example mentioned by pharmacies is
communication of immunization information, where electronic submission to the State is
required. Pharmacies employ technology specific to communicating immunization
information to achieve compliance; their ePrescribing systems are not used for this
activity.

Survey notes:

A pharmacist suggested that the State attend the annual Alaska Pharmacist Association
convention in February in Anchorage. He stated that the pharmacists would be
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interested in hearing about the State’s efforts in electronic communication of health
information, and would welcome an agenda item at the convention about this topic. He
suggested contacting the executive director of the association to coordinate.

= A pharmacist shared that his business has dropped by about 90% due to “the federally
funded start-up of a competing pharmacy in his town.” In addition to start-up funding, the
competing pharmacy is reported to receive an ongoing discount on their drug purchases,
making it impossible for the surveyed pharmacist to compete.

13.4.2 Monthly Surescripts Data Review
This section contains a description of the monthly Surescripts Data review, results and issues.

As Surescripts data becomes available through the HITREC portal, the pharmacy participation
data for Alaska is downloaded and reviewed. The tables below illustrate the monthly analysis
conducted on the Surescripts data made available.

Table 11: March 2012 Pharmacy Analysis

March 2012

Total Pharmacies (Surescripts) 114
Pharmacies on Network Surescripts (100)
Pharmacies Closed D
Infusion Pharmacy (2)
Government Pharmacies (5)
Pharmacies categorized as Medical Device 3)
manufacturers

Non-participating target Pharmacies 4
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Figure 16: Surescripts Data Mapping March 2012 Data
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Figure 16: Surescripts Data Map shows:

=  “No QB” — zip codes that have ePrescribing pharmacies; however, Surescripts data
indicated that no providers have ePrescribing capabilities. The ten zip codes with this
condition are included in Table 10 below along with the population of that zip code,
based on the most recently available Census data (or estimate), and potential
explanatory notes regarding the area. These rows are shaded in pink in the table.

= “No Receiver” — zip codes that have providers with ePrescribing capabilities; however
the Surescripts data indicated that no pharmacies within the zip code have the ability to
receive e-prescriptions. The eight zip codes with this condition are included in Table 10
along with the population of that zip code, based on the most recently available Census
data (or estimate), and potential explanatory notes regarding that area. These rows are
shaded blue in the table.
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Table 12: Alaska Zip Codes without ePrescribing Matches

Surescripts

ZIP Population* Comments

“Condition”

g PO Box only, likely
No Surescripts .
A. Anchorage 99511 0 Provider ePrescribing Anchorage Airport
No Pharmacy
B. Anchorage 99516 23,190 accepting e-
prescriptions
C. Anchorage 99518 9,950 No Surescripts
Provider ePrescribing
No Pharmacy PO Box only, likely
o Anchorage 99520 0 accepting e- Anchorage Airport
prescriptions
No Pharmacy 2 other zips for
E. Bethel 99559 772 accepting e- location
prescriptions
No Pharmacy
E Naknek 99633 206 accepting e-
prescriptions
G. | Saint Michael 99659 8 No Surescripts
Provider ePrescribing
H. Talkeetna 99676 1809 No Pharmacy
accepting e
| Unalask 99685 3 No Pharmacy PO Box Onl
. nalaska accepting e- ox Only
prescriptions
J. Wasilla 99687 870 No Surescripts |4 Oﬂg.er A o
Provider ePrescribing ocation
K. | Fort Wainwright | 99703 448 No Pharmacy Military Base
accepting e
L. North Pole 99705 20,107 No Surescripts Near Fairbanks
Provider ePrescribing
PO Box Only
M. Barrow 99723 697 No Surescripts 3 other zips for
Provider ePrescribing | location
. g 1 other zip for
N. Delta Junction 99737 1789 No Surescripts location
Provider ePrescribing
o Tok 99780 1562 No Surescripts |1o ggt‘iirnz'p for
' Provider ePrescribing
P. | InvalidzIP | 99807 0 Invalid Zip code for
the Prescriber
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Surescripts

. o
City ZIP Population “Condition” Comments

o. | Skagway 99840 68 g'gczgﬁr:;"i‘fy PO Box Only
prescriptions

R. Craig 99921 1906 No Surescripts PO Box Only
Provider ePrescribing

S. Wrangell 99929 2424 No Surescripts PO Box Only
Provider ePrescribing

T. Invalid Zip 99646 0 *Removed prior to Invalid Zip code for
mapping Prescriber

* Population estimates are based upon 2010 Census data where available, and 2009 data
where the 2010 estimates are not yet published.

Alaska has identified a number of anomalies with the Surescripts data.

As noted in Table 10, at this time two of the zip codes are invalid. In addition, at least one
pharmacy has been out of business since the first data review was conducted in December; this
pharmacy remains on the list of “non-participating” Surescripts pharmacies.

In addition, the conditions identified by Surescripts do not take into account the proximity of
either pharmacies or providers in other zip codes.

The locations in Table 10 can be divided generally into two categories:

Category One — At least one other zip code in the same city (9 locations) or military base with
other pharmacy options nearby for prescribers as of March 2012. The Surescripts data does not
account for prescribers and pharmacies within VA and DoD facilities or other internal
ePrescribing solutions such as within Providence Health Services. The majority of prescriptions
managed within these settings are electronic as well; however the information is not captured in
the data available from Surescripts

Category Two — ePrescribing pharmacy or provider have no apparent local option (7) locations
as of March 2012.

In December 2011, each of the pharmacies on the Surescripts list that was not participating in
the Surescripts network (per November 2011 data) was surveyed to determine their
ePrescribing status. Five of the eleven pharmacies reported that they did have ePrescribing
capabilities; one pharmacy was an infusion pharmacy. The remaining five pharmacies were
identified as potential targets for expansion of ePrescribing in Alaska.

Based upon the review completed, almost all the pharmacies in Alaska have ePrescribing
capabilities. This includes both urban and rural pharmacies. Since most pharmacies have the
capabilities in place, no further initiatives are necessary to assist the pharmacies in obtain the
necessary infrastructure. DHCS will continue to monitor this data on a monthly basis and
contact pharmacies that are not participating at least twice each year.
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APPENDIX A — PRIVACY IMPACT ASSESSMENT RESULTS

Privacy Impact Assessment Outcomes

A popular standard mechanism for developing privacy policies in both the public and private
sectors is the Fair Information Practice Principles, known informally as the FIPPs, first espoused
in the 1973 U.S. Department of Health, Education and Welfare (HEW) report, Records,
Computers and the Rights of Citizens: Report of the Secretary’s Advisory Committee on
Automated Personal Data Systems.” In 1980, the Organization for Economic Cooperation and
Development (OECD), using the HEW principles as a foundation, released the following eight
principles in an effort to facilitate international trade.® These eight principles are woven into the
PIA template that was used for this assessment and analysis.

1. Purpose Specification: The purpose for the collection of personal information, why
personal information is collected, should be stated no later than when the information is
collected, and subsequent uses of the information should be limited to fulfillment of that
purpose or to other compatible purposes and as are specified on each occasion of
change of that purpose.

2. Collection Limitation: Careful review of how personal information is gathered is
needed to avoid unnecessary collection of personal information. All data should be
obtained by lawful and fair means. Personal information should be collected with the
knowledge or consent of the information subject when possible and appropriate.

3. Data Quality: Personal data should be relevant to the purposes for which it is collected
and used. To the extent necessary for those purposes, data should be accurate,
complete and kept up-to-date.

4. Use Limitation: Data use and access should be limited by the purpose statement. Data
can be used for purposes other than those identified in the purpose statement only with
the consent of the information subject or by authority of law.

5. Security Safeguards: Based on an evaluation and risk of loss or unauthorized access
to information, appropriate security safeguards should be implemented. These security
measures should also guard against unauthorized destruction, modification, use or
disclosure.

6. Openness: An agency should provide notice on how it collects, maintains, and
disseminates data. There should be a general policy of openness about developments,
practices and policies with respect to personal data. Means of establishing the existence
and nature of personal data should be readily available along with the main purposes of
use and the identity and usual residence of the data controller.

! http://www.ftc.gov/reports/privacy3/fairinfo.shtm
8http://www.oecd.orq/document/18/0,3343,en 2649 34255 1815186 1 1 1 1.,00.html

Page 97

€2, cognosonte


http://www.ftc.gov/reports/privacy3/fairinfo.shtm
http://www.oecd.org/document/18/0,3343,en_2649_34255_1815186_1_1_1_1,00.html

State HIE Cooperative Agreement Program
Strategic and Operational Plan Update

7. Individual Participation: Subjects should be allowed to review data about
themselves and to correct if necessary. An individual should have the right to:

a. Obtain from the State (as data controller) or otherwise, confirmation of whether or
not the State has data relating to him/her;

b. Have communicated to him/her data relating to him/her within a reasonable time;
at a charge, if any, that is not excessive; in a reasonable manner; and in a form
that is readily intelligible to him/her;

c. Be given reasons if a request made under subparagraphs(a) and (b) is denied,
and to be able to challenge such denial; and

d. Challenge data relating to him/her and, if the challenge is successful to have the
data erased, rectified, completed or amended.

8. Accountability: This provides oversight and enforcement of the other design principles.
A data controller should be accountable for complying with measures which give effect
to the principles stated above.

The Privacy Impact Assessment completed by the participating programs for the State of Alaska
revealed several outcomes, summarized in the table below.

Principles and Outcomes

Principle Outcomes by Principle

Purpose Specification | ¢  Ensure written purpose statements are available for review by those
individuals from which PII/PHI is being collected, especially for those
programs that provide direct patient or consumer care

e Ensure that all programs have a documented retention policy to support the
current practices or align existing policy with the necessary retention period

Collection Limitation e Document all instances where collection of PII/PHI is mandatory regardless
of need for patient consent

e Provide patient notification even where the collection of PII/PHI is mandated
and patient consent is not required

e Clarify rules around the collection and use of PII/PHI related to juveniles for
all State programs and systems.

Data Quality e Document by program procedures for data quality and chain of custody to
the origination source

e Collect and review these procedures to identify commonalities in
requirements, process, and metadata for compliance with pending/proposed
regulations

Use Limitations e Address secondary use/disclosure of State-controlled data in policies and

procedures

Security Safeguards e Develop an overall security plan for each program

e Document security safeguards implemented for the program’s specific
information system(s) in the program’s security plan

e Require each program to demonstrate how technical safeguards
implemented in their system(s) a) support program policy and b) are cost
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Principle Outcomes by Principle

effective within the constraints of the State’s technical infrastructure

e Educate stakeholders on what security safeguards are implemented, what
purpose each serves, and how the safeguard will manifest itself in the case
of a breach or activity related to the privacy of data.

Openness e Communicate a minimum level of information to individuals whose PII/PHI is

collected by the State:

0  What information is being collected

0 Why itis being collected

o  How it will be used

0  Point of contact to address questions or concerns.

Individual e Educate workforce as to how modifications to PII/PHI are contested, verified,

Participation and accomplished according to the purpose of the program

Accountability e Ensure a designated POC for privacy is assigned to each program and/or
system

e Ensure that program workforce and system users are aware of the penalties
for the unauthorized use of PII/PHI data

The outcomes from the above analysis as well as recommendations from the deliverable
“Privacy and Security Facilitation for Health Data Exchange” prepared by Cognosante lead to
developing a common framework for data sharing within the State to include developing
common policy, procedures, and forms that satisfied the majority of data sharing scenarios and
use cases. The Approach to Develop Common Data Sharing Framework summarizes the
recommended steps and approach to each.
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Approach to Develop Common Data Sharing Framework

Step Approach

Prioritize involvement | e«  Classify information systems used by State programs:

of State systems in 0 Registry systems: Produce de-identified, aggregate data as output.

data sharing PII/PHI at the individual level is maintained within the system but access
to this information is strictly controlled and not available to the public,
even the individual from which the information was collected

0 Service record systems: Provide individually identified records to
authorized individuals for specific informational purposes or aggregate
information for program reporting. In many cases, these systems are
considered an authoritative source for the information although they are
not considered the original source for that information.

o Patient/consumer support systems: Used by providers to support
patients at the point of service or care, which contain health-related
information (e.g., electronic health or medical record, payment
information related to diagnosis and treatment), and which may have an
established bi-directional interface with other service- or health care
systems. These systems are governed by HIPAA as relates to treatment,
payment, or operations and access to information is governed by the
applicable Notice of Privacy Practices.

1. Use assigned categories to first determine existing demand for access to the
data each contains:

1. Service record systems = highest priority as they represent an
authoritative source for information that is accessed by the largest
number of users.

2. Patient/consumer support systems = next as these systems are actively
being used daily in delivering health care services to patients and
consumers.

3. Registry systems = lowest priority as the information they present, while
important, does not carry the same immediacy as information needed for
eligibility determination or medication management.

e Rank specific systems within each category

Develop standard e Develop ‘standard’ use cases
processes and e Determine privacy restrictions or limitations imposed by prioritized systems::
analyze exceptions o Collection and use of Pll/PHI related to juveniles

0 Secondary use of PII/PHI collected by the State
Develop common e Document activities for maintaining accurate PII/PHI across each State
framework (to include program, identifying commonalities in procedures and metadata that will be
protocols, general impacted by future requirements from the Office of the National Coordinator
policy with defined (ONC) and other regulatory bodies related to electronic PIlI/PHI sharing
exceptions), and e Ensure developed policies and procedures can be supported by current or
operational future security safeguards implemented by the State
procedures/forms e Establish uniform procedures around data sharing of PII/PHI that

demonstrates chain of custody and allows the process to be clearly

articulated to the individual (i.e., data subject) whose data is being shared
e Address any additional elements that have been identified to include:

o] Make sure program’s written purpose statement is available to public

o] Ensure patient notification and education is available in all cases
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Step Approach

where PII/PHI is used or collected

o] Establish awareness training for State workforce regarding the rules
around handling of PII/PHI, the responsible contact for privacy matters,
and penalties for unauthorized use

Identify State systems | o Identify foundation programs and systems for participation in HIE

as ‘early adopters’ for | ¢  Conduct detailed privacy risk assessment for these initial systems to

the State HIE determine viability of being an ‘early adopter’

e Optionally conduct security assessment to determine whether there is a

need for additional safeguards
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APPENDIX B — SUSTAINABILITY PLAN MINIMUM REQUIREMENTS

The sustainability plan must identify the services and functions that the HIE will provide and the
associated revenues and expenses that will provide ongoing financial support. The costs to
develop and deliver the required services must be detailed in the plan. The fee structure that will
compensate for the services and the additional revenue sources that will cover any differences
must also be included. These components describe the methods by which the HIE program can
be supported through development and maintenance; demonstrating the on-going financial
viability of the program.

The Sustainability Plan should be developed as the result of significant stakeholder involvement
in the determination of the appropriate features (which were developed for the RFP), as well as
the economic value and resulting fee structure. Individual Alaska eHealth network (AeHN) board
members have indicated that they are not in support of the fees to be assessed to their
organizations. Philosophical support, without the associated financial support likely indicates
potential agreement with the Model; however, a lack of agreement with the plan. This document
outlines the minimum requirements of the sustainability plan.

Plan Sections
The sustainability plan should be patterned after a business plan that would be presented to any
potential investor. The sustainability plan should be broken into six sections:

1) Business Needs

2) Value Proposition

3) Service Development

4) Service Delivery

5) Proposed Fee Structure

6) Finance

The expectations of each of the plan sections are outlined in the document sections that follow.

Business Needs
The Business Needs section should:
a. ldentify the various stakeholders by type. Suggested categories are:
i. Large hospital
ii. Small hospital
iii. Primary Care Provider or group with an EHR
iv. Primary Care Provider or group without an EHR
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v. Specialty care provider
vi. State government
vii. Commercial Payers

viii. Federal facilities such as Veterans Administration or Department of
Defense

b. Identify the business needs by type of stakeholder

i. Include a prioritized list of services that each stakeholder group has
expressed an interest in using

ii. ldentify where available both short term and long term business needs of
each stakeholder

Value Proposition
The Value Proposition section should:

a. lIdentify the value of the individual services by stakeholder with sufficient detail
and corroborative material to validate the assumptions

b. Quantify the amount that the stakeholders would be willing to pay for the services
they need

c. lIdentify the mechanism to measure the assumed value by stakeholder group
such that the model can be adjusted in the future

Service Development

The Service Development section should identify the costs to develop the services itemized
sufficiently to enable the AeHN Board to make decisions about which services can be
developed within the existing budget and which will need additional funding. This section should
include:

a. lItemized cost to develop the individual HIE services
i. Cost of licensing
ii. Cost of vendor customization

iii. Project management costs to oversee development and implementation
of solution

Service Delivery
The Service Delivery section should identify the cost to deliver the services broken down
sufficiently to be able to develop a fee structure by stakeholder type that covers the delivery cost
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a. Delivery costs include the costs to administer the system

b. Delivery costs include the costs to maintain the system, but exclude
enhancements or new services

Proposed Fee Structure
The proposed fee structure section should:

a. Describe the type of fee structure (e.g. Subscription fees, transaction fees, utility
fees) that will support the value proposition and service delivery costs described
above.

b. Provide a justification for the selected fee structure, relative to other fee options
available to support the Board'’s review.

c. Define fees by stakeholder type (if appropriate) or service as determined by the
value proposition and service delivery costs.

Finance
The Finance section should include a budget for the next 3-5 years that shows by quarter:

a. The development expenses by stakeholder type or service
b. The delivery expenses by stakeholder type or service
c. Anticipated revenue by source
a. Feeincome should be itemized by stakeholder type
b. Other revenue should be classified by source
d. Any shortfall between revenues and expenses
Additionally, the Finance section should include an evaluation by Service that describes:

a. The total cost of ownership for the service
b. The expected revenues generated by service
c. Net difference between the cost of owner ship and the expected revenues
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APPENDIX C — REFERENCED AEHN POLICIES AND PROCEDURES

These policies and procedures are contained in an attached file (Alaska AEHN
Policies 052012.doc)

Security
¢ Introduction to Security Policies (2.000)

e Consumer Opt Out Election Process (2.100)
e Administrative Safeguards (2.200)

e Physical Safeguards (2.300)

e Technical Safeguards (2.400)

¢ Network Responsibilities (2.500)

Privacy
e Privacy Policy (3.100)
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APPENDIX D — ASSESSMENT CRITERIA

Purpose

The purpose of this deliverable is to establish a set of criteria with which to assess the Alaska
Health Information Exchange (HIE) program. The criteria has been developed using the Office
of the National Coordinator for Health Information Technology (ONC) Program Information
Notices (PINs) and Collaborative Agreement, as well as the State’s Strategic and Operational
Plan and the contractual agreements with the HIE vendor and Alaska eHealth Network (AeHN),
the entity providing oversight on the HIE implementation.

Assessment Objective:

Provide a non-biased, independent process for evaluation of the HIE program and system
implementation that demonstrates progress across the five essential domains defined by the
Office of the National Coordinator (ONC) guidelines for HIE:

Governance
Finance
Technical infrastructure

A w N PE

Business and technical operations
5. Legal/policy
Overall objectives include:

key performance measures for both near-term and long-term measurement
a baseline from which progress can be monitored and reported to stakeholders
areas for improvement with recommendations based on best practice

alignment with Alaska’s State Medicaid Health Information Technology Plan (SMHP)
and other statewide initiatives and projects

a foundation for annual HIE system evaluations

Approach

Review existing documentation including
o Contracts

Project Schedules

Public websites

Meeting minutes

Charter and Bylaws

O O O O ©O

ONC Cooperative Agreement
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o State’s Health Information Technology (HIT) Strategic and Operational Plans
= Conducting multiple interviews with key stakeholders.

= The interviews will be focused on the stakeholder’'s expectations of the “to-be” state,
knowledge and engagement in the HIE implementation, satisfaction of engagement with
the HIE program and suggestions for improvements

= Each interview will consist of a series of 4 — 10 questions depending on time allotments.
Each interview will begin with the same 2 — 4 questions in order to establish a baseline,
consistent set of feedback

= The remain 2 — 8 questions will be specific to the individual(s) being interviewed

= |tis expected that up to 24 interviews will be needed to gain input from multiple
stakeholder areas and entities.

Criteria Areas of Focus

The State defined assessment areas of focus criteria map to the Five Domain as follows

Governance Governance

Finance Sustainability

Technical Infrastructure HIE Architecture and Standards
Business and Technical Operations Project Management

Risk Management

HIE Implementation
Legal/Policy Privacy and Security
HIT Program Alignment

The following general areas that support the five domains are considered as separate areas of
focus.

= Reporting
= Performance Measures
= Meaningful Use Support Strategy

In following sections, the assessment areas of focus are outlined in more detail.
Governance

ONC Definition

o Convene health care stakeholders to create trust and consensus on an approach for
statewide HIE

e Provide oversight and accountability of HIE to protect the public interest
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e Develop and maintain a multi-stakeholder process to ensure information exchange
among providers is in compliance with applicable policies and laws

State Assessment Criteria for Governance

Structure: Size and Composition (Board, Committees)

o Coordination Mechanisms: Roles, Task Forces, designed to facilitate mission
accomplishment and efficient operations

0 Representation coverage (All required stakeholders represented)
0 Leadership roles for key HIE value chain activities such as technology
o Vertical structures
o0 Lateral coordination mechanisms
Board “Governance 1Q"°
o Board Management Skills and Know How = Board Competency
0 Behavioral and Social Skills = Emotional Intelligence
o Competency + Emotional Intelligence = High Governance 1Q
Other Governance Attributes
0 Transparency in decision making processes
Availability of meeting agendas, minutes decisions
Degree of board engagement (continuous and extensive)
Trust among top management team members

© O O O

Formalization of decision making policies (extent to which key decision
processes are documented)

Finance
ONC Definition

e |dentify and manage financial resources necessary to fund health information
exchange

¢ Include public and private financing for building HIE capacity and sustainability

¢ Include pricing strategies, market research, public and private financing strategies,
financial reporting, business planning, audits, and controls

State Assessment Criteria for Sustainability

° Based upon the “The District of Columbia Regional Health Information Organization (DC RHIO) Center for Health
Information and Decision Systems (CHIDS), University of Maryland, Robert H. Smith School of Business HIE
Evaluation Framework.
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o Evaluation of HIE Sustainability Plans

¢ Documentation of HIE Sustainability plan
o Documentation of Plan monitoring
o Measurement of actual to plan

Technical Infrastructure

ONC Definition

Includes the architecture, hardware, software, applications, network configurations and
other technological aspects that physically enable the secure technical services for HIE

State Assessment Criteria for HIE Architecture and Standards

Can the HIE support, from a technical perspective, the business requirements, current
and future, as identified by the key stakeholders?

0}
(0}

o O O O

(o}

What is the current HIE product architecture?

Does the HIE technology align with current and known upcoming standards,
rulings and direction from the state and federal governments?

Security — authentication and authorization

Privacy and Confidentiality

Reporting

Generation of outbound data files, e.g., Continuity of Care Document (CCD)

Does the architecture support the availability needs of the various stakeholders?

Does the planned technical implementation align with the Vendor’'s proposal?

(0]

(o}

Comparison between the proposed state included in the response to the Request
for Proposal (RFP) and the actual deployment

What is included in the RFP and what are the associated additional services, i.e.,
services not included in the RFP cost, needed to achieve the vision outlined in
the RFP?

Will the planned approach align with the timeframes associated with the technical goals
of the Alaska HIE?

Will the HIE technology provide the flexibility and scalability to grow with the needs of
Alaska?

What is the roadmap for the next 3-5 years?

What technical components of the HIE product provide flexibility?

What technical components of the HIE product provide the scalability?

(5 cognosante
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Business and Technical Operations
ONC Definition

Includes procurement, identifying requirements, process design, functionality
development project management, help desk, systems maintenance, change control,
program evaluation and reporting

State Assessment Criteria for Project Management
Documentation of Project Plans

Scope
Schedule
Budget
Documentation of Project Monitoring

Documented scope management process

Documented schedule and schedule variance reporting

Documented budget management (authorization) and monitoring
State Assessment Criteria for Risk Management

Written risk management process
Documentation of risk management practice

State Assessment Criteria for HIE Implementation Processes
Education and Training

How effective were the training processes? (or evidence of training plans)
Are users able to utilize the tools with ease?

Adoption

What proportion of intended users is actually using the system?
What proportion of intended users has agreed to use the system?
What is the plan for system expansion?

What is the depth and breadth of system use (i.e., for how many transactions and across
how many features)?

To what degree do users intend to experiment with the system?
Technical Support

Have adequate support structures been instituted?
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How long does it take to respond to a user assistance request

Legal/Policy
ONC Definition

Includes policy frameworks, privacy and security requirements for system development
and use

Includes data sharing agreements, laws, regulations

Includes multi-state policy harmonization activities.(e.g., Program Alignment, SMHP,
Meaningful Use)State Assessment Criteria for Privacy and Security

Assure trust of information sharing
(See also HIE Architecture and Standards)
State Assessment Criteria for Program Alignment

Alignment with Medicaid Program

Degree to which Medicaid Programs are represented in program activities, decisions,
opportunities (including waivered and Behavioral Health programs)

Degree to which Medicaid mandates/programs are considered

Alignment with Public Health Programs

Degree to which Public Health Programs are represented in program activities,
decisions, opportunities

Degree to which Centers for Disease Controls and Prevention (CDC)
mandates/programs are considered

Ensure Consistency with National Policies and Standards

Documentation of program policies and standards
Evidence of Alignment with National Policies
Evidence of Alignment with National Standards

Executing Strategy for Supporting Meaningful Use

Monitor and track meaningful use HIE capabilities in the state

Has the state set the baseline, monitored, and reported on the following measures as required
by the State HIE Program:

% health plans supporting electronic eligibility and claims transactions

% pharmacies accepting electronic prescribing and refill requests
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% clinical laboratories sending results electronically

% health departments electronically receiving immunizations, syndromic surveillance,
and notifiable laboratory results

Has there been analysis and full understanding of the health information exchange
currently taking place within the state?

Has the state completed a gap analysis?

Has the state or State Designated Entity (SDE) determined the needs to address these
gaps to ensure options are available to eligible providers in the state who seek to meet
the Stage 1 meaningful use requirements for Hl

Do these options include
o0 ePrescribing?
0 delivery of structured lab results?
0 sharing patient care summaries across unaffiliated organizations?

Strategy to Meet Gaps in HIE Capabilities for Meaningful Use

Building capacity of public health systems to accept electronic reporting of
immunizations, notifiable diseases and syndromic surveillance reporting from providers.

Enabling clinical quality reporting to Medicaid and Medicare.

Reporting

Dashboard indicator for each “high level” area (Red Yellow Green)
Explanatory detailed assessment and assignment of status for each relevant bullet.

Develop Performance Measures

As part of the evaluation design, Cognosante will develop performance measures that allow
the Department of Health and Social Services (DHSS) to gauge the overall progress of the
HIE as well as in specific areas of focus. Examples of possible performance measures
include:

Provider use of ePrescribing to support meaningful use

Number of clinical summaries and/or discharge notes exchanged among treating
providers, especially as part of transitions of care

Number of clinical encounter notes exchange among treating providers as part of
referrals

Number of Immunizations reported to public health registries and (in later meaningful
use stages) immunization histories requested

Percentage of providers utilizing certified Electronic Health Records (EHRS)

Number of Immunization records update electronically
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Percentage of providers participating in HIE services enabled by statewide directories or
state services

Percentage of pharmacies servicing people within the state that are actively supporting
electronic prescribing and refill requests (this should also be worded from the provider
perspective, pharmacies are ready, providers are not using the service)

Percentage of new prescriptions ordered electronically.

Percentage of clinical laboratories servicing people within the state that are actively
supporting electronic ordering and results reporting (similar issue to above)

Percentage of health plans supporting electronic eligibility and claims transactions (in
later meaningful use stages)

Percentage of clinical laboratories sending results electronically

HIE Stakeholders

Cognosante will conduct interviews with key stakeholders who can provide insight into the
current HIE environment. An important aspect of the stakeholder interviews will be to solicit
information regarding how to improve overall stakeholder participation. The groups identified in
Table 1 on the following page are an initial set of HIE Stakeholders that may be leveraged to
support the HIE Assessment.

The Stakeholders Groups can be segmented into six categories:
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State Government Entities
Federal Entities

Patients

Health care Providers

Health care Solutions Providers6. Support Organizations
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State Government e o Healthcare
Entities Federal Entities Patients B Stakeholder Groups

Office of the Governor CMS Alaska Medicaid Physicians AeHN

Legislature National Health Beneficiaries Dentists Alaska Electronic

HIE Board/Commission Information Network Nurse Practitioners Health Record

DHSS (NHIN) Nurse Midwives Alliance (AEHRA)

o Finance and HHS ONC Physician Assistants Alaska Federal
Management US Department of Pharmacies Health Care
Services Health and Human Rural Clinics Partnership

o Commission on Aging Services (HSS) Community Health Alaska Native Tribal

o Mental Health Board HHS Substance Abuse Centers Health Consortium

o Behavioral Health and Mental Health Outpatient Health Alaska Primary Care

o Bureau of Vital Services Administration Programs Association
Statistics (SAMHSA) Acute Care Alaska State

o Governor's Advisory Regional Extension Hospitals Hospital and
Board on Alcoholism Centers (RECs) Safety Net Providers Nursing Home
& Drug Abuse Health Information Association

o Governor's Council on Technology Research Foundations
Disabilities & Special Center (HITRC) National
Education Indian Health Service Organizations

o Health Care Services (IHS) Media

o Juvenile Justice

o Office of Children’s
Services

o Office of Fetal Alcohol
Syndrome

o Public Assistance

o Public Health

o Senior and Disabilities
Services
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APPENDIX F — LAB WEBINAR POLLING

Lab Webinar Polling Results

Exchanging Lab Results

Questions 1-4 were asked in a series after the explanation of the purpose for electronic lab
exchange, including improving health outcomes and meeting meaningful use, and a description
of results of an earlier phone survey of labs on similar topics.

The sections below list each of the questions, the possible responses and the participant
results.

Question 1 Non-Electronic Lab Results Distribution

Please estimate the proportion of lab results sent to external or non-affiliated providers using
Non-electronic (Hard copy, fax or remote print, verbal, paper requisition) methods.

a) 0-25
b) 26-50
c) 51-75
d) 76-100
Non-Electronic Lab Results

Proportion Estimate

Number of Participants

Selecting this proportion

Percentage of Participants
Selecting this proportion*

0-25 6 50.0%
26-50 1 8.3%
51-75 1 8.3%

76-100 4 33.4%
Total 12

*Percentages based upon the total responses rather than total webinar participants

Question 2 Labs Sending Electronic Results Externally

Is your lab sending lab results electronically to external or non-affiliated providers?

a) Yes
b) No
c) Unknown

Labs Sending Electronic Results to External or Non-Affiliated Providers

Response

Sending Results

Electronically to External

Percentage of Participants

Providers

Yes 9 64.3%

No 4 28.6%

Unknown 1 7.1%
Total 14

Question 3 Labs Considering Electronic Lab Results Distribution
If No -- Is your lab considering a method for sending structured lab results electronically?

a) Yes
b) No

NOTE: Some participants that did not respond to Question 2 (above) or did not respond “no” to

Question 2, chose to respond to this question.

Labs Considering Electronic Results Distribution
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Response Participants Considering a Percentage of
Method to Send Electronic Respondents*
Lab Results
Yes 6 86%
No 1 14%
Total 7

* Percentages based upon the total responses rather than total webinar participants

Question 4 Receipt of Electronic Lab Orders
Is your lab receiving lab orders electronically from internal or affiliated providers?

a) Yes
b) No
c) Unknown

Labs Receiving Orders Electronically

Response Participants Receiving Lab Percentage of
Orders Electronically Respondents*
Yes 7 63.6%
No 4 36.4%
Unknown 0 0%
Total 11

* Percentages based upon the total responses rather than total webinar participants

Electronic Exchange Solutions
Information was presented in the webinar describing three potential technical solutions to
support the exchange of electronic lab orders and results in Alaska.

The three solutions are depicted in the graphic the Lab Exchange Options (below) that was
included in the webinar slides.

The three options presented are:

1. The Direct Solution which involves a simple email interface that is capable of securely
routing the lab order and results without translation or mapping of the message.

2. The Lab Hub solution supports lab transport and advanced support of lab order
Laboratory Information Management Systems (LIMS) integration. This solution meets
basic lab needs and tends to be dedicated to labs only at this point.

3. A Robust HIE solution that includes mapping the lab order and lab result data prior to
delivery. Can provide basic and more robust exchange requirements that will assist
providers in meeting later stages of Meaningful Use (MU). Other services may also be
linked into lab data, allowing for more complete and comprehensive patient records.
Makes lab results available to HIE participants through a CCD.
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Lab Exchange Options

HIE options for delivering structured labs into an EHR

Lab Order Lab Result
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Question 5 Preferred Electronic Exchange Solution

Of the three methods discussed during today’s presentation; please select which one that would
work best for your organization.

1. Direct Solution
2. Lab Hub Solution
3. Robust HIE Solution

Lab Exchange Solution Preference

Lab Exchange Participants Indicating a Percentage of
Solutions Presented Solution Respondents*
Direct Solution 2 22.2%
Lab Hub Solution 1 11.1%
Robust HIE Solution 6 66.7%
Total 9

* Percentages based upon the total responses rather than total webinar participants
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Respondents’ Lab Exchange Solution Preference

Lab Exchange Solutions Presented

M Direct Solution
M Lab Hub Solution

Robust HIE Solution

Lab Webinar Participation

Exchanging Results Electronically

The patrticipant “facility” affiliation was developed from the attendee list and the registration list.

The Clinical Laboratory Improvement Amendments (CLIA) Lab Type in the Webinar

Participation Coverage table below was developed from the CLIA data made available by the

CMS website.
Webinar Participation Coverage
CLIA Lab Type Number of Participants Percentage

FQHC 0 0%
Independent 0 0%
Hospital 12 85.7%
Public Health 2 14.3%
Total 14

Notably, most participants represent Hospitals rather than Federally Qualified Health Centers
(FQHCSs) or Independent Labs. These results indicate a need to conduct additional outreach to

FQHC and Independent labs.
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APPENDIX G — ACRONYMS

The following acronyms are used throughout this document:

Acronym Definition

AARP American Association of Retired Persons

ADT Admit Discharge Transfer

AeHN Alaska eHealth Network

AHCC Alaska Health Care Commission

AHRQ Agency for Health Research and Quality

AKAIMS Alaska Behavioral Health and Substance Abuse System
ANTHC Alaska Native Tribal Health Consortium

APCD All-Payer Claims Database

ARRA American Recovery and Reinvestment Act

BOD Board of Directors

CCD Continuity of Care Document

CCHIT Certification Commission for Health Information Technology
CDC Centers for Disease Control and Prevention

CDR Clinical Data Repository

CIO Chief Information Officer

CLIA Clinical Laboratory Improvement Amendments

CMS Centers for Medicare and Medicaid Services

CRM Contact Resource Management

CvX Vaccination Codes

DHCS Division of Health Care Services

DHSS Department of Health and Social Services

DoD Department of Defense

DSA Data Sharing Agreement

DSM Direct Secure Messaging

DURSA Data Use and Reciprocal Support Agreements
ECG/EKG Electrocardiogram

EHR Electronic Health Record

EIS Eligibility Information System

eMAR electronic Medication Administration Record

EMPI Enterprise Master Patient Index

EMR Electronic Medical Record

FAQ Frequently Asked Questions

FCC Federal Communications Commission

FIPP Fair Information Practice Principles

FOA Funding Opportunity Announcement

FQHC Federally Qualified Health Center

HHS Health and Human Services

HIE Health Information Exchange

HIPAA Health Insurance Portability and Accountability Act
HISP Health Information Service Provider

HISPC Health Information Security and Privacy Collaboration
HIT Health Information Technology

HITECH Health Information Technology for Economic and Clinical Health (Act)
HITSP Health Information Technology Standards Panel

HL7 Health Level Seven

ICD-9, ICD- International Classification of Diseases and Related Health Problems,
10 Ninth and Tenth Revision
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State HIE Cooperative Agreement Program
Strategic and Operational Plan Update

Acronym Definition

IE Interface Engine

IIHI Individually Identifiable Health Information
I0A Inter-Organizational Agreements Collaborative
IRS Internal Revenue Service

IT Information Technology

V&V Independent Verification and Validation
JOMIS Justice Management Information System
LIMS Lab Information Management System

LIS Lab Information System

LLC Limited Liability Company

LLP Limited Liability Partnership

MCI Master Client Index

MD Doctor of Medicine

MITA Medicaid Information Technology Architecture
MMIS Medicaid Management Information System
MPI Master Provider Index

NAMCS National Ambulatory Medical Care Survey
NCPDP National Council for Prescription Drug Programs
NwHIN Nationwide Health Information Network
ONC Office of the National Coordinator for Health Information Technology
ORCA Online Resource for the Children of Alaska
ORU Observation result (Unsolicited)

PDS Prodigy Data Systems

PFD Permanent Fund Dividend

PHI Personal Health Information

PHR Personal Health Record

PIA Privacy Impact Assessment

PlI Personally Identifiable Information

PIN Program Information Notice

PKI Public Key Infrastructure

RDE Pharmacy/treatment encoded order

REC Regional Extension Center

RFP Request for Proposal

RHIO Regional Health Information Organization
RLS Record Locator Service

RSS Really Simple Syndication

RTI Research Triangle International

SaaS Software as a Service

SDE State Designated Entity

SIU Scheduling Information Unsolicited

SME Subject Matter Expert

SMHP State Medicaid HIT Plan

SNOMED® Systematized Nomenclature of Medicine
STC Scientific Technologies Corporation

TPO Treatment, Payment and Operations

VA U.S. Department of Veterans Affairs

VPN Virtual Private Network

XML Extensible Markup Language
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