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Business Associate Agreement

Purpose

The purpose of this policy is to assure that all grant and contract documents entered into by the Division of  Behavioral Health (Division) with “business associates” contain an agreement between the business associate and the Division relating to the business associate’s collection, receipt, use and disclosure of “protected health information” (PHI) in performance of the grant or contract.

Policy

The Division may disclose PHI to a business associate or allow a business associate to collect, receive or use protected health information on the Division’s behalf, consistent with the services the business associate has contracted to provide for the Division, if the Division obtains adequate assurance that the business associate will adequately safeguard protected health information.  Standards for adequate safeguarding are described in federal 45 CFR Parts 160 and 164.

An agreement is not needed for uses or disclosures made to other divisions or offices of the Department of Health and Social Services.  

Procedures

1.  Business Associate Relationship: A business associate relationship exists when an individual or entity, acting for and/or on behalf of DBH assists in the performance of a function or activity involving the use or disclosure of protected health information.  Business associates may include any individual or entity that receives protected health information from the agency in the course of providing services.  Depending upon the activities being performed, a covered entity may be the business associate of another covered entity. 

2.  Identification of Business Associate Relationships

a. Existing Relationships - DBH's Administrative Services staff will identify its existing relationships with outside entities (contractual or otherwise) which may constitute a business associate relationship under HIPAA by:

i.
identifying whether the other contracting party is performing a function or activity for or on behalf of DBH; and

ii.
receives or creates protected health information in order to perform such function or activity.

 b. Newly Formed Relationships - Prior to entering into any new relationships with outside entities, DBH will evaluate whether such relationships will constitute business associate relationships by:

i.
identifying whether the outside entity will perform a function or activity for or on behalf of DBH; and

ii.
will receive/create protected health information from DBH in the performance of such function or activity.

3. Exceptions to a Business Associate Relationship

A business associate relationship does not exist, even though an outside entity may receive protected health information from DBH in order to perform a function or activity for or on DBH's behalf, in the following instances:

a.Treatment - A business associate relationship does not exist when DBH discloses protected health information to another health care provider for purposes of treatment.

b. Financial Transactions - A business associate relationship does not exist between DBH and a financial institution or health care providers if transactions are for the purpose of health care payment.

c. Disclosures between a group health plan and plan sponsor - A business associate relationship does not exist between a group health plan and plan sponsor.

d. Organized health care arrangements - Entities that participate in an organized health care arrangement are not business associates of each other.

   
e.  Entities Acting as Mere Conduits - A business associate relationship does not exist between DBH and entities acting as mere conduits in the transmission of protected health information (such as the US Postal Service or a courier service).

3. Contracting Requirement of Business Associate Agreements
Where DBH has identified that a business associate relationship exists, and an exception does not apply, DBH will enter into a business associate agreement ("Agreement") with the outside entity on or before the compliance deadline date of April 14, 2004, using the form of the agreement as specified by DHSS Policy and Procedure and Form for Business Associate Agreements, unless the agency is renewing an existing contract prior to that date or initiating a new contract.  The DHSS  Business Associate Agreement will contain the following provisions:

a. Permitted Uses and Disclosures.  The Agreement states the purpose(s) for which the business associate may use and/or disclose protected health information and will indicate generally the reasons and types of persons to whom the business associate may make further disclosures.

b. Assurances.  The Agreement contains the following assurances from the business associate:

i.
the business associate will not use or disclose protected health information other than as permitted by the Agreement or as required by law;

ii.
the business associate will use appropriate safeguards to protect the confidentiality of protected health information;

iii.
the business associate will report in writing any use or disclosure of protected health information not permitted by the Agreement;

iv.
the business associate will ensure that its agents or subcontractors will agree to the same restrictions and conditions as the business associate;

v.
the business associate will make available to DHSS the information necessary for DHSS to comply with an individual's rights to access, amend, and/or receive an accounting of disclosures of their protected health information;

vi.
the business associate will make available to the Secretary of the Department of Health and Human Services ("DHHS") the business associate's internal practices, books and records relating to the use and disclosure of protected health information;

vii.
the business associate will return or destroy the protected health information once the contract is terminated.  If the information is destroyed the Business Associate should document the procedure and communicate to the agency.  

c. Breach and Termination.  The Agreement provides that, if DHSS knows (has substantial or credible evidence) of a business associate's pattern of activity or practice which constitutes a material breach or violation of the business associate's obligations under the Agreement, DHSS will take "reasonable steps" to cure the breach or violation.  If the measures taken are unsuccessful, DHSS will terminate the Agreement.

d. Appropriate Safeguards.  The Agreement contains language that requires the business associate to use "appropriate safeguards" to prevent the use or disclosure of protected health information other than as provided for in the Agreement.

e. Optional Provisions.  DHSS may include other provisions in the Business Associate Agreement.

5. Timing of Execution of Business Associate Agreement
For e                              Existing agreements with business associates that come up for renewal on or before the compliance deadline date of April 14, 2003, the Business Associate Agreement will be in place prior to April 14, 2003.  For any new agreements with business associates that DBH enters into between April 14, 2003 and April 14, 2004, Business Associate Agreement in the Professional Services Agreement will be implemented.  All renewals completed during those dates will include a Business Associate addendum. 

6.  Additional Procedures:

a.  Assurance of business associates’ adequate protection of PHI will be documented in a signed agreement between the business associate and the Division on a departmental form developed to be attached to contracts.  The attached agreement will be sent with other grant or contract documents to be signed by the business associate.

b.  Responsibility for inclusion of the signed agreement in contract or grant files lies with the head of the administrative services section of the Division.

c.  When attempts by the Division to remedy a violation of the signed agreement are unsuccessful, the Division must report patterns or practices of the business associate that violate the agreement to the Office of the U.S. Secretary of Health and Human Services.  The Director of the Division is responsible for such a report. 

References:

DHSS P&P (not yet drafted)

45 CFR 164.502 (e), 164.504 (e) (1)-(2)

Attachment: DHSS Business Associate Agreement is part of the Professional Services Contract as of 4/03

