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De-identification of information and Limited Data Sets

    Purpose 

It is the purpose of this P&P to set forth DBH’s policy regarding the use or disclosure of de-identified health information, to identify the procedures by which health information is de-identified, and to identify those situations in which fully de-identified data may be used.

Policy

    A consumer’s health information is “de-identified” if it does not identify the consumer or if DBH has no reasonable basis to believe that the information can be used to identify the consumer.

DBH may use a consumer’s health information to create de-identified information or disclose a consumer’s health information to a business associate for the purpose of creating de-identified information.  Information that is de-identified in accordance with this policy is not subject to DBH’s privacy and security protections afforded to individually identifiable health information, unless the de-identified information is re-identified.

When DBH’s documented needs for publication of health systems information and when fully de-identified data will not meet those needs, DBH may use partially de-identified data, so long as the documentation includes an analysis of the minimum necessary information that is needed to be disclosed to meet the health systems oversight purposes.

Procedure


A. DBH may determine that a consumer’s health information is de-identified by using the following method:


A consumer’s health information is de-identified if the following eighteen (18) identifiers are removed from the consumer’s health information, including identifiers that pertain to the consumer or the consumer’s relatives, household members, or employer:

1.Names

2.Addresses 

3.Telephone numbers

4.Fax numbers

5.E-mail addresses

6.Social Security numbers

7.Medical record numbers

8.Health plan beneficiary numbers

9.Any and all account numbers

10.Any certificate / license numbers

11.All elements of dates, with the exception of the year, including birth date, admission dates, discharge dates, date of death (all elements of date, including year, must be removed for individuals over the age of 89)

12.Vehicle identifiers

13.Devise identifiers

14.Web universal resource locators (URLs)

15.Internet protocol (IP) address numbers

16.Biometric identifiers, including finger and voice prints (identifiers such as age, race, gender, and ethnicity do not have to be removed; however, if the identifier is so unique to the consumer that it could reasonably be used to identify the consumer, then the identifier should be removed)

17. Full face photo image(s), if any

18.Any other unique identifying number or code

AND


DBH does not have actual knowledge that the information, alone or in combination with other information, could be used to identify the consumer who is the subject of the information.

B.   If a consumer who is the subject of the information is age 89 or older, all identifiers related to the consumer’s age (including the year of the consumer’s birth), must be removed.

C.  Prior to disclosing a consumer’s de-identified information, the Privacy Officer shall be responsible for:

1. Determining that the information has been de-identified in accordance with one of the methods specified above;

2. Verifying that the process of de-identification has been documented;

3. Confirming that the information cannot be used alone or in combination with other information to identify the consumer.

4. Assuring a Limited Data Set Agreement is signed.  A file copy will be kept.

D.  Any code or other means of record identification designed to enable re-identification of de-identified information may not be disclosed, except as otherwise permitted by DBH’s policies or as required by law.

In the event that de-identified information becomes re-identified, DBH’s policies and procedures regarding the uses or disclosures of individually identifiable health information will govern.

E. In the event that publication of only partially de-identified information is necessary to meet DBH’s health systems oversight responsibilities, the staff person who wishes to publish such data must:

1. put in writing the reasons why publication of the data is necessary,

2. include an analysis of the minimum necessary information that is required to meet the health systems oversight responsibility,

3. under no circumstances include items A. 1—10  and 12-18 above, except that zip codes may be used if required by an overwhelming public purpose.

4. Statement of gender may be added to the minimum necessary information, if warranted by the analysis.

5. Present the written analysis to the Privacy Officer, Security Officer and Director of the DBH who will weigh the need for the disclosure for health system oversight responsibilities against the likelihood that an individual might be identified by the publication of the partially de-identified information.

F.  When a request is made to DBH for use of partial data, a determination will be made based on minimum information needed, and the needed data will be identified.  Staff will use the DHSS Limited Data Set Agreement in formalizing each arrangement.

References

DHSS P&P (when available)

45 CFR 164.502 (d)

Attachment:

Limited Data Set Agreement

Department of Health and Social Services

LIMITED DATA SET AGREEMENT

This agreement is made effective as of the ___ day of ________, 200_, between State of Alaska Department of Health and Social Services ("Covered Entity"), and [Name of Recipient Goes Here] (“Recipient”)

PREAMBLE
Pursuant to federal law, the Covered Entity is not permitted to authorize fully identified health information to be used by, or disclosed to, the Recipient.  The Covered Entity has determined, however, that the Recipient may use, or that the Covered Entity may disclose to the Recipient, a Limited Data Set of information, for research, public health or healthcare operations purposes.  The Covered Entity is permitted to authorize the use or disclosure of a Limited Data Set of health information only if it first obtains a Limited Data Set Agreement from the Recipient.

THEREFORE, in consideration of the mutual covenants contained in this Agreement and intending to be legally bound hereby, the parties agree as follows:

Section 1.  Definitions
(a)
A Limited Data Set consists of health information that has had all direct identifiers concerning the subject of the record (and his or her employer, family and household members) removed or made undecipherable.  

(b)
Terms used, but not otherwise defined, in this Agreement shall have the same meaning as those terms in the HIPAA Privacy Regulations, 45 C.F.R. §160.103 and §164.501.  
Section 2.  Obligations and Activities of Recipient
Recipient shall:

(a)
Not use or further disclose the Limited Data Set other than as permitted or required by this Agreement or by law;

(b)
Not re-identify the Limited Data Set, nor attempt to contact any individual who is the subject of the Limited Data Set provided to Recipient by the Covered Entity;

(c) 
Use appropriate safeguards to prevent the use or disclosure of the Limited Data Set other than as provided for by this Agreement;

(d) 
Report to the Covered Entity any use or disclosure of the Limited Data Set, that is not provided for by this Agreement, of which the Recipient becomes aware; and

(e)  
Ensure that any agent, including a subcontractor, to whom the Recipient provides the Limited Data Set received from Covered Entity, agrees to the same restrictions and conditions that apply through this Agreement to the Recipient with respect to such information.

Section 3.  Permitted Uses and Disclosures by Recipient
Except as otherwise limited in this Agreement, Recipient may use or disclose the Limited Data Set for the following purposes (check one or more and provide explanation):  

ٱ
Research.  Explain:  












________________________



____________
___________________________________________________________________________________________________________________________________________________
 

ٱ
Public Health.  Explain: 














___________________________________________

___________________________________________________________________________________________________________________________________________________


ٱ
Health Care Operations.  Explain:  





____________
___________________


______



______
________________________________________________________________________
________________________________________________________________________


Section 4.  Obligations of Covered Entity
Covered Entity shall:

(a) 
Notify the Recipient of any limitation(s) in the Covered Entity's Notice of Privacy Practices in accordance with the HIPAA Privacy Regulations, 45 C.F.R. §164.520, to the extent that such limitation may affect the Recipient's use or disclosure of the Limited Data Set; and

(b)  
Notify the Recipient of any restriction to the use or disclosure of the Limited Data Set that Covered Entity has agreed to in accordance with the HIPAA Privacy Regulations, 45 C.F.R. §164.522, to the extent that such restriction may affect the Recipient's use or disclosure of Protected Health Information.

Section 5.  Term and Termination
(a)
Term.  The Term of this Agreement shall be effective as of ________________, 200__, and shall continue for as long as Recipient maintains any Limited Data Set(s) provided by the Covered Entity.

(b)
Termination for Cause.  Upon Covered Entity’s knowledge of a material breach by the Recipient, Covered Entity shall attempt to directly cure, or cause the cure of, the breach or end the violation.  If unsuccessful, Covered Entity shall immediately terminate this Agreement and report the violation to the Secretary.

Section 6.  Miscellaneous
(a) 
Regulatory References.  A reference in this Agreement to a section in the HIPAA Privacy Regulations means the section in effect, or as amended.

(b) 
Amendment.  The parties agree to take such action as is necessary to amend this Agreement from time to time as is necessary for the Covered Entity to comply with the requirements of the HIPAA Privacy Regulations and the Health Insurance Portability and Accountability Act, Public Law 104-191.

(c)  
Survival.  The obligations of the Recipient under Sections 2 and 3 of this Agreement shall survive the termination of this Agreement.

(d)  
Interpretation.  Any ambiguity in this Agreement shall be resolved to permit Covered Entity to comply with the HIPAA Privacy Regulations.

The parties have caused this Agreement to be executed on the date written below.



       CE





RECIPIENT

By: ______________________________

By: ________________________________

Print name: ________________________

Print name: _________________________

Title: _____________________________

Title: ______________________________

Date: _____________________________

Date: ______________________________

