HIGHLIGHTS

May 21, 2003

HIPAA POLICIES AND PROCEDURES

(A Work in Progress)

This document provides guidance to the full Policy and Procedure document and should be used merely as an index or table of contents.  When you need to understand a situation, please read the full P&P.

Further, this document is dated.  The full set of HIPAA Polices & Procedures is being revised and updated beyond this date. 

	HIPAA Privacy P&P #1 Privacy Officer


	Goal

To describe the job duties of the Privacy Officer

Procedures

· The Director appoints a Privacy Officer to assure compliance with HIPAA requirements through education and oversight and to deal with clients, business associates and the public on matters related to protection of personal health information.

· Responsibilities include:

· Maintaining the P&Ps

· Working with DBH and DHSS staff on HIPAA matters

· Providing staff training

· Assists staff when individuals want access/accounting/amending of designated record sets

· ETC.



	HIPAA Privacy P&P # 2  Provision of Privacy Notice


	Goal

To assure that the Department of Health and Social Services’ Privacy Notice is provided to those individuals receiving services from DBH who are required under federal HIPAA regulations to receive such notice.  

Procedures

· DHSS Privacy Notice is displayed in offices

· DHSS Privacy Notice is on websites

· DD waiver clients receive Privacy Notice from DMA/DPA

· DD grant funded and core service consumers receive Privacy Notice with application

· AYI clients receive Privacy Notice in application package

· Some DET clients receive Privacy Notice when name and address received

· Updates to Privacy Notice must be sent to clients.



	HIPAA Privacy P&P #3  Minimum Necessary Information


	Goal

Uses and disclosures of PHI should be the minimum necessary to achieve a purpose.

Procedures

· Identify for each employee the minimum PHI they need to access

· Disclose the minimum PHI needed for any purpose, with lawful exceptions.



	HIPAA Privacy P&P #4  Designation of Record Sets


	Goal

To define those DMHDD records that individuals can access/amend.

 Procedures

· Certain DD, AYI and DET records are designated.

· The location (s) of these records are specified.

· Individuals wanting access need to be told about the different locations.

· We have 30 days to comply with a request for “on-site” records and 60 days to comply with a request for “off-site” records.



	HIPAA Privacy P&P #5  Confidentiality Agreement


	Goal

To assure that employees understand and agree to protect confidential information.

Procedures

· New employees will have orientation to confidentiality concerns and be asked to sign a Confidentiality Agreement.

· Current employees will also be trained and asked to sign a Confidentiality Agreement.



	HIPAA Privacy P&P # 6  Staff Training Plan for Privacy and Security 


	Goal

To make sure all staff are appropriately trained about privacy concerns and procedures.

Procedures

· Staff training will take place within 90 days of employment or when changes to procedures occur.

· Training will be documented.

· Training will cover a prescribed list of topics.



	HIPAA Privacy P&P #7  Safeguarding Protected Health Information


	Goal

To assure that DMHDD takes reasonable measures to safeguard individuals’ protected health information in paper and electronic files.

Procedures

Physical Files:  

· Periodic review/recommendations by Privacy Officer

· Secure storage of documents to be shredded 

· Lockable file cabinets or file rooms

· Separation of program’s client files

· Sign out cards

· Prompt shredding

Electronic PHI:

· Security Officer is responsible for electronic security

· Password protection

· Security measures as required under HIPAA Security Rule

Electronic Security—see also appropriate HIPAA Security P&Ps

Periodic review by Security Officer

· E-mail containing PHI will be either printed and then deleted or will be moved promptly to a password secure file.

· Responses to emails with PHI will delete the original PHI.

· Emails will not use PHI/client names in the subject line.

· Outlook calendar appointments should not use full client names to identify the meeting.

· Workstation security

· Printers and FAX machines will be located to minimize public access. To the extent possible, each program within an office (for example, DD and MH) will use separate FAX and printer systems. (See P&P on FAX usage and FAX confidentiality statement.)

· Confidentiality language for FAX cover sheet and email.



	HIPAA Privacy P&P #8  Access to Records


	Goal

 How to deal with Requests for Access to Records

Procedures

When an individual requests access to his/her records maintained by DMHDD,

Staff will:

· Give out a form

· Verify identity

· Check the record set

· Narrow the request, if possible

· Tell of other locations, if appropriate

· Give the completed form to the Privacy Officer for action

· Keep form as part of record

	HIPAA Privacy P&P #9  Authorization for Release of Health Information


	Goal

To describe when authorizations for release of PHI are needed, how to fill out forms. 

NOTE:  A Matrix is provided in this P&P which summarizes when authorizations are needed and when accounting for releases of PHI is needed.

Procedures

· Sometimes to disclose PHI in designated record sets we need to get an authorization from the individual.

· Use the DHSS Authorization form which also contains a revocation form.

· Only minimum necessary information should be disclosed

· Authorizations NOT needed for

·      Individual or individual’s representative

·      TPO (treatment, payment, operations)

·      Within DHSS

·      Court order; abuse/neglect; health oversight; emergency; law enforcement

·      Certain federal agencies

·      Department of Corrections, Ombudsman

·      Minimum Necessary to Business Associates

· Authorizations needed for

·       Example, schools not part of a treatment team

·       Third parties, such as legislators, Department of Labor, Alaska Legal Services

· Procedures for certain official correspondence (no cc to Governor or legislators)

· Procedures for filling out and filing the Authorization Form

· Procedures for when we receive an authorization form

· Miscellaneous provisions—non-custodial parents, media, emergencies.



	HIPAA Privacy P&P #10 Accounting for Disclosures


	Goal

How to provide an accounting for disclosures of PHI

Procedures

· Access is the designated record sets

· Requests must be in writing

· We have 60 days to respond

· Privacy Officer makes written response

· The request can be suspended at the written request of law enforcement and certain agencies

· Accounting is done only for disclosures that don’t require an authorization (see matrix)

· A contemporaneous record of disclosures needs to be kept in each individual’s case file (form provided).



	HIPAA Privacy P&P #11  Individual’s Right to Request Amendment of PHI


	Goal

To give instructions to staff to help consumers who are seeking to amend information in a designated record set.

Procedures

· Requests must be in writing with information clearly identified.  

· Requests may be denied under certain circumstances.

· We have 60 days to respond (extension of 30 days requires written notice).

· Privacy Officer reviews amendment requests

· If request is granted:

·      individual is notified, 

·      amendment inserted into all files,

·      notify other users

· If amendment request is denied:

·      Written notice to individual

·      Individual can provide written disagreement inserted into file

· Appeal complain process notification

· If we receive an amendment notice, statement is added to our files

· Sample letters included.


	HIPAA Privacy P&P #12  Requests for Restrictions


	Goal

To explain and set a procedure to implement an individual’s right to request restrictions on uses and disclosures of protected health information and to request confidential communications.

Procedure

· Consumers receiving  DE&T services, DD Waiver Services,  and AYI services are given form for restriction on disclosure.

· Restriction may be rescinded or terminated in writing.

· Privacy officer agrees and places notice in file.

· Privacy Officer disagrees.

· Form for communication via alternative means/locations. 

· Place in file.



	HIPAA Privacy P&P #13  Verification of Identity


	Goal

Describe how to verify the identity of individuals or their legal representatives seeking access to PHI.

Procedures
This P&P should be read together with the P&P on Authorization.  Some disclosures will require a consumer’s authorization.  Disclosures based on authorizations and those that can be made without authorization will require verification of identity.

· Request identification—photo id, birth certificate, legal documents

· Copy ID and place in file

· For public officials unknown to you—ID badge or card, return phone call, legal documents, etc.



	HIPAA Privacy P&P #14 Deceased Persons


	Goal

To protect health care information about a deceased consumer for as long as the consumer’s record is maintained at DMHDD.

Procedures
· Upon death, DMHDD will close the consumer’s record and store according to the current method of either electronic or paper copy.

· Appropriate information release to medical examiner or funeral director.

· Information to legal representatives.. 

· Research uses. 



	HIPAA Privacy P&P # 15  De-identification of information and Limited Data Sets


	    Goal
To identify the procedures by which health information is de-identified, and those situations in which de-identified data may be used.
Procedures

· 18 identifiers listed in HIPAA must be removed to be de-identified

· And can’t be re-identified


· Privacy Officer assures de-identification and requires Limited Data Set Agreement to be signed

· DMHDD publication of partially de-identified information/finding of minimum necessary for health systems oversight.



	HIPPA Privacy P&P #16  Business Associate Agreement


	Goal

Assure that DMHDD has signed Business Associate Agreements when needed.

Procedures

· Identify if BA relationship exists—PHI for an activity on our behalf

· Getting BA agreements for existing contracts

· Incorporating BA Agreements in new contracts

· Exceptions to need for BA Agreements—TPO and conduits

· Form requirements listed

· Reporting violations



	HIPAA Privacy P&P #17  Records Retention


	Goal

To assure we are HIPAA compliant.

Procedures

· The Division’s Record Retention Officer assures that all written and electronic documents required to be retained by HIPAA Privacy Rule are retained for at least six years.  (list)

· Records involved in any open investigation, audit or litigation should not be destroyed/disposed of.  


	HIPAA Security P&P #1  Security Officer


	Goal 

Describes the HIPAA related duties of the Security Officer



	HIPAA Security P&P # 2  FAX Use


	Goal

To protect PHI transmitted by FAX.

Procedures

· Transmit by FAX when necessary

· Use Authorization when needed

· Use FAX cover sheet

· Get FAX transmission sheet

· Pre-program or periodically check FAX numbers

· FAX machines in non-public areas

· Separate programs—separate FAX machines, when possible

· Frequent distribution

· Report misdirected FAXs to Privacy Officer



	HIPAA Security P&P # 3  E-mail Use and Security

	Goal

To assure that PHI is protected in all email use.

Procedure

· Passwords will never be shared.

· Start emails with confidentiality statement.

· Use care in message forwarding/reply—delete PHI or put into secure attachment.

· Do not use names or other identifiers in subject line.

· Purge email

· Do not delete emails on subjects of litigation. 



	HIPAA Security P&P #4  Workstation Use and Security


	Goal

To assure that computer workstations protect PHI.

Procedures

· Users will report environmental problems which may impact computers

· Surge protectors will be used

· Employees will be familiar with DMHDD’s disaster plan

· Whenever possible, monitors should not be visible to others

· Password entry should be unobserved and unshared

· Passwords can’t be left on sticky notes, tape, etc.

· Don’t leave printer unattended when PHI is being printed

· Computers accessing PHI will have password protected screen savers

· Employees with access to PHI should log off if leaving for more than 30 minutes

· Don’t share PHI with unauthorized people.



	HIPAA Security P&P #5  Destruction/disposal of PHI Media


	Goal

To assure that electronic PHI is destroyed in accordance with HIPAA.

Procedures

· Investigation, litigation, audit records should not be destroyed

· Secure storage

· Destruction by business associates

· Record keeping—what is destroyed and how

· Annual review by Security Officer


	HIPAA Security P&P #6  Physical Access Control


	Goal

Only authorized persons can use DMHDD’s property containing PHI. 
Procedures

· Know when to implement disaster/emergency plan

· Procedures for new electronic equipment

· Procedures for removing electronic equipment

· Paper work
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