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Accounting for Disclosures of PHI

Purpose

The Division of Behavioral Health (DBH) in an effort to comply with HIPAA's Privacy Rules (164.528) sets out in this policy the process for providing individuals with an opportunity to receive an accounting of the disclosures made of their protected health information.  Accounting is required when disclosures are made without an authorization.

Policy

DBH will provide individuals with an accounting of the disclosures made of information in Designated Record Sets (See P&P on Designated Record Sets) during the six (6) year period preceding the date of the accounting request, except for disclosures made:

a. To carry out treatment, payment and health care operations;

b. To an individual regarding his/her own protected health information;

c. Pursuant to a valid written authorization;

d. For the facility's directory or to persons involved in the individual's care;

e. For national security or intelligence purposes;

f. To correctional institutions or law enforcement officials; or

g. That occurred prior to the compliance implementation date for HIPAA's Privacy Regulations (i.e., prior to April 14, 2003).

Procedures

1. Request to Receive an Accounting
An individual has the right to receive an accounting of disclosures made by DBH regarding the 

individual's protected health information in a designated record set (excluding those disclosures noted 

above) in accordance with the following procedures:

a. An individual will submit to DBH's Privacy Officer a written request for an accounting of disclosures on the form prescribed and entitled Request for Accounting of Disclosures of Protected Health Information.  The form shall be complete and signed by the individual or the individual's legal representative.

b. Upon receipt of a complete and signed request form, the request form will be date-stamped and forwarded to the DBH Privacy Officer for review and processing.

2. Responding to a Request for an Accounting

a. DBH will provide an accounting within sixty (60) days of the date of receipt of the request for an accounting.  If DBH is unable to respond within sixty (60) days, DBH may extend the time by an additional thirty (30) days, but only if - 

i.
DBH notifies the individual in writing of the need for an extension of time to respond, stating the reason for the delay and identifying the date by which DBH will respond; and

ii.
DBH has not taken any other extensions of time with regard to this particular request for an accounting.


b. DBH's response to a request for an accounting shall be made in accordance with the following requirements:

     The response will be in writing;

i. It will include disclosures of information that occurred during the six (6) year period prior to the date of the request (or a shorter time period, if so requested by the individual), excluding disclosures made prior to the compliance deadline date of April 14, 2003;

ii. It will include the dates of each disclosure for which the individual is entitled to an accounting;

iii. It will include disclosures made to business associates;

iv. It will identify the name (and address, if known) of the entity or person who received the protected health information;

v. It will include a brief description of the protected health information that was disclosed;

vi. It will include a brief statement of the purpose for each disclosure or, in lieu of such a statement, a copy of the authorization or written request for disclosure; and

vii. For multiple disclosures made during an accounting period to the same person or entity for a single purpose or pursuant to a single authorization, the response will include:

The frequency, periodicity, or number of disclosures made during the accounting period; and

The date of the last such disclosure.

          3. Required Suspension
DBH may temporarily suspend an individual's right to receive an accounting of disclosures made to a health oversight agency or a law enforcement official if the agency or official, in a written statement, informs DBH that an accounting would be reasonably likely to impede the agency's activities.  The written statement must specify the time for which the suspension is required.


If a health oversight agency or law enforcement official provides DBH with oral notice of the need to suspend an individual's right to receive an accounting, then DBH must:

a. Document the oral statement including, the identity of the agency or official making the statement;

b. Temporarily suspend the individual's right to receive an accounting; and

c. Limit the suspension to no longer than thirty (30) days from the date of receipt of the oral statement, unless the agency or official provides the facility with a written statement as set for above.

4. Maintaining a Contemporaneous Accounting Record
DBH will maintain, for each individual, a contemporaneous accounting record on the form prescribed and entitled Accounting Record of Disclosures of Health Information.  Each disclosure of an individual's protected health Information made by DBH and which is subject to this accounting requirement shall be entered on the individual's Accounting Record of Disclosures of Health Information at the time that the disclosure is made, including any and all Information as specified in item #2b. 

5. Fees
DBH will provide the first accounting to an individual, in any twelve (12) month period, without charge.  For any additional accounting requested during that same twelve (12) month period, DBH may charge a reasonable, cost-based fee.  If a fee is to be charged, each individual will receive advance notification of the fee to be charged for additional accountings at the time that they receive and complete the Request for an Accounting of Health Information form, as noted on the form.

6. Documentation and Retention of Records
DBH will maintain the following documentation for a period of not less than six (6) years from the date that the document was created or was last in effect, whichever is later:

a. This policy and procedure regarding the process by which an individual may request an accounting of disclosures, including any modifications and/or amendments thereto;

b. The information required to be included in an accounting, including but not limited to, any and all Individual Accounting Records for Disclosures of Protected Health Information and completed and signed Requests for an Accounting of Disclosures of Protected Health Information;

c. The written accounting provided to the individual pursuant to the individual's request; and 

d.  The title of the person or office responsible for receiving and processing requests for an accounting.

About the Accounting Record Form

When an individual's PHI is disclosed to any other person or entity on or after April 14, 2003, for the purposes other than those identified below, it must be documented on this accounting record, which shall be maintained in the individual's case record.  Disclosures made for the following purposes do not need to be documented on this accounting record:  disclosures made for purposes of treatment, payment or health care operations; disclosures made to the individual regarding his/her own protected health information; disclosures made for our facility directory or to persons involved in the individual's health care; disclosures made to correctional institutions or law enforcement officials.

Examples of disclosures which must be documented on this accounting record include the following:  disclosures made to business associates; disclosures made to a health oversight agency; disclosures made to military and/or veteran's administration authorities; disclosures made to public health agencies; and disclosures made in response to a subpoena or court order.

Because the individual is entitled to receive a copy of this accounting upon request, and because the law requires that certain information be maintained regarding each disclosure, it is imperative that this record be accurate, complete and up-to-date.  Questions regarding the completion of this accounting record should be directed to DBH's Privacy Officer.

References:

DHSS P&P (when available)

45 CFR 164.528

Attachments:

DHSS Accounting Form

Accounting Matrix
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Department of Health and Social Services

Division of Behavioral Health

Health Care Information Release Accounting Form

Client / Patient Name: ___________________________________________________________________
Birth Date: __________________________

SSN: _____ - _____ - _______ 

Record or Casefile Number:  _____________________________
Other ID: ___________________________

Please print all information clearly.
	* Date of Disclosure
	Name of Individual and/or Organization To Whom Disclosure Was Made

(Include address, if known)
	Description Of How and What Information Was Disclosed
	Purpose of Disclosure
	Name of Employee Making or Approving Disclosure

	
	
	1. Circle Verbal, Paper or Electronic to indicate how the information was disclosed.

2. Provide a brief description of information disclosed.

3. Indicate if additional documentation or authorization supports this disclosure.
	
	

	
	
	Verbal
	Paper
	Electronic
	
	

	
	
	
	
	

	
	
	Verbal
	Paper
	Electronic
	
	

	
	
	
	
	

	
	
	Verbal
	Paper
	Electronic
	
	

	
	
	
	
	

	
	
	Verbal
	Paper
	Electronic
	
	

	
	
	
	
	


	* Date of Disclosure
	Name of Individual and/or Organization To Whom Disclosure Was Made

(Include address, if known)
	Description Of How and What Information Was Disclosed
	Purpose of Disclosure
	Name of Employee Making or Approving Disclosure

	
	
	1. Circle Verbal, Paper or Electronic to indicate how the information was disclosed.

2. Provide a brief description of information disclosed.

3. Indicate if additional documentation or authorization supports this disclosure.
	
	

	
	
	Verbal
	Paper
	Electronic
	
	

	
	
	
	
	

	
	
	Verbal
	Paper
	Electronic
	
	

	
	
	
	
	

	
	
	Verbal
	Paper
	Electronic
	
	

	
	
	
	
	

	
	
	Verbal
	Paper
	Electronic
	
	

	
	
	
	
	

	
	
	Verbal
	Paper
	Electronic
	
	

	
	
	
	
	

	* Date of Disclosure
	Name of Individual and/or Organization To Whom Disclosure Was Made

(Include address, if known)
	Description Of How and What Information Was Disclosed
	Purpose of Disclosure
	Name of Employee Making or Approving Disclosure


	HIPAA DISCLOSURE ACCOUNTING REQUIREMENTS

	TYPE OF DISCLOSURE
	ACCOUNTING REQUIRED
	ACCOUNTING NOT REQUIRED

	Covered entities must disclose PHI:
· To the individual  164.502 (a)(2)(I)
	
	X

	· To HHS for compliance investigation purposes  164.502 (a)(2)(ii)
	X
	

	Covered entities may disclose PHI:
· For treatment, payment, and healthcare operations purposes 164.502 (a)(1)(iii)
	
	X

	· With authorization of the individual  164.502 (a)(1)(iv) & 64.508 (a)
	
	X

	· Pursuant to a verbal agreement after individual has been given the opportunity to agree or object (e.g. facility directory, next of kin, close personal friend, person involved in individual’s care) or for notification or emergency circumstance. 164.510
	
	X

	· Disclosures not permitted by law 
	X
	

	· Without consent or authorization if:

· Incident to a permitted use or disclosure  164.502 (a)(1)(iii)
	
	X

	· Required by law  164.512 (a)(1) if: related to child abuse, neglect, or domestic violence 164.512 (c);   in the course of judicial and administrative proceedings164.512 (e)(1);   or for law enforcement purposes  164.512 (f)
	X
	

	· for certain public health activities including disclosures for the purpose of preventing or controlling disease and disclosures related to victims of child abuse or neglect 164.512 (b)(1)
	X
	

	· Health oversight  164.512 (d)(1)
	X
	

	· About decedents  164.512 (g)(1)
	X
	

	· for purposes of cadaveric organ donation 164.512 (h)
	X
	

	· for certain research purposes  164.512 (i)(1)
	X
	

	· to avert a serious threat to health or safety  164.512 (j)(1)
	X
	

	· for specialized government functions  164.512 (k)(1)
	X
	

	· for national security or intelligence purposes (164.512 (k)(2)
	
	X

	· to correctional institutions or law enforcement officials (164.512 (k)(5)
	
	X

	· for worker’s compensation  164.512 (l)
	X
	

	· for certain marketing or fundraising, exceptions 164.501 & 164.514 (f)(1)
	X
	

	· as part of a limited data set  164.514 (e)
	
	X


Disclosure Accounting Matrix

Disclosure means the release, transfer, provision of access to, or divulging in any other manner of information outside the entity holding the information. 164.501
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