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Authorization for Release of Health Information

Purpose

DBH, in an effort to be compliant with the Privacy Rules of HIPAA, on the following pages, describes the conditions for obtaining authorization from individuals with whom we have a relationship as a covered entity, for uses and/or disclosures of PHI in DBH’s designated record sets permitted or required under the federal Privacy Rule.

Policy

It is the policy of DBH that all information contained in a client’s case record is only for use by authorized DBH staff and others granted privileges at DBH at a minimum necessary and need-to-know basis.
Any physical client records are the property of DBH and shall be maintained to serve the client, the health care provider, and DBH in accordance with legal and regulatory requirements.  All client protected health information is regarded as confidential and available only to authorized users except where specifically authorized by law or a court of competent jurisdiction.  

DBH  will obtain a signed authorization that meets the standards of the Privacy Rules from individuals prior to using or disclosing PHI for those uses that are not otherwise permitted or required under the Rule.  A copy of the DHSS authorization form presently in use follows this policy.  

Individuals may revoke an authorization at any time.  The revocation must be in writing.  Any actions DBH has taken in reliance on an individuals’ consent are not  affected by the revocation.  DBH is not required, for example, to retrieve PHI that has been disclosed prior to the revocation.  

Procedures

According to the HIPAA Privacy Rule, an Authorization for Release of Information must contain the following elements:  

1. it is written in plain language (in English);

2. it contains the following core elements:

· a description of the PHI to be used or disclosed with sufficient specificity to allow us to know which information is being authorized;

· the name or other specific identification of the person(s) or class of persons to make the authorized use or disclosure;

· the name or other specific identification of the person(s) or class of persons to receive the authorized use or disclosure;

· an expiration date or event that relates to the individual or the purpose of the use or disclosure;

· a statement that treatment, payment, enrollment or eligibility for benefits may not be conditioned on obtaining the authorization when the information being disclosed is not related to treatment, payment or health care operations;

· a statement that the individual has the right to revoke an authorization in writing and instructions on how to revoke existing authorizations;

· a statement that the information used or disclosed may be subject to re-disclosure by the recipient and no longer protected by the Privacy Rules;

· the individual’s signature and date of signature; and 
· when the signature is that of a personal representative, an indication of that person’s authority to act for the individual.
Determining Which Disclosures Require an Authorization

The first determination staff must make before disclosing Protected Health Information either internally or externally or before requesting the disclosure of PHI from another entity or provider is whether or not the disclosure or request requires an authorization from the individual.  In any case where staff  is unsure about whether or not an authorization is needed before making a request for PHI or before making a disclosure of PHI, they should contact the Privacy Officer. 
In all cases, whether the disclosure for an internal use or for an third party external to DHSS, employees should follow the guidelines found in the Minimum Necessary P&P for determining the type and amount of PHI that should be disclosed. 

See Attached Matrix

Authorization for Release of Information
Exceptions

All information contained in a designated record set (see P&P Designation of record Sets) is confidential. A properly completed and signed authorization for release of all health care information is required for any disclosures, including written and verbal information except:
1. a person authorized by court order;

2. to report abuse, neglect or domestic violence;

3. health oversight activities of federal, state and private regulators and payers, including those responsible for determining whether or not we are in compliance with the Privacy Regulations of HIPAA and other federal, state, and local statutes and regulations;
4. direct service health or mental health personnel if a medical or psychological emergency arises;
5. Treatment, payment, operations, including QA and licensing and licensing investigations to DBH and within DHSS.

6. Directly to the individual or the individual’s legal representative, includes guardian, personal representative, executor of estate of the individual (see verification of Identity P&P)

7. Other divisions or offices of DHSS

8. DBH grantees providing treatment for the individual

9. Hospitals providing treatment for the individual

10. Insurance companies paying for treatment for the individual

11. Physician providing treatment to the individual 

12. FDA (US Food and Drug Administration)

13. US Veterans’ Administration when care or payment is being provided to the individual

14. Social Security Administration when payment is being made for care

15. To help law enforcement locate a suspect, fugitive, missing person or witness

16. Alerting law enforcement of the person’s death

17. Reporting a crime to law enforcement

18. To avert serious threat to public health or public safety or health/safety of the individual

19. National security

20. To Department of Corrections when they have custody of the individual.

21. Under AS 47.12.320, the parents (guardian) of a delinquent minor may disclose PHI to the governor, lt.Governor, commissioners of DHSS, Administration, Public Safety or their employees and DHSS can also disclose a delinquent minor’s PHI  to the governor, Lt. Governor, commissioners and employees of DHSS, Administration, Public Safety without authorization.

22. DHSS authorized research, if provision is made to ensure the confidentiality of individually identifying information and to preserve anonymity in the reported results;
23. insurance, medical assistance, or other programs to the extent necessary for a client to make a claim, or for a claim to be made on behalf of a client;
24. other persons to whom disclosure is required by law;
25. imminent threat to life and safety; and

26. DBH in accordance with 7 AAC 71.400 - 7 ACC 71.449.

27. To the Ombudsman in accordance with AS 24.55.160.
Disclosures to Business Associates

Disclosures to DBH’s business associates are permitted without an authorization but the information must be limited to the information they need in order to accomplish the work we require of them.  See DBH’s Business Associate Policy and Procedure for information on how to determine who is a business associate and how to determine whether the disclosure of PHI is permitted and what types of PHI can be disclosed. 

Disclosures That Require An Authorization

Disclosures that  require an authorization are all uses or disclosures of PHI that are not detailed in the above section.   For example: 

1. The PHI requested or disclosed is for treatment but is being requested of a covered entity or provider who is not a current member of the treatment team, for example requesting parts of a record from a prior provider. 
2. The PHI requested or disclosed is for treatment purposes, but the treatment team member is not a healthcare provider, for example, developing a treatment plan with the school a child attends.
3. The PHI is requested by a third party, such as legislators, the Governor, *family, the individual’s attorney. Alaska Legal Services or the Disability Law Center, Department of Labor, schools.

*HIPAA allows disclosure of an individual’s location, payers for care and general condition to family involved in an individual’s care or paying for care without authorization when the individual is present and does not object [“to notify or assist in notifying a family member or personal representative about location, general condition or death”].  This does not change DBH’s  established practice of non-disclosure to the family of adult children. Staff may indicate that “if I come across such a person, I will let him/her know of your desire to be contacted.”

DET Program: An authorization is not needed for communications between the hospital and DBH, as payment is being requested for a health service.

AYI Program:  Most disclosures are among treatment team members and do not require authorizations.  For other disclosures, see above.

Procedure for Replies to Certain Official Correspondence

DBH staff frequently send letters from the Director (or on behalf of the Commissioner) to consumers in response to consumer inquiries or complaints directed at the governor, the commissioner, or legislators.

1. DBH does not need an Authorization to investigate a complaint or reply to inquiries from a consumer.

2. It is acceptable to send a reply over the signature of the commissioner or deputy commissioner.

3. It is acceptable to send a copy of the director’s reply to the commissioner’s office.

4. Do not send a cc to the Governor/legislator when replying.

5. Instead, add the following sentences to the letter:  

“Under the Privacy Rule of the Health Insurance Privacy and Accountability Act (HIPAA), I am not permitted to share your protected health information.  Therefore, I am not sending a copy of this reply to anyone else.  If you wish other state officials to receive a copy, you will need to do so yourself.”

PROCEDURES FOR COMPLETION OR FOR PROCESSING AN AUTHORIZATION
Filling Out an Authorization Form
1. Please see the attached authorization form, which includes certain instructions for completion, attached to this policy. This form should be used by staff members to request PHI disclosures. 
2. The form should be reviewed and completed when the individual requesting the authorization is present. In cases where the client or other authorized individual is not present and has requested that a form be sent to them for signature, the staff person receiving the request should, if possible, review the form with the requestor and complete as much of it as possible before sending it out for completion and signature. 
3. Have the individual and/or his/her legal representative sign the authorization. 
4. Make two copies of the completed form. 
i.  One copy should be given to the individual for their records.
ii.  The second copy should be kept with the individual’s file. A note should be made on this copy that the client was given a copy of the authorization. This entry should be dated and signed. 
8. The original should be mailed or faxed to the person(s) or entity specified on the authorization. 
9. All authorizations should be kept for at least 6 years from their last effective date.
Disclosing PHI When An Authorization Is Received 

1.  Upon receipt of an authorization for disclosure of PHI, the person to whom it is directed or the DBH Privacy Officer should review the form to determine if it is complete and specific. In particular, the following items should be included on the authorization:  
a. a description of the PHI to be used or disclosed with sufficient specificity to allow us to know which information is being authorized;

b. the name or other specific identification of the person(s) or class of persons to make the authorized use or disclosure;

c. the name or other specific identification of the person(s) or class of persons to receive the authorized use or disclosure;

d. an expiration date or event that relates to the individual or the purpose of the use or disclosure;

e. A statement that treatment, payment, enrollment or eligibility for benefits may not be conditioned on obtaining the authorization when the information being disclosed is not related to treatment , payment or health care operations;

f. a statement that the individual has the right to revoke an authorization in writing and instructions on how to revoke existing authorizations;

g. a statement that the information used or disclosed may be subject to re-disclosure by the recipient and no longer protected by the Privacy Rules;

h. the individual’s signature and date of signature; and 
i. when the signature is that of a personal representative, an indication of that person’s authority to act for the individual.
If yes to all the above, the disclosure can be approved.  If no, the staff person to whom the disclosure is directed should determine whether or not they will refuse to make the disclosure at all or whether they will make a partial disclosure.  If unsure, the staff person should consult with the Privacy Officer.
3. Only the information identified on the signed authorization will be released.

4. Following the authorized release of client information, the signed authorization will be retained in the individual’s record.  The date that information was disclosed will be written on the release by the staff member who completed the request for information.  

5. All requests for releasing information must be in writing.  Verbal requests for releasing information will not be honored.  

When an Authorization is needed for release of information to a third party, for example, a legislator, send the attached letter and a copy of the DHSS Authorization form.

Non-Custodial Parent
1. Statute provides that the non-custodial parent has the same right to school, medical and other records as the custodial parent.
2. Non-custodial parents will be required to sign a Authorization for Release of Health Information form and follow all DBH policies and procedures relating to release of information.  
Media Requests for Information.

Media requests for information should be referred to the Office of the Commissioner of the Department of Health and Social Services.  Staff should NOT respond to requests for information from media sources unless directed to do so by the Commissioner or his/her designee.   
Emergency Release of Information
A medical emergency is an exception to the general non-disclosure rule that authorizes programs to disclose to medical or psychiatric personnel PHI that is necessary to treat a condition which poses an immediate threat to the health and/or safety of any individual and which requires immediate intervention.  
The Authorization to Release Health Information form will be used to document emergency releases of information.  The following described the documentation procedure.
a. Write “Emergency Release” on the client signature line;
b. Sign and date the form next to “Emergency Release” and
c. Proceed with the process of releasing PHI as described above.
References:

DHSS P&P (when available)

45 CFR 164. 506 (b)-(c), 164.508 (a)-(c), 164.510 (b), 164.512 (a)-(l), 164.514 (a)-(e)

Attachment

Matrix

Checklist

Letter re authorization

	HIPAA DISCLOSURE ACCOUNTING REQUIREMENTS

	TYPE OF DISCLOSURE
	ACCOUNTING REQUIRED
	ACCOUNTING NOT REQUIRED

	Covered entities must disclose PHI:
· To the individual  164.502 (a)(2)(I)
	
	X

	· To HHS for compliance investigation purposes  164.502 (a)(2)(ii)
	X
	

	Covered entities may disclose PHI:
· For treatment, payment, and healthcare operations purposes 164.502 (a)(1)(iii)
	
	X

	· With authorization of the individual  164.502 (a)(1)(iv) & 64.508 (a)
	
	X

	· Pursuant to a verbal agreement after individual has been given the opportunity to agree or object (e.g. facility directory, next of kin, close personal friend, person involved in individual’s care) or for notification or emergency circumstance. 164.510
	
	X

	· Disclosures not permitted by law 
	X
	

	· Without consent or authorization if:

· Incident to a permitted use or disclosure  164.502 (a)(1)(iii)
	
	X

	· Required by law  164.512 (a)(1) if: related to child abuse, neglect, or domestic violence 164.512 (c);   in the course of judicial and administrative proceedings164.512 (e)(1);   or for law enforcement purposes  164.512 (f)
	X
	

	· for certain public health activities including disclosures for the purpose of preventing or controlling disease and disclosures related to victims of child abuse or neglect 164.512 (b)(1)
	X
	

	· Health oversight  164.512 (d)(1)
	X
	

	· About decedents  164.512 (g)(1)
	X
	

	· for purposes of cadaveric organ donation 164.512 (h)
	X
	

	· for certain research purposes  164.512 (i)(1)
	X
	

	· to avert a serious threat to health or safety  164.512 (j)(1)
	X
	

	· for specialized government functions  164.512 (k)(1)
	X
	

	· for national security or intelligence purposes (164.512 (k)(2)
	
	X

	· to correctional institutions or law enforcement officials (164.512 (k)(5)
	
	X

	· for worker’s compensation  164.512 (l)
	X
	

	· for certain marketing or fundraising, exceptions 164.501 & 164.514 (f)(1)
	X
	

	· as part of a limited data set  164.514 (e)
	
	X


Disclosure Accounting Matrix

Disclosure means the release, transfer, provision of access to, or divulging in any other manner of information outside the entity holding the information. 164.501

Authorization Checklist

	Client Name:
	

	Received From:
	

	Date:
	


A valid authorization for disclosure of PHI must contain the following:

	REQUIRED ELEMENTS
	PRESENT?

	A description of the information to be used or disclosed that identifies the information in a specific and meaningful fashion
	· Yes

· No

	The name or other specific identification of the person(s), or class of persons, authorized to make the requested use or disclosure.
	· Yes

· No

	The name or other specific identification of the person(s), or class of persons, to whom the covered entity may make the requested use or disclosure.
	· Yes

· No

	A description of each purpose of the requested use or disclosure.
	· Yes

· No

	An expiration date or an expiration event that relates to the individual or the purpose of the use or disclosure.
	· Yes

· No

	Signature of the individual and date.
	· Yes

· No

	Has the patient revoked the authorization?
	· Yes

· No

	Has the patient placed other conditions on the authorization?
	· Yes

· No


· The authorization meets the requirements as stated above.

· The authorization fails to meet the core authorization requirements

Attach this checklist to each authorization request.

Letter to send with Authorization Form to Third Party

Dear

We have received your request for information about XXXXX and services provided to him/her.  Before we can comply with this request, we must be sure that this person has authorized us to release the information to you.

Under the federal Health insurance Portability and Accountability Act of 1996 and its subsequent regulations, we are prohibited from releasing “protected health information” to third parties without authorization from the individual him or her self.

Please take a moment to have the individual fill out the attached form, making sure that the time period for which the authorization is valid has been identified, as well as a description of the specific information to be released.

When we receive this signed document from the individual, we will be glad to provide you with the requested information.

 

