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FAX Use

Purpose

This Fax Use Policy is adopted by DBH to comply with HIPAA and the regulations requirement for such a policy, as well as our duty to protect the confidentiality and integrity of protected health information as required by law.  This policy recognizes that our grantees and others with whom we do business have a real or perceived need to transmit or receive PHI by fax rather than by a slower method, such as mail. Further, all personnel could, in error, send faxes to unauthorized recipients; faxes could be intercepted or lost in transmission; or DBH may not receive a fax intended for it because of one of these or other reasons. Thus, the potential for breach of client confidentiality exists every time someone uses fax transmission.

Policy

All employees of DBH must strictly observe the following standards relating to facsimile communications of PHI:

·  send health information by facsimile when the original record or mail-delivered copies will not meet the needs of client care.

·  transmit PHI by facsimile when needed for client care or required by a third-party payer.

·  limit information transmitted to that necessary to meet the requester’s needs.

·  when required by law, assure that a properly completed and signed authorization is obtained before releasing PHI  (see P&P  Authorization for Disclosure)

· assure that the cover page accompanying the facsimile transmission must include the confidentiality notice attached to this policy. 

· assure that a transmission confirmation report is printed after every fax transmission of PHI and kept in the appropriate record.

· Employees must make reasonable efforts to ensure that they send the facsimile transmission to the correct destination.  Employees should pre-program frequently used numbers into the machine to prevent misdialing errors.  For a new recipient, the sender must verify the fax number before sending the facsimile and verify the recipient’s authority to receive confidential information.

· Periodically, the Privacy Officer (or a person designated by the Privacy Officer) will call an intended recipient of a fax to authenticate the identity of the recipient and the accuracy of the fax number. The Privacy Officer may also employ a “test faxing” procedure to periodically verify the accuracy of fax numbers. The Privacy Officer will periodically and/or randomly check all speed-dial numbers to ensure their currency, validity, accuracy, and authorization to receive confidential information

· Fax machines must be in non-public areas.

· To the extent possible, separate programs should have their own FAX machines.

· Incoming faxes should not be left sitting on or near the machine, but rather should be distributed to the proper recipient expeditiously while protecting confidentiality during distribution. 

· Employees must report any misdirected faxes to the Privacy Officer.

· Employees must report violation of this policy to their supervisors and to the Privacy Officer. The Privacy Officer can be contacted as follows:

Shane Miller

465-4827

Shane_Miller@health.state.ak.us
Attachment:

FAX Confidentiality Form
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	From:
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	Phone Number:  (907) 465-     
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	Message:     
                       

	The information contained in this FAX is confidential and/or privileged. This FAX is intended to be reviewed initially by only the individual named above. If the reader of this TRANSMITTAL PAGE is not the intended recipient or a representative of the intended recipient you are hereby notified that any review, dissemination, or copying of this FAX or the information contained herein is prohibited. If you have received this FAX in error, please immediately notify the sender by telephone and return this FAX to the sender at the address above. Thank you.

If you have any problems receiving this fax please phone (907) 465-     












