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Physical Access Control

Purpose

This policy describes how to assure that DBH’s property that might contain PHI is restricted to use by DBH employees and visitors.

Policy

DBH’s policy is to control access to DBH’s property to those employed by the Division and to visitors.

Procedure

· In the event of a disaster or emergency affecting DBH’s electronic equipment, the emergency management plan is to be implemented.  (See the Business Continuity Plan.)

· When electronic equipment is being brought into or removed from DBH, the following process is to be followed:

· New electronic equipment purchased by DBH:

· New equipment valued over $1000.00 shall be assigned a property number through the State of Alaska Property Management System.  

· The State of Alaska Property Control Form must be completed and given to the Department Property Manager for a State property number to be assigned.

· Removing electronic equipment from DBH:

·    
Identify the property officer releasing the equipment

·       Identify the type of transfer

·       Identify the property officer receiving the equipment

·       Identify the department releasing the equipment

·       Identify the department receiving the equipment

·       Identify the location of the equipment

·       Identify the address (city, state, zip) of the dept. releasing the equipment

·       Include signature authorized to release/transfer equipment

·       Describe each piece of equipment, including:

· A description of the equipment

· State/Department assigned property tag number

· Serial number of equipment

· Original purchase value

· Store the documentation of equipment removal in the administrative services files.

· Update the State Property Management System by filing appropriate paperwork through DHSS Procurement Office.

