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Staff Training Plan for Privacy and Security 

Policy

The Division of Behavioral Health (DBH) will train all members of its staff on its policies and procedures to protect health information as necessary and appropriate for the members of the staff to carry out their function within the division. 

Procedure

Staff HIPAA training will:

· Be provided to each member of DBH’s staff, including volunteers and other persons who are likely to have contact with protected health information.

· Be provided to all new hires within 90 days of hiring; and 

· Be provided to each staff member whose functions are affected by a material change in the policies or procedures of DBH, within a reasonable period of time after the material change becomes effective. 

DBH (Administrative Operations Unit) will document that the training has been provided through maintenance of either signed acknowledgements by all staff upon completion of any required training or file memorandum provided by the Privacy Officer or the Security Officer. 

The training on security and privacy will include the following topics:

· General awareness of security and privacy issues, including specific awareness of HIPAA regulations and requirements.

· DBH policies and procedures with respect to protected health information and information security, including records retention and disposal.

· Vulnerabilities of health information in DBH’s environment.

· Procedures to follow in case of a suspected breach of security or privacy.

· Disaster plan and emergency preparedness.

· Security responsibilities of each staff member

· General security awareness and responsibility

· Password protection

· Virus prevention

· Data backup procedures

· Remote access

· Removal of information from DBH offices

· Client records outside of the official medical record

· Proper authorization to release procedures

· Workstation acceptable use policies and practices

· Client rights and responsibilities regarding case record access. 

· Amendment and copying.
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