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Workstation Use and Security

Purpose

DBH Policy on Workstation Use protects the confidentiality and integrity of confidential  information as required by law.  All members of DBH’s workforce who use computer terminals must be familiar with the contents of this policy and follow its guidance, as appropriate, when using computer equipment.

Assumptions:  

· Definition of Workstation:  an electronic computing device, for example, a laptop or desktop computer, or any other device that performs similar functions, and electronic media stored in its immediate environment. This includes Palm Pilots, Pocket PCs, and similar devices.

· Every computer workstation in DBH is vulnerable to environmental threats, such as fire, water damage, power surges, and the like.

· Any computer workstation in DBH can access confidential consumer information if the user has the proper authorization.

· All computer screens can be visible to individuals who do not have access to confidential information that may appear on the screen.

Policies/Procedures

· All computer users will monitor the computer’s operating environment and report potential threats to the computer and to the integrity and confidentiality of data contained in the computer system.  For example, if air conditioning fails and the temperature around the computer could exceed a safe level, the user must immediately notify the Information Technology Unit.

· All computers plugged into an electrical power outlet will use a surge suppressor approved by Information Technology staff.

· All personnel using computers will familiarize themselves with and comply with DBH’s disaster plans and take appropriate measures to protect computers and data from disasters.

· Personnel should monitor the placement of computer monitors to ensure that PHI displayed on the screen is not visible to unauthorized persons. This means that whenever possible computer monitors should not be in the line of sight in doorways, windows, etc.

· Personnel using computers will not eat nor drink at the terminal to prevent damage due to spills and so forth.

· Personnel logging onto the system will ensure that no one observes the entry of their password.

· Personnel will not log onto the system using another’s password nor permit another to log on with their password.  Nor will personnel enter data under another person’s password. Please refer to the Password Protection Policy.

· After three failed attempts to log on, the system will refuse to permit access and generate a notice to the system administrator.

· Each person using DBH’s computers is responsible for the content of any data he or she inputs into the computer or transmits through or outside DBH’s system.  No person may hide his or her identity as the author of the entry or represent that someone else entered the data or sent the message.  All personnel will familiarize themselves with and comply with DBH’s e-mail policy.

· No employees may access any confidential consumer or other information that they do not have a need to know.  No employee may disclose confidential consumer health information unless properly authorized (see the Confidentiality P&P and the Authorization P&P).

· Employees must not leave printers unattended when they are printing confidential consumer information.  This rule is especially important when two or more computers share a common printer or when the printer is in an area where unauthorized personnel have access to the printer.

· Employees may not use DBH’s computer system to solicit for outside business ventures, organizational campaigns, or political or religious causes.  Nor may they enter, transmit, or maintain communications of a discriminatory or harassing nature or materials that are obscene or x-rated.  No person shall enter, transmit, or maintain messages with derogatory or inflammatory remarks about an individual’s race, age, disability, religion, national origin, physical attributes, sexual preference, or health condition.  No person shall enter, maintain, or transmit any abusive, profane, or offensive language. (Refer to DHSS Sexual Harassment Policy)

· Personnel using the computer system will not write down their password and place it at or near the terminal, such as putting their password on a yellow “sticky” note on the screen, on a piece of tape under the keyboard, etc.

· Each computer will be programmed to generate a password-protected screen saver when the computer receives no input for a specified period.  Supervisors may specify an appropriate period to protect confidentiality while keeping the computer available for use.

· An employee with access to confidential health information must log off the system if he or she leaves the computer terminal for more than 30 minutes or if he/she is leaving the premises. If the user’s office is lockable, the computer may remain active without the user present.  Exceptions to this policy must be approved in writing by the Security Officer.

· Each unit in DBH must adhere to the DBH policy on Destruction and/or Disposal of PHI when dealing with hard-copy printouts. The user will extend the same confidentiality and security measures to paper-based records and other information on printouts.

· Personnel are responsible for all data downloaded from DBH’s system onto diskette, CD, hard drive, fax, scanner, any network drive or any other hardware, software, and must not leave such data where it might be viewed by an unauthorized person, and must not share data with an unauthorized person. Downloaded data should be returned to the DBH office for storage or disposal.

